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Fortinet NSE 7 - OT Security 7.2 Sample Questions (Q32-Q37):
NEW QUESTION # 32 
Refer to the exhibit.

Based on the topology designed by the OT architect, which two statements about implementing OT security are true? (Choose two.)

A. FortiGate-3 and FortiGate-4 devices must be in a transparent mode.
B. Micro-segmentation can be achieved only by replacing FortiGate-3 and FortiGate-4 with a pair of FortiSwitch devices.
C. Firewall policies should be configured on FortiGate-3 and FortiGate-4 with industrial protocol sensors.
D. IT and OT networks are separated by segmentation.

Answer: C,D

NEW QUESTION # 33 
An OT architect has deployed a Layer 2 switch in the OT network at Level 1 the Purdue model-process control. The purpose of
the Layer 2 switch is to segment traffic between PLC1 and PLC2 with two VLANs.
All the traffic between PLC1 and PLC2 must first flow through the Layer 2 switch and then through the FortiGate device in the
Level 2 supervisory control network.
What statement about the traffic between PLC1 and PLC2 is true?

A. The Layer 2 switch rewrites VLAN tags before sending traffic to the FortiGate device.
B. PLC1 and PLC2 traffic must flow through the Layer-2 switch trunk link to the FortiGate device.
C. In order to communicate, PLC1 must be in the same VLAN as PLC2.
D. The Layer 2 switches routes any traffic to the FortiGate device through an Ethernet link.

Answer: B



Explanation:
Explanation
The statement that is true about the traffic between PLC1 and PLC2 is that PLC1 and PLC2 traffic must flow through the Layer-2
switch trunk link to the FortiGate device.

NEW QUESTION # 34 
Refer to the exhibit.

Which statement about the interfaces shown in the exhibit is true?

A. port1, port1-vlan10, and port1-vlan1 are in different broadcast domains
B. port2, port2-vlan10, and port2-vlan1 are part of the software switch interface.
C. The VLAN ID of port1-vlan1 can be changed to the VLAN ID 10.
D. port1-vlan10 and port2-vlan10 are part of the same broadcast domain

Answer: A

NEW QUESTION # 35 
An OT administrator configured and ran a default application risk and control report in FortiAnalyzer to learn more about the key
application crossing the network. However, the report output is empty despite the fact that some related real-time and historical logs
are visible in the FortiAnalyzer.
What are two possible reasons why the report output was empty? (Choose two.)

A. The administrator selected the wrong logs to be indexed in FortiAnalyzer.
B. The administrator selected the wrong hcache table for the report.
C. The administrator selected the wrong time period for the report.
D. The administrator selected the wrong devices in the Devices section.

Answer: C,D

Explanation:
https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/32cb817d-a307-11eb-b70b-



00505692583a/FortiAnalyzer-7.0.0-Administration_Guide.pdf

NEW QUESTION # 36 
Refer to the exhibits.

Which statement is true about the traffic passing through to PLC-2?

A. IEC 104 signatures are all allowed except the C.BO.NA 1 signature.
B. IPS must be enabled to inspect application signatures.
C. The application filter overrides the default action of some IEC 104 signatures.
D. SSL Inspection must be set to deep-inspection to correctly apply application control.

Answer: C

NEW QUESTION # 37
......
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