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B # 68
Which of the following is not an operation that is performed when network traffic is intercepted by the network driver on the Deep

Security Agent?

e A. Compare the data in the packet against the Anti-Malware Scan Configuration to verify whether any of the data related to
files and folders on the Exclusion list.

¢ B. Verify the packet is not part of a reconnaissance scan used to discover weaknesses on the Deep Security Agent host
computer.

e C. Analyze the packet within the context of traffic history and connection state.

e D. Verify the integrity of the packet to insure the packet is suitable for analysis.

EfE: A

HH #69
How is scan caching used in agentless implementations of Deep Security?

e A. Scan caching is used in Agent-based installations only and is not supported in an agentless implementation.

e B. Scan caching enhances the performance of the Deep Security Virtual Appliance in that files scanned for malware on a
virtual machine that appear on other virtual machines may not need to be scanned again.

e (. Scan caching manages resource usage by staggering the launch of malware scans to prevent scan storns

e D. Scan caching maintains the Inclusions and Exclusions lists from the Malware Scan Configuration in memory to improve
performance.

IEf#: B

R #70
What is the purpose of the Deep Security Notifier?

¢ A The Deep Security Notifier is a server component used in agentless configurations to allow Deep Security Manager to
notify managed computers of pending updates.

¢ B. The Deep Security Notifier is a application in the Windows System Tray that displays the Status of Deep Security
Manager during policy and software updates.

e (. The Deep Security Notifier is a application in the Windows System Tray that comrmumicates the state of Deep Security
Agents and Relays to endpoint computers.

¢ D. The Deep Security Notifier is a server components that collects log entries from man-aged computers for delivery to a
configured STEM device.

Ef#: C

TR

The Deep Security Notifier is a Windows System Tray application which provides local notification when malware is detected or
malicious URLs are blocked.

It may be installed separately on protected virtual machines, however the Anti-Malware Protection Module must be licensed and
enabled on the virtual machine for the Deep Security Notifier to display information.

The Notifier displays pop-up user notifications when the Anti-Malware module begins a scan, or blocks malware or access to
malicious web pages. The Notifier also provides a console utility that allows the user to view events.

Explication: Study Guide - page (442)

HE#T1
The Intrusion Prevention Protection Module is enabled and a Recommendation Scan is run to identify vulnerabilities on a Windows
Server 2016 computer. How can you insure that the list of recommendations is always kept up to date?

¢ A Disabling, then re-enabling the Intrusion Prevention Protection Module will trigger a new Recommendation Scan to be run.
New rules will be included in the results of this new scan.



¢ B. Enable "Ongoing Scans" to run a recommendation scan on a regular basis. This will identify new Intrusion Prevention rules
to be applied.

¢ (. Recommendation Scans are only able to suggest Intrusion Prevention rules when the Protection Module is mitially enabled.

¢ D. New rules are configured to be automatically sent to Deep Security Agents when Recommendation Scans are run.

IEf%: B

fEE N -

Ongoing Scans is a feature that enables Deep Security to perform Recommendation Scans at a scheduled interval, ensuring new
vulnerabilities or rule updates are continually identified and recommended for enforcement.

From the official documentation:

"Ongoing Scans enable Deep Security to regularly re-run recommendation scans, ensuring that newly discovered vulnerabilities and
updated IPS rules are continuously recommended for application." References:

Trend Micro Deep Security Administrator's Guide: Recommendation Scans

Deep Security Help: Ongoing Recommendation Scans

H #72
Which of the following statements is true regarding Deep Security Manager-todatabase com-munication?

e A Deep Security Manager-to-database traffic is encrypted by default but can be disabled by modifying settings in the
db.properties file.

e B. Deep Security Manager-to-database traffic is encrypted by default, but can be disabled by modifying settings in the
dsmproperties file.

e C. Deep Security Manager-to-database traffic is not encrypted by default, but can be en-abled by modifying settings in the
ssl.properties file.

e D. Deep Security Manager-to-database traffic is not encrypted by default, but can be en-abled by modifying settings in the
dsm.properties file.

Ef#: D

fEL:

By default, Manager-to-database traffic is NOT encrypted. To enable encrypted communication (SSL/TLS), you must modify the
dsm.properties file and configure the JDBC connection to use SSL.

Option A is incorrect; configuration is not in ssl.properties.

Option B and C are incorrect; traffic is not encrypted by default.

References:

Trend Micro Deep Security Install Guide: Secure Database Connections

Deep Security dsm properties Explanation
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