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HM#78
What is the process of identifying and procuring stored data as evidence for legal purposes?

¢ A Electronic discovery
¢ B. Forensic imaging

e C. Chain of custody

¢ D. Gap analysis

EfE: A
fER:

The correct answer iselectronic discovery (e-discovery). This process involves identifying, collecting, and producing electronically
stored information (ESI) that may serve as evidence in legal proceedings. E- discovery ensures that relevant data such as emails,
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logs, or documents is preserved and made available in a legally defensible manner.

Chain of custody refers to documenting the handling of evidence once collected, while forensic imaging creates exact copies of digital
media. Gap analysis identifies weaknesses in processes but is unrelated to evidence collection.

E-discovery is essential in both corporate and cloud contexts, as data is often distributed across muiltiple environments. Cloud
providers may assist customers with e-discovery by providing tools for searching, tagging, and exporting relevant data. A sound e-
discovery process ensures compliance with legal obligations and prevents spoliation of evidence.

HE#79
An engineer has been given the task of ensuring all of the keys used to encrypt archival data are securely stored according to
industry standards. Which location is a secure option for the engineer to store encryption keys for decrypting data?

A. A repository that is made public

B. An escrow that is kept local to the data it is tied to

C. A repository that is made private

D. An escrow that is kept separate from the data it is tied to

Ef#: D

A -

Industry best practice requires that encryption keys arestored separately from the data they protect. This ensures that if the data
storage systemis compromised, attackers cannot immediately decrypt sensitive information. The use of a secure escrow system s a
recognized approach.

An escrow provides controlled storage for encryption keys, ensuring they are only accessible by authorized processes and not co-
located with the protected data. Keeping keys "local” to the data creates a single point of failure. A public or private repository
without specialized protection mechanisis would also be msufficient due to risks of insider threats or misconfiguration.

By placing keys in an independent escrow system, the organization enforces separation of duties, strengthens defense-in-depth, and
aligns with cryptographic standards from NIST and ISO. This practice is vital when dealing with archival data, where long-term
confidentiality must be preserved even as systems evolve.

B #80

An organization is reviewing a contract froma cloud service provider and wants to ensure that all aspects of the contract are
adhered to by the cloud service provider. Which control will allow the organization to verify that the cloud provider is meeting its
obligations?

A. Continuous monitoring
B. Confidential computing

C. Regulatory oversight
D. Incident management

EE: A

R

Continuous monitoring is the control that allows organizations to actively verify that a cloud provider is fulfilling contractual and
compliance obligations. This nvolves automated collection and analysis of operational, security, and performance data. It enables
organizations to ensure that service-level agreements (SLAs) are being honored and that compliance requirements are being met in
real time.

While regulatory oversight is provided by external authorities and incident management is reactive in nature, continuous monitoring is
a proactive approach. It allows customers to maintain visibility into provider operations. Confidential computing focuses on data
protection but does not verify contract adherence.

By employing continuous monitoring, organizations establish transparency and accountability. It also supports audit processes by
providing evidence that controls remain effective over time. This reduces risk associated with outsourcing critical fimctions to a cloud
provider and ensures resilience against potential provider-side failures.

HR #81

An organization's leadership team gathered managers and key team members in each division to help create a disaster recovery plan.
They realize they lack a complete understanding of the infrastructure and software needed to formulate the plan. Which action should
they take to correct this issue?



A. They should determine the criteria of a disaster.

B. They should create a checklist of the necessary tasks.
C. They should perform an inventory of assets.

D. They should identify the key roles in a disaster.

Ef: C

R

Without a clear understanding of infrastructure and software, the leadership team must first conduct an inventory of assets. An asset
inventory provides a comprehensive list of hardware, software, and services that support business operations.

Creating checklists, defining criteria, and assigning roles are important, but they rely on knowing what assets exist. Without an
inventory, the disaster recovery plan would miss critical dependencies, making recovery incomplete or impossible.

Performing an inventory supports business impact analysis, risk assessments, and recovery prioritization. It ensures that all critical
systemns are accounted for and appropriate recovery strategies can be designed. Asset inventories are a foundational best practice
for disaster recovery and continuity planning.

H #82
During a financial data investigation, the investigator is unsure how to handle a specific data set. Which set of documentation should
they refer to for detailed steps on how to proceed?

e A. Procedures

e B. Policies

e C. Legal rulings

¢ D. Legal definitions

Ef: A

fEEL:

Proceduresare detailed, step-by-step instructions that guide personnel on how to perform specific tasks in alignment with higher-
level policies. In an investigation, when uncertainty arises about handling a dataset, procedures provide the exact operational
guidance required.

Policies establish high-level rules (e.g., "financial data must be protected"), while procedures explain how to achieve compliance with
those policies (e.g,, "verify encryption, label dataset, log access, and escalate to compliance officer"). Legal rulings and definitions
are external references but do not provide operational steps.

By following documented procedures, investigators ensure consistency, compliance, and defensibility in legal contexts. This also
ensures that evidence is handled properly, supporting admissibility in court and protecting the organization against legal or regulatory
challenges.
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