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P #48
What is SQL Injection?
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¢ A. A database systemused by hackers.
¢ B. SQL code execution that only administrators can perform
¢ (. The manipulation of SQL queries to access, modify, or delete data within a database without authorization.

IEf#: C
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SQL Injection is acritical web application vulnerabilitythat allows attackers to manipulate SQL queries executed by a database,
making option A the correct answer. This vulnerability occurs when user input is improperly validated or sanitized before being
included in SQL statements.

By exploiting SQL Injection, attackers can bypass authentication, retrieve sensitive data, modify or delete database contents, and in
some cases execute administrative operations on the database server. Ethical hackers test for SQL Injection during web application
penetration testing to identify insecure coding practices.

Option B is incorrect because SQL Injection is not a database system Option C is incorrect because SQL Injection allows
unauthorized users to execute SQL commands, not just administrators.

Froma defensive security perspective, SQL Injection highlights the importance of secure coding practices such as parameterized
queries, prepared statements, input validation, and least-privilege database access.

SQL Injection remains a top threat due to legacy applications and poor development practices. Ethical hackers use controlled testing
to demonstrate the real-world impact of these vulnerabilities and help organizations protect critical data assets.

HM #49
What is Nmap?

e A Itis an open-source command-line tool used to scan IP addresses and ports on a network and to detect services,
operating systers, and running applications.

e B.Itis a programused only for pinging computers within a network or work environment.

e C. Itis a Linux-based tool that works specifically to exploit computer vulnerabilities.

Ef: A
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Nmap, also known asNetwork Mapper, is a widely used open-source tool in ethical hacking and penetration testing, It plays a
critical role during thereconnaissance and scanning phasesof ethical hacking, where the primary goal is to collect information about
target systems in a legal and authorized manner. Ethical hackers rely on Nmap to understand the structure and exposure of a
network before moving forward with deeper security testing,

The tool works by sending various types of packets to target hosts and analyzing the responses. Based on these responses, Nmap
can identifyactive hosts,open and closed ports,running services,service versions, operating systers, and even certainfirewall and
intrusion detection configurations. This information is essential for identifying potential weaknesses such as unnecessary open ports,
misconfigured services, or outdated software.

Option A correctly defines Nmap because it accurately reflects its purpose as a scanning and discovery tool rather than an
exploitation utility. Option B is incorrect because Nmap does not exploit vulnerabilities; exploitation is typically performed using
specialized frameworks such as vulnerability scanners or exploitation platforms. Option C is also incorrect because although Nmap
can perform host discovery similar to ping, it offers far more advanced capabilities than simple network reachability checks.

From an ethical hacking perspective, Nmap supportspreventive and defensive security objectives. By revealing network visibility
issues and configuration flaws, it enables organizations to harden systems, reduce attack surfaces, and comply with security best
practices. When used ethically and with proper authorization, Nmap is a foundational tool for strengthening nformation security.

R #50
What is a passive recognition?

e A. Recognizes the target but does not do anything.
¢ B. Gathering information by interacting with the target.
e (. Gathering information without interacting with the target.

IEf: C
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Passive recognition (or passive reconnaissance) is the foundational phase of any ethical hacking or penetration testing engagerment.
Its primary objective is to collect as much intelligence as possible about a target while remaining completely undetectable. The



hallmark of a passive approach is that itnever involves direct interactionwith the target's infrastructure. By avoiding the transmission
of packets directly to the target's servers, the attacker or tester ensures that no logs are generated and no intrusion detection systems
(IDS) or firewalls are triggered.

Instead, ethical hackers leverageOpen-Source Intelligence (OSINT)and third-party data sources. Common techniques include:

* WHOIS and DNS Lookups: Querying public registries to find domain ownership, administrative contacts, and subdomains.

* Social Media Analysis: Scraping platforns like LinkedIn or Twitter to identify key employees, their roles, and potential
technologies used by the firm.

* Search Engine Probing: Using "Google Dorking' to find exposed documents, metadata, or forgotten directories that might contain
software version numbers or usernames.

* Analyzing Public Databases: Checking repositories like GitHub for leaked source code or credentials.

The primary advantage of passive recognition is stealth; it allows a penetration tester to map a target's

"footprint" without alerting security teans to an impending assessment. While the data gathered passively may occasionally be less
precise than that obtained through active probing (like port scanning), it provides a low-risk way to identify broad vulnerabilities and
potential entry points. It is a critical step in building a comprehensive picture of a target's security landscape before moving into more
intrusive phases.

HM #51
What is the results report document?

¢ A. A document used only to sign the agreement with the client.
¢ B. A document that details findings, including identified vulnerabilities and exposed sensitive information.
e C. A document that lists tasks left unfinished due to time constraints.

Ef#: B
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The results report document is acritical deliverablein the penetration testing process, making option B the correct answer. This
document summarizes the findings of the engagement, including discovered vulnerabilities, exposed sensitive information, attack
paths, and the potential impact on the organization.

A professional penetration testing report typically includes an executive summary, methodology, scope, risk ratings, technical details,
evidence, and remediation recommendations. The goal is not just to list vulnerabilities but to help stakeholders understandrisk
severity and business impact.

Option A is incorrect because incomplete work is usually addressed separately in project management documentation. Option C is
ncorrect because agreements and authorization documents are handled before testing begins, not in the results report.

From an ethical hacking standpoint, the results report supports transparency, accountability, and improvement. Ethical hackers must
ensure findings are accurate, reproducible, and clearly explained. Poor reporting can reduce the value of an otherwise successful
test.

The report also serves as a roadmap for remediation, allowing organizations to prioritize fixes, improve controls, and reduce future
attack surfaces. High-quality reporting is a defining characteristic of professional ethical hacking,

E R #52
What is a security breach?

e A It is the hacking of the entire Internet.
e B. It consists of a cyber security incident that affects personal or corporate data in different ways.
e C. It's an Internet breakup.

EfE: B
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A security breach is defined as a cybersecurity incident that involves the unauthorized access, disclosure, or manipulation of personal
or corporate data. It represents a significant failure of an organization's security controls, leading to a compromise of confidentiality,
mntegrity, or availability. In the context of managing information security threats, a breach is often the culmination of a successful
attack chain, where a threat actor has successfully identified a vulnerability, exploited it, and bypassed the existing defense layers to
reach sensitive nformation assets.

Breaches can manifest in various ways, ranging from the theft of customer records and financial data to the exposure of trade secrets
or internal communications. They are not merely "Internet breakups" or total shutdowns of the web; rather, they are targeted
incidents that affect specific entities. The impact of a security breach is multifaceted, often resulting in severe financial losses, legal
liabilities under data protection regulations (such as GDPR), and long-term reputational damage.



From an ethical hacking perspective, understanding the anatomy of a breach is essential for building better detection and response
mechanisirs. Professionals categorize breaches based on their "attack vector," such as phishing, unpatched software, or insider
threats. By simulating these breaches during a penetration test, ethical hackers can help organizations identify "indicators of
compromise” (IoCs) and improve their incident response plans. Managing this threat requires a proactive stance that includes regular
vulnerability assessments, robust encryption of sensitive data, and continuous monitoring of network traffic to detect unauthorized
data exfiltration before it escalates into a full-scale corporate catastrophe.
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