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Add New Test

New Test Views Enabled for This Test
LB}‘EF — a PP . —~——~ S =
Searching...
Test Type -
) Show | Enabled . Built-In Labels
Test Name " [] Europe & Cloud
0 of 1 agent | B Enterprise
Test Description [J abfentan-va-1 = @ — )
- Z= Enterprise Cluster
|| North America
0 of 7 agents IPv4 Compatible
[ agt-ciscolive-skills-1550 = o -
Basic Configuration - @ I1Pv6 Compatible
[ CertBrk Reo
¥ Proxied
east1-agent-1 : D
s & B8 single Homed
[ ti-agt-ciscolive - irge Hom
Schedule WebinarAgenti 20 & Dual Chramium
[] west-2-ag-1 L
Interval () west-2-ag-2 Ao

Agents | Select agent(s)
An engineer is trying to configure a Page Load test and is trying to assign the east1-agent-1 to run it, but cannot see that agent listed.
What is the reason that the designated agent does not appear?

A. The agent is still regjstering

B. The agent does not support Page load tests
C. The agent is not running

D. The agent is disabled

iIFf@#: B

fEER:

In the framework ofDesigning and Implementing Enterprise Network Assurance (300-445 ENNA), selecting the appropriate agent
for specific test types is a critical configuration step. The ThousandEyes platform utilizes different agent binaries and capabilities
depending on the underlying hardware and software environment. Specifically,Page Load testsand Transaction testsrequire the agent
to have a browser engine (Chromium) installed and finctional to render web content and measure DOM-related metrics.

According to the ENNA implementation guidelines, not all Enterprise Agents support these browser-based tests. The exhibit
displays a "New Test" configuration screen where the engineer is searching for "east1-agent-

1". While other agents like "west-2-ag-1" are visible, the designated agent is missing because itdoes not support Page load
tests(Option D). This common occurrence happens when an Enterprise Agent is deployed on resource-constrained hardware-such
as certainCisco Catalyst 9000 switchesorCisco ISR 4000 series routers-where the Chromium browser package is either not
supported or has not been enabled due to memory and CPU limitations.

When an agent lacks the required capabilities for a specific test layer (e.g., Web layer tests), it is automatically filtered out from the
selection list in the ThousandEyes portal to prevent nvalid test configurations. To identify compatible agents, an engineer can look for
the "Browser" or "Dual Chromium'" labels in the agent settings. Ifthe "east1-agent- 1" were merely offline (Option A), disabled
(Option B), or still registering (Option C), it would typically still appear in the list but with a status indicator showing its unavailability,
rather than being entirely hidden from the test assignment menu. Therefore, the absence of the agent in a web- layer test configuration
explicitly indicates a lack of functional support for the required browser-based metrics.

HH #65

You are investigating intermittent failures in a ThousandEyes transaction test targeting a web application that uses Basic
Authentication. The failures occur randomly across different agents and times of day. What steps would you take to troubleshoot
and resolve the issue? (Select all that apply)

A. Analyze the ThousandEyes waterfall charts and HTTP response codes to identify potential bottlenecks or errors.
B. Disable Basic Authentication in the test configuration to isolate the problem

C. Verify the correctness of credentials by manually logging into the application from different locations.

D. Contact the web application vendor to report the issue and inquire about possible server-side problems.



IE%: A\ C\ D

R :

Troubleshooting intermittent performance issues is a core component of theDesigning and Implementing Enterprise Network
Assurance (300-445 ENNA)curriculum. When a transaction test using Basic Authentication fails randomly, the engineer must
employ a mutlti-layered diagnostic approach to determine if the fault lies with the credentials, the network path, or the application
server.

The first step is toverify the correctness of credentials(Option B). Because Basic Authentication encodes credentials in the header,
any change in user permissions or account lockouts will trigger immediate failures.

Performing manual logins from various geographical locations helps rule out location-based access control lists (ACLs) or regjonal
IdP sync issues.

The most data-rich diagnostic step is toanalyze the ThousandEyes waterfall charts and HTTP response codes(Option C). The
waterfall view allows the engineer to see if the failure happens during the initial 401 Unauthorized challenge or after the credentials
are sent. If the charts show high "Wait Time" or 5xx errors, the issue is likely server-side latency or instability. If the "Connect Time"
is high, the problem may be network-layer congestion.

Finally, if the telemetry indicates that the network path is healthy but the server is intermittently returning errors or timing out, the
engineer shouldcontact the web application vendor(Option D). Providing the vendor with the specific ThousandEyes "Share Link"
allows them to see the exact same packet-level and browser-level data, proving that the issue is not with the client's network but
with the server-side infrastructure. Disabling authentication (Option A) is not a valid troubleshooting step for a test designed
specifically to monitor an authenticated workflow.
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Refer to the exhibit.

surl =i -XPOST hteps://fapi.thousandéeyes.com/v7/Sstream
=H "Content-Type: application/json® \

=H "Rutherization: Bearer SBEARER_TOKEI:' -d '
stypen: " =,

"tagMateh™: [

|

"key": "TestKey",

"value®™: "TestValue™;

“"objectType™: "rest®

i

]i

"streamEndpointUcly: "httpa: example.org™,
"ecustomHeaders™ § |

"test™: "value”

1

2
Which integration type should be configured between ThousandEyes and Grafana?

e A poll-api

e B. push-api

e C. opentelemetry

e D. customrwebhook

IEfE: C
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In theDesigning and Implementing Enterprise Network Assurance (300-445 ENNA)curriculum, the evolution of network monitoring
includes moving from periodic polling to real-time data streaming, The exhibit displays a curl command targeting the ThousandEyes
API v7 /stream endpoint. When integrating ThousandEyes with high-performance observability platforms likeGrafana, the
standardized and recommended method for machine-to-machine data exchange is throughOpenTelemetry (OTel).

According to the ENNA architecture guidelines, the ThousandEyesStreaming APlallows users to push granular test metrics (such as
network latency, packet loss, and jitter) to external collectors in an OTel compatible format. In the provided JSON payload, the
"type" field is a mandatory parameter that defines the integration protocol. For Grafana, which natively supports OpenTelemetry
Protocol (OTLP) via its OpenTelemetry Collector, the value must be set to"opentelemetry'(Option A). This tells the ThousandEyes
streaming engine to encapsulate the data according to the OTel semantic conventions, ensuring that Grafana can correctly interpret
and visualize the metrics without additional custom parsing logic.

While other options exist in the ThousandEyes ecosystem, they do not fit the specific API call shown for this use case:

* Custom Webhooks(Option B) are typically used for event-driven alerts and notifications (e.g., sending a POST request when a
threshold is breached) rather than continuous high-fidelity metric streaming.

* Push-apiandpoll-api(Options C and D) are not valid "type" values within the context of the v7 /stream endpoint, as the streaming
service specifically utilizes the OpenTelemetry framework for real-time delivery.

By selectingopentelemetry, the network engineer enables a robust "push-based" integration that provides real- time visibility into
application performance and network health, leveraging Grafana's advanced dashboarding capabilities to analyze ThousandEyes



telemetry data alongside other enterprise infrastructure metrics.

Introduction to ThousandEyes for OpenTelemetry

This video provides a foundational understanding of how ThousandEyes uses modern streaming frameworks to export critical
performance data to external observability platforms.

B #67

How does alert rule validation contribute to network assurance?

¢ A. Limiting data collection

¢ B. Ensuring alert accuracy

¢ C. Increasing network complexity
¢ D. Reducing hardware redundancy

Ef#: B

R -
Alert rule validation contributes to network assurance by ensuring alert accuracy and reliability, enabling timely detection and
resolution of network issues and vulnerabilities.

H #68
What is the primary objective of setting a metric baseline in network performance analysis?

¢ A Defining alert thresholds

¢ B. Establishing performance benchmarks
¢ C. Collecting historical data

¢ D. Analyzing network traffic patterns

iIFf@#: B
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The primary objective of setting a metric baseline is to establish performance benchmarks for comparison and evaluation.
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