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Section Objectives
- Troubleshooting and diagnostics
Monitoring, Reporting, and Troubleshooting - Reporting and logging
- Monitoring and event management
. . - Integration with FortiGate and other Fortinet products
Integration with Fortinet Products - Third-party device integration

- Network segmentation and VLAN assignment

- Policy configuration and enforcement

- User and device authentication methods

- Authentication protocols (802.1X, RADIUS, etc.)

Policy Enforcement and Network Segmentation

Authentication and Access Control
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- Endpoint profiling and classification

- Device discovery methods

- FortiNAC architecture and components
- Deployment models and configurations

Device Discovery and Profiling

FortiNAC Architecture and Concepts
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H #43

As part of a company policy, all end stations must be scanned for compliance each day. The security administrators want to satisfy
this requirement without any necessary mteraction from the end user. Which two agents can provide that finctionality? (Choose
two.)

e A. Passive

e B. Persistent
e C. Dissolvable
e D. Mobile

EE: A. B

A

The persistent agent remains installed on the endpoint and can perform scheduled compliance scans automatically without user
mteraction. The passive agent collects endpoint information without requiring installation or user action, enabling ongoing compliance
evaluation transparently.

H #44

A network administrator is troubleshooting a network access issue for a specific host. The administrator suspects the host is being
assigned a different network access policy than expected.

Where would the administrator look to identify which network access policy, if any, is being applied to a particular host?

A. The Policy Details view for the host

B. The Connections view

C. The Policy Logs view

D. The Port Properties view of the hosts port

IEf#E: A

AR :

‘When troubleshooting network access in FortiNAC-F, it is often necessary to verify exactly why a host has been granted a specific
level of access. Since FortiNAC-F evaluates policies from the top down and assigns access based on the first match, an
administrator needs a clear way to see the results of this evaluation for a specific live endpoint.

The Policy Details (C) view is the designated tool for this purpose. By navigating to the Hosts > Hosts (or Adapter View) in the
Administration UI, an administrator can search for the specific MAC address or IP of the host in question. Right-clicking on the host
record reveals a context menu from which Policy Details can be selected. This view provides a real-time "look" into the policy
engine's decision for that specific host, showing the Network Access Policy that was matched, the User/Host Profile that triggered
the match, and the resulting Network Access Configuration (VLAN/ACL) currently applied.


https://www.xhs1991.com/NSE5_FNC_AD-7.6.html
https://www.passtest.jp/Fortinet/NSE5_FNC_AD-7.6-shiken.html

HH #45
A user was attempting to register their host through the registration captive portal. After successfully regjstering, the host remained in

the registration VLAN. Which two conditions would cause this behavior? (Choose two.)

A. There is another unregistered host on the same port

B. There is no agent installed on the host.

C. The wrong agent s installed.

D. The port default VLAN is the same as the Registration VLAN.

iEﬁ: A\ D

H #46
An admmnistrator wants to build a security rule that will quarantine contractors who attempt to access specific websites.
In addition to a user host profile, which two components must the administrator configure to create the security rule? (Choose two.)

A. Security String

B. Action

C. Methods

D. Endpoint compliance policy
E. Trigger

Ef#: B. E

R
A security rule requires a trigger to detect the condition, such as contractors accessing specific websites based on security or traffic
events. It also requires an action to define the response, such as quarantining the contractor when the trigger condition is met.

R #47
Refer to the exhibit. Ifa host is connected to a port in the Building 1 First Floor Ports group, what must also be true to match this
user/host profile?



uUser/Host profile configuration F H -I—I n E -l-

MNate Conliatior Access
YWho/YWhat 1
Jles 1 5ati w of the T ]
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15 {cat b -] e Nl || v v o
Vi + o
AND Hosl »  Security Acvess Value »+  Conlbracion x
& IS Attt i Ay ré Fo
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Wheets O
Building 1 Frst Floor Sorl X X
+
VRER Man o Ml P oL AM i} A At | e

e A The host must have a role value of contractor or an installed persistent agent or a security access value of contractor, and
be connected between 6 AM and 5 PM.

¢ B. The host must have a role value of contractor, an installed persistent agent or a security access value of contractor, and be
connected between 6 AM and 5 PM.

e C. The host must have a role value of contractor or an installed persistent agent, a security access value of contractor, and be
connected between 9 AM and 5 PM.

¢ D. The host must have a role value of contractor or an installed persistent agent and a security access value of contractor, and
be connected between 6 AM and 5 PM.

IEf#: D

AR -

The User/Host Profile in FortiNAC-F is the findamental logic engine used to categorize endpoints for policy assignment. As seen in
the exhibit, the configuration uses a combination of Boolean logic operators (OR and AND) to define the "Who/What" attributes.
According to the FortiNAC-F Admnistrator Guide, attributes grouped together within the same bracket or connected by an OR
operator require only one of those conditions to be met. In the exhibit, the first two attributes are "Host Role = Contractor" OR
"Host Persistent Agent = Yes".

This forms a single logical block. This block is then joined to the third attribute ("Host Security Access Value = Contractor") by an
AND operator. Consequently, a host nust satisfy at least one of the first two conditions AND satisfy the third condition to match the
"Who/What" section.

Furthermore, the profile includes Location and When (time) constraints. The exhibit shows the location is restricted to the "Building 1
First Floor Ports" group. The "When' schedule is explicitly set to Mon-Fri 6:00 AM - 5:00 PM. For a profile to match, all enabled
sections (Who/What, Locations, and When) must be satisfied simultaneously. Therefore, the host must meet the conditional
contractor/agent criteria, possess the specific security access value, and connect during the defined 6 AM to 5 PM window.



"User/Host Profiles use a combination of attributes to identify a match. Attributes joined by OR require any one to be true, while
attributes joined by AND must all be true. If'a Schedule (When) is applied, the host must also connect within the specified timeframe
for the profile to be considered a match. All criteria in the Who/What, Where, and When sections are cumulative."

B #48
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