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HE #135
On AOS10 Gateways, which device persona is only available when configuring a Gateway-only group'?

A. Mobility

B. Branch

C. VPN Concentrator
D. Edge
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HE: A

Y.

AOS 10 Gateways can have the following personas: Mobility, Branch, and VPN Concentrator] However, the Mobility persona is
only available when configuring a Gateway-only group, which is a group that contains only one gateway device2 The Mobility
persona provides Overlay WLAN and (or) wired LAN functionalities for campus networks1 The Branch persona provides the
Aruba Instant OS and SD-Branch (LAN + WAN) functionality for branch and microbranch networks1 The VPN Concentrator
persona provides VPN termination and routing finctionality for remote access networks3 The Edge persona is not a valid option, as
it is not a supported device persona for AOS 10 Gateways.

HEE #136

Your manufacturing client is deploying two hundred wireless IP cameras and fifty headless scanners in their warehouse. These new
devices do not support 802.1X authentication.

How can HPE Aruba enhance security for these new [P cameras in this environment?

A. Use MPSK Local to automatically provide unique pre-shared Keys for devices.

B. Aruba ClearPass performs the 802.1X authentication and installs a certificate.

C. MPSK provides for each device in the WLAN to have its own unique pre-shared Key.
D. MPSK Local will allow the cameras to share a rey and the scanners to share a different

HE. C

Y.

The best option to enhance security for the new IP cameras and scanmers in this environment is C. MPSK provides for each device
in the WLAN to have its own unique pre-shared key.

MPSK stands for Multi Pre-Shared Key, and it is a feature that allows different devices to connect to the same SSID with different
pre-shared keys. This improves the security and scalability of the network, as each device can have its own key and role without
requiring 802.1X authentication or an external policy engine. MPSK can be configured either locally on the AP or centrally on Aruba
Centrall2.

The other options are incorrect because:

* A. MPSK Local is a feature that allows the user to configure 24 PSKs per SSID locally on the device.

These local PSKs would serve as an extension of the base MPSK functionality. However, MPSK Local is not suitable for this
scenario, as it can only support up to 24 devices per SSID, while the client has

250 devicesl.

* B. Aruba ClearPass is a network access control solution that can perform 802.1X authentication and install certificates for
devices.However, this option is not feasible for this scenario, as the new IP cameras and scanners do not support 802.1X
authentication3.

* D. MPSK Local will not allow the cameras to share a key and the scanners to share a different key.

MPSK Local will assign a different key to each device, regardless of their type.Moreover, MPSK Local

* can only support up to 24 devices per SSID, while the client has 250 devicesl.

EE #137
A customrer is concerned about me unprotected traffic between an AOS-CX switch and a gateway, running on AOStO. What is a
feasible option to protect this traffic?

A. Implement an MDS HMAC finction lo protect PAPI between the AOS-CX switches and the gateway
B. Implement a GRE tunnel to protect PAPI between the AOS-CX switches and the gateway

C. Implement an IPSec tunnel to protect PAPI between the AOS-CX switches and the gateway

D. no action is needed, an RSA certificate already encrypts the traffic

He: C

Y.

According to the Aruba Documentation Portall, PAPI (Port Aggregation Protocol) is a protocol that allows muiltiple physical ports
to be aggregated into a single logical port for increased bandwidth and performance.

PAPI can be used between AOS-CX switches and gateways, or between AOS-CX switches and other devices.

Option A: Implement an IPSec tunnel to protect PAPI between the AOS-CX switches and the gateway This is because option A
shows how to implement an [PSec tunnel between two devices using the interface command and the ipsec command. An IPSec
tunnel can provide encryption and authentication for PAPI traffic between two devices, such as an AOS-CX switch and a



gateway?2.

Therefore, option A is a feasible option to protect this traffic.

I hope this helps you. If you need more information, please let me know. #

1: https//www.arubanetworks.comv/techdocs/AOS-CX/10.06/HTML/5200-

7727/Content/Chp _prev_traf loss/Act gtw act fwd/act-gat-ove-vsx-10.htm

2: https://community.arubanetworks.com/blogviewer ?blogkey=9891fc43a-e0df-42db-9c0b-96d6565al fa

HEE #138
What is an Aruba-recommended best practice for hardening that only applies to Aruba CX 6300 series switches with dedicated
management ports?

A. Manually enable Enhanced Security Mode from a console session.

B. Create a dedicated management VRF, and assign the management port to it.
C. Disable all management services on the default VRF.

D. Implement a control plane ACL to limit access to approved IPs and/or subnets

2
m

H3e: B

MY

This is an Aruba-recommended best practice for hardening that only applies to Aruba CX 6300 series switches with dedicated
management ports. A dedicated management port is a physical port that is used exclusively for out-of-band management access to
the switch. A dedicated management VREF is a virtual routing and forwarding instance that isolates the management traffic from other
traffic on the switch. By creating a dedicated management VRF and assigning the management port to it, the admmistrator can
enhance the security and performance of the management access to the switch. The other options are incorrect because they either
do not apply to switches with dedicated management ports or do not follow Aruba-recommended best practices. References:
https//www.arubanetworks.convassets/ds/DS  AOS-CX.pdfhttpss//www.arubanetworks.convassets/tg/TB_Arub

EE #139

You are are doing tests in your lab and with the following equipment specifications:

* AP1 has a radio that generates a 16 dBm signal.

* AP2 has a radio that generates a 13 dBm signal.

* AP1 has an antenna with a gain of 8 dBi.

* AP2 has an antenna with a gain of 12 dBi. The antenna cable for AP1 has a 4 dB loss. The antenna cable for AP2 has a 3 dB
loss.

‘What would be the calculated Equivalent Isotropic Radiated Power (EIRP) for AP1?

A. 40 dBm
B. -9 dBm
C.20dBm
D. 15 dBm

4

o
m

: C

MY

The Equivalent Isotropic Radiated Power (EIRP) is the measured radiated power of an antenna in a specific direction. It is also
called Equivalent Isotropic Radiated Power. It is the output power when a signal is concentrated into a smaller area by the Antenna.
The EIRP can take into accountthe losses in transmission line, connectors and includes the gain of the antenna.It is represented in
dB2. The formula for EIRP is:

EIRP=PTLc+Ga

where PT is the output power of the transmitter in dBm, Lc is the cable and connector loss in dB, and Ga is the antenna gain in dBi.
For AP1, the EIRP can be calculated as:

EIRP=164+8=20 dBm

Therefore, the answer B is correct.

References:1: Aruba Campus Access documents and learning resources2: EIRP Calculator - Effective Isotropic Radiated Power

EE #140
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