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HH #25
What are three roles of the rating engine component of FortiSandbox? (Choose three answers)

A. Checks file hashes against FortiGuard

B. Shares verdicts with other Fortinet devices

C. Analyzes the information from the tracer engine

D. Generates verdicts

E. Rates the security effectiveness of third-party devices

Ef#: AL C. D

A -

From the Scanning and Rating Components lesson, the Study Guide explicitly states:

""The rating engine analyzes the tracer engine's information." - confirms Option E

"FortiSandbox checks connection attempts to any URLs against the FortiGuard web filtering database. FortiSandbox submits
hashes of files generated during sandbox analysis to the Sandbox Community Cloud to check for existing verdicts. Additionally, it
compares these file hashes against the FortiGuard Cloud-Based Threat Intelligence database." - confirms Option B

"After analysis is complete, the rating engine generates a verdict." - confirms Option D

"Finally, the rating engine generates a report containing all details collected by the tracer engine." Option A is incorrect as the rating
engine does not rate third-party device effectiveness. Option C is incorrect - verdict sharing is done by the FortiSandbox system
through malware/URL packages, not specifically by the rating engine component.

M #26
A FortiSandbox HA cluster is configured with the MTA adapter. What does the primary node do when it receives MTA jobs?
(Choose one answer)

A. Tt assigns the MTA jobs only to worker members.

B. It assigns the MTA jobs to itself

C. It distributes the MTA jobs to secondary members.

D. It distributes the MTA jobs to itself or to worker nodes.

Ef#: D

A -

The Study Guide states that in an HA cluster, "As well as normal scanning duties, the primary node also manages the cluster,
distributes jobs, and gathers the verdicts." It also says that "The worker nodes provide load balancing. The primary node distributes
scan jobs to the worker nodes." From those official statements, the primary node is not just a coordinator. It also performs normal
scanning duties itself, while distributing scan jobs across worker nodes for load balancing, That rules out A, because the secondary
node is for failover, not normal job distribution. It rules out C, because the primary is not restricted to itself only. It also rules out D,
because the primary can still perform scanning duties and is not limited to sending all jobs only to workers. Therefore, when the
primary receives MTA jobs, the correct behavior is that it distributes the MTA jobs to itself or to worker nodes.

B #27
To allow access to the FortiSandbox GUI the admmistrator must configure an IP address and a default gateway. Which two
commands must the administrator use to accomplish this task? (Choose two answers)



A. set admin-port portl

B. set portl-ip <IP address>

C. set default-gw <IP Address>
D. set api-port portl

Eﬁ: B\ C

R

From the Deployment and System Settings lesson, the Study Guide explicitly states:

"Initial portl IP configuration must be performed from the console, using the commands shown on this slide. If your management
computer is on a separate subnet from FortiSandbox, you must specify a gateway address using the commands shown on this slide."
The two required commands are:

set port1-ip <[P address> - to assign the IP address to portl for GUI access set default-gw <IP Address> - to configure the default
gateway so the management computer can reach FortiSandbox from a different subnet Option B (set api-port portl) is for API
access configuration, and Option C (set admin-port portl) is not a valid FortiSandbox CLI command for this purpose.

HM #28
You are troubleshooting long delays between FortiMail file submissions to FortiSandbox and verdicts being returned form
FortiSandbox. Which FortiMail debug tool must you use to troubleshoot this issue further? (Choose one answer)

¢ A diagnose debug application deferd

¢ B. diagnose debug application mailfilterd
e C. diagnose debug application hoststatd
¢ D. diagnose debug application oftpd

Ef: A

R -

The FortiSandbox 5.0 Administrator Lab Guide shows that, when diagnosing FortiMail submission issues, the required FortiMail
debugs are sandboxclid and deferd. It explicitly instructs: "Enter the following commands to enable both deferd and sandboxclid
debugging" and then shows that the deferd daemon spools the email and later releases the email from the queue folder after
FortiSandbox processing,

Because sandboxclid is not one of the answer choices, the best answer among the listed FortiMail debug tools is deferd. It is the
FortiMail daemon directly shown in the official lab workflow for troubleshooting submission-and-verdict handling, The other options
in the answer list are not the ones the lab uses for FortiMail-to-FortiSandbox submission troubleshooting, So, based on the
uploaded guide, diagnose debug application deferd is the correct choice.

R #29
Which three actions does FortiSandbox perform when it is integrated with FortiMail for advanced threat protection (ATP)? (Choose
three answers)

A. Tt assigns and returns a rating for analyzed objects.
B. It submits objects for sandbox scanning,

C. It updates FortiGuard databases.

D. It queues email during analysis.

E. It analyzes file and URL objects.

IEf#: A. D. E

R #30
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