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Nutanix Certified Professional - Cloud Integration - AWS Sample Questions
(Q67-Q72):

NEW QUESTION # 67
An organization wants to control network traffic at the individual User VM (UVM) subnet level.
‘Which action will help achieve this goal?

A. Modify the default UVM security group.

B. Modify the internal management security group.
C. Create a custom security group.

D. Modify the user management security group.

Answer: C

Explanation:

To control network traffic at the individual User VM (UVM) subnet level, creating a custom security group is the appropriate action.
This approach allows for fine-grained control over inbound and outbound traffic rules that can be applied to specific subnets or
individual instances within those subnets.

Custom Security Group:

Custom security groups enable administrators to define specific traffic rules tailored to the needs of individual subnets or VM. This
includes specifying allowed IP ranges, ports, and protocols.

By applying these custom security groups to the UVM, the organization can control access and enhance security according to their
policies and requirements.

Steps to Create a Custom Security Group:

Navigate to the AWS Management Console and go to the VPC service.

Select "Security Groups" under the "Security" section.

Click on "Create Security Group" and define the name, description, and VPC.

Add inbound and outbound rules according to the desired traffic control policies.

Attach the custom security group to the UVMs or subrnets in question.

Reference:

Nutanix Cloud Clusters on AWS Administration Guide

AWS Security Group Documentation

Nutanix Best Practices for Security Groups

NEW QUESTION # 68

A consultant is evaluating Disaster Recovery options for two NC2 clusters on AWS hosted in the same AWS region. Flow Virtual
Networking (FVN) is configured on both clusters. Which action should the consultant take to ensure Synchronous replication can be
enabled?

A. Redeploy one cluster with native networking rather than FVN.

B. Ensure both clusters are in the same AWS VPC and not in separate VPCs.
C. Upgrade both clusters to an AOS version later than 6.8.1.5.

D. Use NAT networking in one cluster and No-NAT networking in the other.

Answer: B

Explanation:

Synchronous replication requires extremely low latency (sub-5ms) and a reliable high-speed connection between the primary and
secondary storage controllers. While Flow Virtual Networking (FVN) supports various architectures, the most robust and
supported way to enable synchronous replication for NC2 clusters in the same region is to ensure thatboth clusters reside within the
same AWS VPC. This placement mnimizes network hops and avoids the added latency that might be introduced by VPC Peering
or a Transit Gateway between separate VPCs. By sharing the same VPC, the clusters can commumnicate via the same internal AWS
network fabric, providing the deterministic performance required for zero-RPO data protection and Metro Availability
configurations.
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NEW QUESTION # 69
An admmistrator is deploying an NC2 cluster into an existing AWS VPC.
The cluster deployment fails, with the following error message:

Why has the deployment failed?

e A. Outbound Internet access is not configured on the VPC.

¢ B. The administrator has not created the necessary Security Group.

e C. Shared subnets are not supported for Nutanix clusters.

e D. The administrator has not configured the Security Group to manage the shared subnet.

Answer: B

Explanation:

The administrator has not created the necessary Security Group:

The error message indicates that the creation of network interfaces in a shared subnet requires specifying a security group. This
means that the necessary security group has not been created or assigned to the network interfaces.

Creating the appropriate security group and ensuring it is associated with the network interfaces during cluster deployment should
resolve this issue.

Reference:

Refer to AWS documentation on security groups and network interface configuration and Nutanix documentation on prerequisites
for deploying NC2 clusters in an existing AWS VPC.

NEW QUESTION # 70
Exhibit.

4 AN
An administrator is atterﬁ)ting but failing to create an NC2 cluster in AW§ The administrator checks the configuration in the NC

and notices the configuration shown in the exhibit.
‘What action should the administrator take to resolve the issue?

e A Restart Genesis on a Prism Central instance.

¢ B. Create a new cloud account in the organization.

e C. Recreate the AWS CloudFormation stack.

e D. Grant the admmnistrator’s account access to the NC2 organization.

Answer: B

Explanation:

The exhibit shows two cloud accounts, one for Azure and one for AWS, with their statuses indicated. The AWS cloud account
status is marked as "U" (which likely stands for "Unavailable" or "Unreachable"). This indicates that the AWS cloud account
configuration is not properly connected or accessible.

Status Check:

The AWS cloud account is marked with an "U" status, meaning it is not active or accessible.

This status prevents the creation of an NC2 cluster because the necessary cloud resources cannot be allocated or managed without
a proper connection.

Action:

The best course of action is to create a new cloud account in the organization. This involves setting up the cloud account details
correctly and ensuring it is properly configured to commumnicate with Nutanix and AWS.

Steps to Create a New Cloud Account:

Log in to the Nutanix console.



Navigate to the "Organizations" section.

Select "Add Cloud Account" and provide the required AWS credentials and permissions.
Ensure the new cloud account is active and correctly configured.

Reference:

Nutanix Cloud Clusters on AWS Administration Guide

Nutanix Best Practices for Cloud Account Management

NEW QUESTION # 71
‘Which static routes would be required to route internal traffic to RFC 1918 subnets on-premises, while allowing other traffic to use
the NAT Gateway?

¢ A 10.0.0.0/8 next hop = overlay-external-subnet-no-nat, 172.16.0.0/12 next hop = overlay-external-subnet- no-nat,
192.168.0.0/16 next hop = overlay-external-subnet-no-nat, 0.0.0.0/0 next hop = overlay-external- subnet-nat

¢ B. 10.0.0.0/8 next hop = overlay-external-subnet-nat, 172.16.0.0/12 next hop = overlay-external-subnet- nat,
192.168.0.0/16 next hop = overlay-external-subnet-nat, 0.0.0.0/0 next hop = overlay-external- subnet-no-nat

e (. 10.0.0.0/10 next hop = overlay-external-subnet-nat, 172.16.0.0/14 next hop = overlay-external-subnet- nat,
192.168.0.0/18 next hop = overlay-external-subnet-no-nat, 0.0.0.0/0 next hop = overlay-external- subnet-nat

e D. 10.0.0.0/10 next hop = overlay-external-subnet-nat, 172.16.0.0/14 next hop = overlay-external-subnet- nat,
192.168.0.0/18 next hop = overlay-external-subnet-nat, 0.0.0.0/0 next hop = overlay-external- subnet-no-nat

Answer: A

Explanation:

To correctly route traffic in a hybrid environment using Flow Virtual Networking, administrators must distinguish between internal
private traffic and external internet traffic. Internal traffic usingRFC 1918address ranges (10.0.0.0/8, 172.16.0.0/12, and
192.168.0.0/16) should be routed to theoverlay-external-subnet-no-nat.

This ensures that traffic directed to the on-premises data center retains its orignal IP address for auditing and security purposes.
Conversely, all other traffic (0.0.0.0/0), typically destined for the internet, should be routed to theoverlay-external-subnet-nat. This
configuration allows the NAT Gateway to handle internet-bound requests while maintaining a transparent, non-NAT path for
corporate internal communication.

NEW QUESTION # 72
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