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Amazon AWS Certified Security - Specialty Sample Questions (Q90-Q95):
NEW QUESTION # 90 
A company wants to establish separate AWS Key Management Service (AWS KMS) keys to use for different AWS services. The
company's security engineer created a key policy to allow the infrastructure deployment team to create encrypted Amazon Elastic
Block Store (Amazon EBS) volumes by assuming the InfrastructureDeployment IAM role. The security engineer recently discovered
that IAM roles other than the InfrastructureDeployment role used this key for other services.
Which change to the policy should the security engineer make to resolve these issues?

A. In the statement block that contains the Sid "Allow use of the key", under the "Condition" block, change the
kms:ViaService value to ec2.us-east-1.amazonaws.com.
B. In the statement block that contains the Sid "Allow use of the key", under the "Condition" block, change StringEquals to
StringLike.
C. In the policy document, add a new statement block that grants the kms:Disable* permission to the security engineer's IAM
role.
D. In the policy document, remove the statement block that contains the Sid "Enable IAM User Permissions". Add key
management policies to the KMS policy.
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Answer: A

Explanation:
AWS KMS key policies can restrict how and where a key is used by leveraging condition keys such as kms:
ViaService. According to the AWS Certified Security - Specialty documentation, kms:ViaService limits key usage to requests that
originate from a specific AWS service in a specific Region. If this condition is overly broad or incorrect, other IAM roles and
services may unintentionally use the key.
By explicitly setting the kms:ViaService condition value to ec2.us-east-1.amazonaws.com, the key policy ensures that the KMS key
can only be used when requests are made through the Amazon EC2 service in that Region, such as for EBS volume encryption. This
prevents other services or unintended IAM roles from using the key.
Option A weakens the condition logic and can broaden access. Option B removes essential permissions that allow IAM policies to
function with KMS keys and is not recommended. Option D relates to administrative control of the key, not service-level usage
restrictions.
AWS best practices recommend using kms:ViaService and precise condition values to enforce service- specific key usage and
strong separation of duties.
Referenced AWS Specialty Documents:
AWS Certified Security - Specialty Official Study Guide
AWS KMS Key Policy Condition Keys
AWS KMS Best Practices

NEW QUESTION # 91 
A company needs to prevent Amazon S3 objects from being shared with IAM identities outside of the company's organization in
AWS Organizations. A security engineer is creating and deploying an SCP to accomplish this goal. The company has enabled the S3
Block Public Access feature on all of its S3 buckets. What should the SCP do to meet these requirements?

A. Deny the S3:PutAccountPublicAccessBlock action with a Condition element that comprises an operator of StringLike, a
key of aws:PrincipalArn, and the values of the external IAM principals.
B. Allow the S3:* action with a Condition element that comprises an operator of StringNotEquals, a key of
aws:PrincipalOrgID, and a value of S {aws:PrincipalOrgID}.
C. Deny the S3:* action with a Condition element that comprises an operator of StringLike, a key of aws:PrincipalArn, and
the values of the external IAM principals
D. Deny the S3:* action with a Condition element that comprises an operator of StringNotEquals, a key of
aws:ResourceOrgID, and a value of S{aws PrincipalOrgID}.

Answer: D

Explanation:
To restrict access to Amazon S3 objects so that they are only accessible by IAM identities within the company's AWS
Organization, the SCP should deny access to any S3:* action where the resource's organization ID (aws:ResourceOrgID) does not
match the principal's organization ID (aws:PrincipalOrgID). Using StringNotEquals ensures that only IAM identities within the
organization can access the S3 objects. If the resource and principal organization IDs are different, access will be denied.

NEW QUESTION # 92 
A security engineer has designed a VPC to segment private traffic from public traffic. The VPC includes two Availability Zones. The
security engineer has provisioned each Availability Zone with one private subnet and one public subnet. The security engineer has
created three route tables for use with the environment. One route table is for the public subnets, and two route tables are for the
private subnets (one route table for the private subnet in each Availability Zone).
The security engineer discovers that all four subnets are attempting to route traffic out through the internet gateway that is attached to
the VPC.
Which combination of steps should the security engineer take to remediate this scenario? (Select TWO.)

A. Modify the route tables that are associated with each of the private subnets. Create a new route for the destination
0.0.0.0/0. Specify the NAT gateway in the public subnet of the same Availability Zone as the target of the route.
B. Verify that a NAT gateway has been provisioned in the public subnet in each Availability Zone.
C. Modify the route tables that are associated with each of the private subnets. Create a new route for the destination
0.0.0.0/0. Specify the internet gateway as the target of the route.
D. Modify the route tables that are associated with each of the public subnets. Create a new route for local destinations to the
VPC CIDR range.
E. Verify that a NAT gateway has been provisioned in the private subnet in each Availability Zone.



Answer: A,B

Explanation:
In a properly segmented VPC architecture,public subnets route internet-bound traffic to an internet gateway, whileprivate subnets
route outbound internet traffic through a NAT gatewaythat resides in a public subnet. According to the AWS Certified Security -
Specialty Official Study Guide and Amazon VPC documentation, private subnets must never have a direct route to an internet
gateway.
The issue described indicates that private subnets are incorrectly routing traffic directly to the internet gateway. To remediate this,
aNAT gateway must be provisioned in each public subnetto ensure high availability across Availability Zones. This satisfies the
requirement that private resources can initiate outbound connections without being directly reachable from the internet.
Next, the route tables associated with theprivate subnets must be updatedso that the default route (0.0.0.0/0) points to the NAT
gateway in the same Availability Zone. This ensures proper traffic flow and prevents cross- AZ dependencies.
Option B is incorrect because NAT gateways must reside in public subnets. Option C is unnecessary because local routes to the
VPC CIDR range are automatically created. Option E is explicitly insecure, as it would reintroduce direct internet gateway access
from private subnets.
AWS documentation consistently identifiesNAT gateways plus correct private subnet routingas the standard design for secure VPC
segmentation.
* AWS Certified Security - Specialty Official Study Guide
* Amazon VPC Route Table Documentation
* AWS Well-Architected Framework - Security Pillar

NEW QUESTION # 93 
A company uses Amazon Elastic Kubernetes Service (Amazon EKS) clusters to run its Kubernetes-based applications. The
company uses Amazon GuardDuty to protect the applications.
EKS Protection is enabled in GuardDuty. However, the corresponding GuardDuty feature is not monitoring the Kubernetes-based
applications.
Which solution will cause GuardDuty to monitor the Kubernetes-based applications?

A. Ensure that the AmazonGuardDutyFullAccess AWS managed policy is attached to the GuardDuty service role.
B. Enable VPC flow logs for the VPC that hosts the EKS clusters.
C. Assign the CloudWatchEventsFullAccess AWS managed policy to the EKS clusters.
D. Enable the control plane logs in Amazon EKS. Ensure that the logs are ingested into Amazon CloudWatch.

Answer: D

Explanation:
Amazon GuardDuty's EKS Protection relies on Amazon EKS control plane logs to monitor Kubernetes activity and detect potential
security threats. Enabling control plane logging (e.g., API server logs) in EKS and sending these logs to Amazon CloudWatch allows
GuardDuty to analyze the Kubernetes activity, making it possible to detect threats in the EKS clusters.

NEW QUESTION # 94 
A company is developing an application that runs across a combination of Amazon EC2 On-Demand Instances and Spot Instances.
A security engineer needs to provide a logging solution that makes logs for all instances available from a single location. The solution
must allow only a specific set of users to analyze the logs for event patterns. The users must be able to use SQL queries on the logs
to perform root cause analysis.
Which solution will meet these requirements?

A. Configure the EC2 instances to send application logs to a single Amazon CloudWatch Logs log group.
Allow only specific users to access the log group. Use CloudWatch Logs Insights to query the log group.
B. Configure each EC2 instance to send its application logs to its own specific Amazon CloudWatch Logs log group. Allow
only specific users to access the log groups. Use Amazon Athena to query all the log groups.
C. Configure the EC2 instances to send application logs to a single Amazon S3 bucket. Allow only specific users to access
the S3 bucket. Use Amazon CloudWatch Logs Insights to query the log files in the S3 bucket.
D. Configure the EC2 instances to send application logs to a single Amazon CloudWatch Logs log group.Grant Amazon
Detective access to the log group. Allow only specific users to use Detective to analyze the logs.

Answer: A



Explanation:
Amazon CloudWatch Logs provides a centralized, scalable service for collecting and storing logs from Amazon EC2 instances,
regardless of whether the instances are On-Demand or Spot Instances. According to the AWS Certified Security - Specialty Official
Study Guide, CloudWatch Logs is therecommended service for centralized log aggregation and near-real-time analysisof application
and system logs.
By configuring all EC2 instances to send logs to asingle CloudWatch Logs log group, the security engineer ensures that logs from all
instances are available in one centralized location. Access to the log group can be restricted by using IAM policies, ensuring that only
authorized users can view and analyze the logs.
CloudWatch Logs Insights provides apowerful query language with SQL-like syntax, enabling users to search, filter, aggregate, and
analyze log data efficiently. This directly satisfies the requirement for SQL-style queries to identify event patterns and perform root
cause analysis without requiring data movement or additional services.
Option B is incorrect because CloudWatch Logs Insights cannot query log files stored in Amazon S3. Option C is inefficient and
operationally complex, as Athena cannot directly query CloudWatch Logs log groups.
Option D is invalid because Amazon Detective is designed for security investigations using GuardDuty findings, not for general
application log analysis.
AWS documentation explicitly states thatCloudWatch Logs combined with CloudWatch Logs Insightsis the most efficient and
secure approach for centralized log analysis in EC2-based architectures.
* AWS Certified Security - Specialty Official Study Guide
* Amazon CloudWatch Logs Documentation
* CloudWatch Logs Insights Query Guide
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