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Huawei HCIP-Datacom-Campus Network Planning and Deployment V1.5
Sample Questions (Q313-Q318):
NEW QUESTION # 313 
(Refer to the following route queried using a command on the VTEP. Which of the following statements about the route are true?)
[VTEP] display bgp evpn all routing-table mac-route 0:48:b0d5-9dc7-3c41:32:172.16.1.173 BGP local router ID : 1.1.1.1 Local
AS number : 100 Total routes of Route Distinguisher(1:3): 1 BGP routing table entry information of 0:48:b0d5-9dc7-
3c41:32:172.16.1.173:
Imported route.
Label information (Received/Applied): 3 2/NULL
From: 0.0.0.0 (0.0.0.0)
Route Duration: 1d00h15m21s
Direct Out-interface:
Original nexthop: 1.1.1.1
Qos information : 0x0
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Ext-Community: RT <0:2>, RT <0:3>, Tunnel Type <VxLan(8)>, Router's MAC <1c20-dbb3-3650> AS-path Nil, origin
incomplete, pref-val 0, valid, local, best, select, pre 0 Route Type: 2 (MAC Advertisement Route) Ethernet Tag ID: 0 MAC
Address/Len: b0d5-9dc7-3c41/48, IP Address/Len: 172.16.1.173/32, ESI: 0000.0000.0000.0000.0000 Advertised to such
peers:
1.1.1.2

A. This is an ARP Type 2 route.
B. This route contains the RT and EVPN Router's MAC Extended Community attribute.
C. This is an IRB Type 2 route.
D. The VPN instance whose IRT is 0:2 or 0:3 can learn the host route information contained in the route.

Answer: B,C,D

Explanation:
The command output shows an EVPNRoute Type 2 (MAC Advertisement Route), which is used in VXLAN BGP EVPN fabrics
to advertise host reachability information. The route clearly carries both aMAC address (b0d5-9dc7-3c41/48) and ahost IP
address(172.16.1.173/32). In HCIP Datacom Campus Network VXLAN design, when a Type 2 route includes both MAC and IP
information, it is classified as anIRB (Integrated Routing and Bridging) Type 2 route, enabling distributed gateways to perform Layer
2 forwarding and Layer
3 routing based on the same control-plane information. Therefore, statement A is correct.
Statement B is incorrect because ARP-related learning is not represented as a separate "ARP Type 2" EVPN route. EVPN uses
MAC/IP Advertisement routes to distribute host reachability, not ARP-only route types.
Statement C is correct. The route containsRoute Target extended communities RT 0:2 and RT 0:3, which control EVPN route
import. Any VPN instance configured with an import RT of 0:2 or 0:3 can successfully import this route and learn the corresponding
host MAC and IP information.
Statement D is also correct. The output explicitly showsRT extended communitiesand theEVPN Router's MACextended
community. These attributes are essential for VXLAN tunnel identification, split-horizon forwarding, and correct EVPN operation in
a campus fabric.
Hence, the correct answers are A, C, and D.

NEW QUESTION # 314 
(Free mobility is deployed on a campus network through iMaster NCE-Campus. To enable a policy enforcement point to obtain IP-
security group entries, which of the following methods can be used?)

A. If the policy enforcement point is not an authentication point, the authentication point pushes IP- security group entries to it.
B. If the policy enforcement point is also an authentication point, iMaster NCE-Campus proactively pushes IP-security group
entries to it.
C. If the policy enforcement point is not an authentication point, administrators need to configure IP- security group entry
subscription on iMaster NCE-Campus, which then pushes IP-group entries to the policy enforcement point.
D. iMaster NCE-Campus proactively pushes IP-security group entries to policy enforcement points regardless of the
scenario.

Answer: A,B,C

Explanation:
In the Huawei free mobility solution based on iMaster NCE-Campus,IP-security groupsare used to associate user identities with IP
addresses so that consistent security policies can be enforced regardless of user location. Apolicy enforcement point (PEP)must
obtain IP-security group entries to correctly match traffic against security policies.
When the policy enforcement pointis not an authentication point, it cannot directly learn user identity information during access
authentication. In this scenario, one supported method is to configureIP-security group entry subscriptionon iMaster NCE-Campus.
After subscription is configured, iMaster NCE-Campus pushes the corresponding IP-security group entries to the policy
enforcement point, which matches option A.
Another valid approach in this case is described in option B. If the authentication point and policy enforcement point are separate
devices, theauthentication point can push IP-security group entriesto the policy enforcement point after successful user
authentication. This ensures that enforcement devices receive real- time identity information.
If the policy enforcement pointalso functions as an authentication point, it can directly interact with iMaster NCE-Campus. In this
scenario, iMaster NCE-Campusproactively pushes IP-security group entriesto the device, as stated in option C.
Option D is incorrect because iMaster NCE-Campus does not push IP-security group entries indiscriminately in all scenarios. The
distribution mechanism depends on the role of the device and whether subscription or authentication-based pushing is configured.
Therefore, the correct answers are A, B, and C.



NEW QUESTION # 315 
In Huawei's WAN bandwidth optimization solution, which of the following technologies can
"eliminate duplicate file blocks transmitted in the link and reduce bandwidth usage"?

A. Deduplication technology
B. Link aggregation technology
C. Data compression technology
D. Application-layer traffic shaping techniques

Answer: A

NEW QUESTION # 316 
In Huawei's SD-WAN solution, which of the following technologies can "enable branch devices to establish IPsec VPN tunnels with
headquarters in a NAT environment without manually configuring NAT mapping"?

A. SD-WAN NAT traversal technology (branch actively initiates tunnel connections to headquarters, traversing NAT)
B. Disable the address translation function of the NAT device and communicate directly using the public IP address.
C. Manually configure port forwarding on the NAT device to expose the public IP address of the branch device.
D. All branch devices use the same public IP address, and a tunnel is established through port multiplexing.

Answer: A

NEW QUESTION # 317 
(ESP is an IP-based transport-layer protocol. Which of the following is its protocol number?)

A. 0
B. 1
C. 2
D. 3

Answer: C

Explanation:
Encapsulating Security Payload (ESP) is one of the core protocols of the IPsec framework and is widely used in Huawei campus
and SD-WAN network solutions to provide secure data transmission. ESP operates directly over IP and is identified by a uniqueIP
protocol number, which allows network devices to recognize and process ESP packets correctly.
According to HCIP Datacom Campus Network documentation and standard IP protocol definitions,ESP uses protocol number 50.
ESP provides essential security services such as data confidentiality through encryption, data integrity verification, authentication, and
anti-replay protection. It can operate in bothtransport modeandtunnel mode, making it suitable for scenarios such as site-to-site
VPNs and remote access VPNs.
The other options listed are incorrect.Protocol number 47is used by GRE (Generic Routing Encapsulation), which is a tunneling
protocol and does not provide encryption.Protocol number 51is assigned to AH (Authentication Header), another IPsec protocol
that provides integrity and authentication but does not support encryption.Protocol number 102is not associated with ESP or
commonly used IPsec-related protocols.
Correct identification of ESP traffic using protocol number 50 is critical for firewall configuration, security policy enforcement, and
proper forwarding of encrypted traffic in campus and WAN environments.
Therefore, the correct answer is50, which corresponds to optionB.
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