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A consultant has been engaged to support the team in analyzing why the development of a new software product has slipped
schedule by a year. The consultant discovered an increase of the functionality requirements due to the failure of the asset tracking
program. Which of the following BEST describes which system lifecycle element is impacted?

e A Operational efficiency

¢ B. Vision statement

¢ (. Stakeholder identification
¢ D. Solution boundary
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P #283
Which of the following is the BEST reason to conduct a penetration test?

A. To determine if weaknesses can be exploited.

B. To verify compliance with organizational patching policies.
C. To document that all relevant patches have been installed.
D. To identify technical vulnerabilities.
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Once an organization has identified and properly classified their information and data assets, policies and procedures are created to
establish requirements for the handling, protection, retention, and disposal of those assets. Which solution is the BEST method to
enforce data usage policies, discover sensitive data, monitor the use of sensitive data, and ensure regulatory compliance and
ntellectual property protection?

A. Application whitelisting

B. Data governance

C. Data loss prevention (DLP)

D. Intrusion detection and prevention system (IDPS)
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An organization is concerned about escalating travel costs and requests the finance department to investigate.

The finance department discovers unauthorized travel being purchased by former employees through the organization's web portal.
‘What should the security department validate to prevent this from reoccurring?

A. Multi-Factor Authentication (MFA)

B. Complex passwords

C. Corporate Virtual Private Network (VPN) tunnel
D. Revocation of employee authenticators

.
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‘What should an organization do to prepare for Disaster Recovery (DR) efforts?

A. Create a list of key personnel

B. Create a list of decommissioned hardware
C. Review tabletop exercises

D. Replicate access logs

EfE: C
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