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Priifungsfragen mit Losungen (Q76-Q81):

76. Frage

Your organization is currently using FortiSASE for its cybersecurity. They have recently hired a contractor who will work from the
HQ office and who needs temporary internet access in order to set up a web-based point of sale (POS) system.

What is the recommended way to provide internet access to the contractor?

A. Use a proxy auto-configuration (PAC) file and provide secure web gateway (SWG) service as an explicit web proxy.
B. Use a tunnel policy with a contractors user group as the source on FortiSASE to provide mternet access.

C. Use zero trust network access (ZINA) and tag the client as an unmanaged endpoint.

D. Use the self-registration portal on FortiSASE to grant internet access.

Antwort: D

The self-registration portal is the recommended method for granting temporary internet access to contractors or guests. It provides a
simple and secure way for the contractor to authenticate and access the internet without requiring full endpoint management or policy

configuration.

77. Frage
Refer to the exhibit.
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Which two statements about the onboarding process shown in the exhibit are true? (Choose two answers)
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A. The mvitation code must always be entered manually after installing FortiClient.

B. Depending on the installer used, the invitation code step may be skipped.

C. This is an email from the FortiSASE platform to an end user.

D. The user must manually select which FortiSASE components to install during the FortiClient setup.

Antwort: B,C

Begrindung;

The exhibit (image 6361¢9.jpg) displays a standard SASE onboarding email sent from the FortiSASE platform to an end user to
facilitate the enrollment of their device.

* Communication Source (D): This email is generated by the FortiSASE administrator through the Onboard Users menu in the
FortiSASE portal. It provides the user with direct download links for the FortiClient application and a unique Invitation Code
required for telemetry connection.

* Installer Types and Automation (B): FortiSASE provides two primary methods for deploying the client agent:

* Pre-configured Installer: This version is pre-packaged with the organization's unique mnvitation code built-in. When a user runs this
mstaller, the mvitation code step is skipped as the client automatically registers to the correct FortiSASE instance upon installation.
* Manual Installer: This version requires the user to manually copy and paste the invitation code from the onboarding email into the
FortiClient '"Zero Trust Telemetry" menu to complete enrollment.

* Analysis of Incorrect Options:

* Option A: FortiSASE utilizes a unified agent (FortiClient). The components (VPN, ZTNA, Web Filter, etc.) are managed via
Endpoint Profiles assigned in the SASE portal and pushed to the client automatically; they are not manually selected by the user
during installation.

* Option C: As noted above, if the administrator provides a pre-configured installer, the manual entry of the code is not required,
making the statement that it must "always" be entered manually false.

78. Frage
You are designing a new network for Company X and one of the new cybersecurity policy requirements is that all remote user
endpoints must always be connected and protected Which FortiSASE component facilitates this always-on security measure?

A. site-based deployment

B. unified FortiClient

C. inline-CASB

D. thin-branch SASE extension

Antwort: B

Begrindung;

The unified FortiClient component of FortiSASE facilitates the always-on security measure required for ensuring that all remote user
endpoints are always connected and protected.

* Unified FortiClient:

* FortiClient is a comprehensive endpoint security solution that integrates with FortiSASE to provide continuous protection for
remote user endpoints.

* It ensures that endpoints are always connected to the FortiSASE infrastructure, even when users are off the corporate network.

* Always-On Security:

* The unified FortiClient maintains a persistent connection to FortiSASE, enforcing security policies and protecting endpoints against
threats at all times.

* This ensures compliance with the cybersecurity policy requiring constant connectivity and protection for remote users.

References:

FortiOS 7.6 Administration Guide: Provides information on configuring and managing FortiClient for endpoint security.

FortiSASE 23.2 Documentation: Explains how FortiClient integrates with FortiSASE to deliver always-on security for remote
endpoints.

79. Frage
What are two benefits of deploying secure private access (SPA) with SD-WAN? (Choose two answers)

e A. ZTNA posture check performed by the hub FortiGate
e B. A direct access proxy tunnel from FortiClient to the on-premises FortiGate
¢ (. Inline security inspection by FortiSASE



¢ D. Support of both TCP and UDP applications
Antwort: C,D

Begrindung;

According to the NSE7 SASE Enterprise Guide (Pages 46 & 61), deploying Secure Private Access (SPA) with SD-WAN
provides advanced security and networking capabilities by routing traffic through global Points of Presence (PoPs).

* Inline Security Inspection (D): A major advantage of this approach is that traffic is routed through FortiSASE PoPs before it
reaches private applications. This enables inline security inspection, providing robust protection against threats by applying the fulll
SASE security stack-including antivirus, intrusion prevention, and deep packet inspection-to private access traffic.

* Support for TCP and UDP (B): Organizations with existing FortiGate SD-WAN deployments benefit from broader and seamless
access to privately hosted applications. The SD-WAN SPA use case explicitly supports both TCP- and UDP-based applications,
ensuring that legacy or specialized services that rely on UDP function correctly over the secure tunnel.

* SD-WAN Optimization: This method leverages the benefits of SD-WAN to optimize traffic flow between the SASE PoP and the
corporate SD-WAN hub or data center FortiGate. It is particularly useful for mission-critical applications that require an extra layer
of security combined with path optimization.

* Architecture: In this configuration, the FortiSASE Security PoPs act as spokes in the organization's SD-WAN network, relying on
IPsec VPN overlays and BGP for secure dynamic routing,

While ZTNA posture checks are a feature of the broader ecosystem, the NSE7 Guide specifically highlights inline inspection and
application support (TCP/UDP) as primary advantages of the SD-WAN integrated SPA approach.

80. Frage
A customer wants to ensure secure access for private applications for their users by replacing their VPN.
Which two SASE technologies can you use to acconplish this task? (Choose two.)

A. SD-WAN on-ramp

B. secure web gateway (SWG) and cloud access security broker (CASB)
C. zero trust network access (ZTNA)

D. secure SD-WAN

Antwort: A,C

Begrindung;

ZTNA replaces traditional VPN by enforcing identity- and posture-based access to private applications. SD-WAN on-ranmp
integrates with FortiSASE to securely route traffic from branch users to private applications over the SASE fabric, ensuring secure
and optimized access.
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