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NEW QUESTION # 14 
Which Google Cloud service should you use to enforce access control policies for applications and resources?

A. Google Cloud Armor
B. Shielded VMs
C. Identity-Aware Proxy
D. Cloud NAT

Answer: C

NEW QUESTION # 15 
You need to follow Google-recommended practices to leverage envelope encryption and encrypt data at the application layer.
What should you do?

A. Generate a data encryption key (DEK) locally to encrypt the data, and generate a new key encryption key (KEK) in
Cloud KMS to encrypt the DEK. Store both the encrypted data and the KEK.
B. Generate a data encryption key (DEK) locally to encrypt the data, and generate a new key encryption key (KEK) in
Cloud KMS to encrypt the DEK. Store both the encrypted data and the encrypted DEK.
C. Generate a new data encryption key (DEK) in Cloud KMS to encrypt the data, and generate a key encryption key
(KEK) locally to encrypt the key. Store both the encrypted data and the KEK.
D. Generate a new data encryption key (DEK) in Cloud KMS to encrypt the data, and generate a key encryption key
(KEK) locally to encrypt the key. Store both the encrypted data and the encrypted DEK.

Answer: B

Explanation:
Reference:
Envelope Encryption: https://cloud.google.com/kms/docs/envelope-encryption Here are best practices for managing DEKs:
-Generate DEKs locally.
-When stored, always ensure DEKs are encrypted at rest.
- For easy access, store the DEK near the data that it encrypts.
The DEK is encrypted (also known as wrapped) by a key encryption key (KEK). The process of encrypting a key with another key
is known as envelope encryption.
Here are best practices for managing KEKs:
-Store KEKs centrally. (KMS )
-Set the granularity of the DEKs they encrypt based on their use case. For example, consider a workload that requires multiple
DEKs to encrypt the workload's data chunks. You could use a single KEK to wrap all DEKs that are responsible for that
workload's encryption.
-Rotate keys regularly, and also after a suspected incident.

NEW QUESTION # 16 
You perform a security assessment on a customer architecture and discover that multiple VMs have public IP addresses. After
providing a recommendation to remove the public IP addresses, you are told those VMs need to communicate to external sites as
part of the customer's typical operations. What should you recommend to reduce the need for public IP addresses in your
customer's VMs?

A. Cloud Router
B. Google Cloud Armor
C. Cloud VPN
D. Cloud NAT

Answer: D

Explanation:
Explanation
https://cloud.google.com/nat/docs/overview

NEW QUESTION # 17 



You have the following resource hierarchy. There is an organization policy at each node in the hierarchy as shown. Which load
balancer types are denied in VPC A?

A. INTERNAL_TCP_UDP, INTERNAL_HTTP_HTTPS is denied in accordance with the folder's policy.
B. EXTERNAL_TCP_PROXY, EXTERNAL_SSL_PROXY are denied in accordance with the project's policy.
C. EXTERNAL_TCP_PROXY, EXTERNAL_SSL_PROXY, INTERNAL_TCP_UDP, and INTERNAL_HTTP_HTTPS
are denied in accordance with the folder and project's policies.
D. All load balancer types are denied in accordance with the global node's policy.

Answer: C

NEW QUESTION # 18 
Your Google Cloud organization allows for administrative capabilities to be distributed to each team through provision of a Google
Cloud project with Owner role (roles/ owner). The organization contains thousands of Google Cloud Projects Security Command
Center Premium has surfaced multiple cpen_myscl_port findings. You are enforcing the guardrails and need to prevent these types of
common misconfigurations.
What should you do?

A. Create a firewall rule for each virtual private cloud (VPC) to deny traffic from 0 0 0 0/0 with priority 0.
B. Create a hierarchical firewall policy configured at the organization to deny all connections from 0 0 0 0/0.
C. Create a Google Cloud Armor security policy to deny traffic from 0 0 0 0/0.
D. Create a hierarchical firewall policy configured at the organization to allow connections only from internal IP ranges

Answer: D

Explanation:
Challenge:
Prevent common misconfigurations that expose services (e.g., MYSQL) to the public internet.
Hierarchical Firewall Policies:
These policies can be applied at the organization level to enforce consistent network security rules across all projects.
Solution:



Create a hierarchical firewall policy that allows connections only from internal IP ranges.
This policy ensures that services like MySQL are not exposed to 0.0.0.0/0 (the entire internet).
Steps:
Step 1: Define the hierarchical firewall policy at the organization level.
Step 2: Set the rule to allow traffic only from internal IP ranges.
Step 3: Apply the policy to all projects under the organization.
Benefits:
Centralized management of network security.
Prevents accidental exposure of services to the public internet, enhancing security.
Reference:
Hierarchical Firewall Policies
Securing MySQL on GCP
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