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be about device performance. Which FortiSIEM reporting method helps to identify device failures?
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A. Active dependent rules reports
B. Business service reports
C. Device inventory reports
D. CMDB operational reports

Answer: C

NEW QUESTION # 19 
An OT supervisor has configured LDAP and FSSO for the authentication. The goal is that all the users be authenticated against
passive authentication first and, if passive authentication is not successful, then users should be challenged with active authentication.
What should the OT supervisor do to achieve this on FortiGate?

A. Enable two-factor authentication with FSSO.
B. Configure a firewall policy with LDAP users and place it on the top of list of firewall policies.
C. Configure a firewall policy with FSSO users and place it on the top of list of firewall policies.
D. Under config user settings configure set auth-on-demand implicit.

Answer: C

Explanation:
Explanation
The OT supervisor should configure a firewall policy with FSSO users and place it on the top of list of firewall policies in order to
achieve the goal of authenticating users against passive authentication first and, if passive authentication is not successful, then
challenging them with active authentication.

NEW QUESTION # 20 
Refer to the exhibit, which shows a non-protected OT environment.

An administrator needs to implement proper protection on the OT network.
Which three steps should an administrator take to protect the OT network? (Choose three.)

A. Deploy a FortiGate device within each ICS network.
B. Configure firewall policies with industrial protocol sensors
C. Deploy an edge FortiGate between the internet and an OT network as a one-arm sniffer.
D. Use segmentation
E. Configure firewall policies with web filter to protect the different ICS networks.



Answer: B,C,E

NEW QUESTION # 21 
Refer to the exhibit. Based on the topology designed by the OT architect, which two statements about implementing OT security are
true? (Choose two.)

A. Micro-segmentation can be achieved only by replacing FortiGate-3 and FortiGate-4 with a pair of FortiSwitch devices.
B. FortiGate-3 and FortiGate-4 devices must be in a transparent mode.
C. Firewall policies should be configured on FortiGate-3 and FortiGate-4 with industrial protocol sensors.
D. IT and OT networks are separated by segmentation.

Answer: C,D

NEW QUESTION # 22 
Which two frameworks are common to secure ICS industrial processes, including SCADA and DCS?
(Choose two.)

A. NIST Cybersecurity
B. IEC 62443
C. IEC104
D. Modbus

Answer: A,B



Explanation:
* B. NIST Cybersecurity Framework (CSF)
* Role: Provides a risk-based approach to manage cybersecurity for critical infrastructure (including ICS/SCADA/DCS).
* Fortinet Reference:
Fortinet OT Security Solution Guide (v7.2):
"The NIST Cybersecurity Framework is widely adopted in OT environments to align security practices with business objectives,
manage risks, and ensure resilience." Page 12: "Framework adoption (e.g., NIST CSF) helps organizations prioritize OT asset
protection."
* C. IEC 62443
* Role: International standard specifically designed for ICS/OT security, covering technical controls, processes, and risk
management.
* Fortinet Reference:
*Fortinet NSE 7 - OT Security 7.2 Study Guide*:
"IEC 62443 is the foundational standard for securing industrial automation and control systems (IACS), including SCADA and
DCS. It defines security zones, conduits, and security levels (SLT)."
*Module 4: "IEC 62443 provides OT-specific security requirements not covered by IT frameworks."* Why Other Options Are
Incorrect
* A. Modbus: A communication protocol (not a framework) used in OT environments. It lacks security features and governance.
FortiGate OT Security Guide:
"Modbus is an unauthenticated, cleartext protocol vulnerable to eavesdropping. It is not a security framework."
* D. IEC 104: A telecontrol protocol for SCADA (based on IEC 60870-5-104). It is not a security framework.
FortiSIEM OT Monitoring Handbook:
"IEC 104 is used for data transmission in electrical grids. Like Modbus, it requires external security controls." Key Documentation
Extracts
* Fortinet OT Security Solution Guide (v7.2):
*"Industrial environments align with IEC 62443 for OT-specific controls and NIST CSF for risk governance.
Protocols like Modbus/IEC 104 require additional hardening."*
* NSE 7 OT Security 7.2 Curriculum:
"IEC 62443 addresses OT asset discovery, segmentation, and threat detection. NIST CSF complements it with risk assessment
methodologies."
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