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¢ Detection: This domain covers identifying and monitoring security events, threats, and vulnerabilities in
FH 1 AWS through logging, monitoring, and alerting mechanisis to detect anomalies and unauthorized access.
¢ Security Foundations and Governance: This domain addresses foundational security practices including
=x 2 policies, compliance frameworks, risk management, security automation, and audit procedures for AWS
environments.

¢ Identity and Access Management: This domain deals with controlling authentication and authorization
through user identity management, role-based access, federation, and implementing least privilege

FA 3 L
principles.
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¢ Infrastructure Security: This domain focuses on securing AWS infrastructure including networks, compute
=X 4 resources, and edge services through secure architectures, protection mechanisis, and hardened
configurations.

¢ Data Protection: This domain centers on protecting data at rest and in transit through encryption, key
FH 5 management, data classification, secure storage, and backup mechanisirs.
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HE#74

A company recently experienced a malicious attack on its cloud-based environment. The company successfully contained and
eradicated the attack. A security engineer is performing incident response work.

The security engineer needs to recover an Amazon RDS database cluster to the last known good version. The database cluster is
configured to generate automated backups with a retention period of 14 days. The initial attack occurred 5 days ago at exactly 3:15
PM.

‘Which solution will meet this requirement?

e A List all snapshots that have been taken of all the company's RDS databases. Identify the snapshot that was taken closest to
5 days ago at 3:14 PM and restore it.

¢ B. Identify the Regional cluster ARN for the database. List snapshots that have been taken of the cluster.
Restore the database by using the snapshot that has a creation time that is closest to 5 days ago at 3:14 PM.

e C. Identify the Regional cluster ARN for the database. Use the ARN to restore the Regional cluster by using the restore to
point in time feature. Set a target time 14 days ago.

e D. Identify the Regional cluster ARN for the database. Use the ARN to restore the Regional cluster by using the restore to
point in time feature. Set a target time 5 days ago at 3:14 PM.

He. D

ME:

Amazon RDS supports point-in-time recovery (PITR) using automated backups within the configured retention window. According
to the AWS Certified Security - Specialty Study Guide, PITR allows recovery to any second within the retention period, making it
the most precise recovery method following a security incident.

By restoring the database cluster to a point just before the attack occurred, such as 3:14 PM, the security engineer ensures that the
restored database reflects the last known good state without including malicious changes. This method is more accurate than
restoring from snapshots, which are created at fixed intervals and may not align with the exact recovery time.

Options B and C rely on snapshot timing and may reintroduce compromised data. Option D restores to an arbitrary time and does
not meet the requirement to recover to the last known good version.

AWS documentation explicitly recommends point-in-time recovery for incident response scenarios that require precise restoration.
Referenced AWS Specialty Documents:

AWS Certified Security - Specialty Official Study Guide

Amazon RDS Automated Backups and PITR

AWS Incident Response and Recovery Guidance

EE#75

A company is operating an open-source software platform that is internet facing. The legacy software platform no longer receives
security updates. The software platform operates using Amazon Route 53 weighted load balancing to send traffic to two Amazon
EC2 instances that connect to an Amazon RDS cluster. A recent report suggests this software platform is vulnerable to SQL
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jection attacks, with samples of attacks provided. The company's security engineer must secure this system against SQL injection
attacks within 24 hours. The solution must involve the least amount of effort and maintain normal operations during implementation.
‘What should the security engineer do to meet these requirements?

¢ A Update the security group that is attached to the EC2 mnstances, removing access from the internet to the TCP port used
by the SQL database. Create an AWS WAF web ACL containing rules that protect the application from this attack, then
apply it to the EC2 instances.

¢ B. Create an Amazon CloudFront distribution specifying one EC2 instance as an origin. Create an AWS WAF web ACL
containing rules that protect the application from this attack, then apply it to the distribution. Test to ensure the vulnerability
has been mitigated, then redirect the Route 53 records to point to CloudFront.

¢ (. Obtain the latest source code for the platform and make the necessary updates. Test the updated code to ensure that the
vulnerability has been mitigated, then deploy the patched version of the platform to the EC2 instances.

¢ D. Create an Application Load Balancer with the existing EC2 instances as a target group. Create an AWS WAF web ACL
containing rules that protect the application from this attack, then apply it to the ALB.
Test to ensure the vulnerability has been mitigated, then redirect the Route 53 records to point to the ALB. Update security
groups on the EC2 instances to prevent direct access from the internet.

HE: D
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AWS WAF provides managed and custom rules that can immediately mitigate common web exploits such as SQL mjection without
modifying application code. According to AWS Certified Security - Specialty documentation, placing AWS WAF in front of an
Application Load Balancer is a recommended rapid- response control for legacy applications with known vulnerabilities.

Creating an ALB in front of the existing EC2 instances allows seamless traffic migration. AWS WAF SQL injection rules can be
deployed and tested without downtime. Updating Route 53 to point to the ALB preserves normal operations. Restricting EC2
security groups afterward prevents bypassing the WAF.

Option B introduces CloudFront changes and single-origin testing, increasing complexity. Option C cannot be completed within 24
hours and risks downtime. Option D is invalid because AWS WAF cannot be attached directly to EC2 instances.

Referenced AWS Specialty Documents:

AWS Certified Security - Specialty Official Study Guide

AWS WAF Web ACL Architecture

AWS Application Load Balancer Security

HE #76

A company is running a containerized application on an Amazon Elastic Container Service (Amazon ECS) cluster that uses AWS
Fargate. The application runs as several ECS services.

The ECS services are in individual target groups for an internet-facing Application Load Balancer (ALB). The ALB is the origin for
an Amazon CloudFront distribution. An AWS WAF web ACL is associated with the CloudFront distribution.

Web clients access the ECS services through the CloudFront distribution. The company learns that the web clients can bypass the
web ACL and can access the ALB directly.

‘Which solution will prevent the web clients from directly accessing the ALB?

A. Create an AWS PrivateLink endpoint and set it as the CloudFront origin.

B. Create a new internal ALB and delete the internet-facing ALB.

C. Add a custom X-Shared-Secret header in CloudFront and configure the ALB listener rules to allow requests only when
the header value matches.

D. Modify the ALB listener rules to allow only CloudFront IP ranges.

He: C

MY

When an internet-facing ALB is used as a CloudFront origin, it remains directly accessible unless additional access controls are
enforced. According to AWS Certified Security - Specialty guidance, CloudFront IP allow lists alone are insufficient, because
CloudFront IP ranges change and are not guaranteed to be exclusive.

The recommended and most secure approach is to configure CloudFront to send a custom origin header (such as X-Shared- Secret)
with a secret value on every request to the origin. The ALB listener rules are then configured to forward traffic only when the header
exists and matches the expected value. Requests that attempt to bypass CloudFront will not include this header and will be denied.

HE#77



A company has a large fleet of Amazon Linux 2 Amazon EC2 instances that run an application processing sensitive data.
Compliance requirements include no exposed management ports, full session logging, and authentication through AWS 1AM Identity
Center. DevOps engineers occasionally need access for troubleshooting,

‘Which solution will provide remote access while meeting these requirements?

A. Use Systerrs Manager Automation to temporarily open remote access ports.

B. Enable EC2 Instance Connect and configure security groups accordingly.

C. Grant access to the EC2 serial console and allow IAM role access.

D. Assign an EC2 instance role that allows access to AWS Systems Manager. Create an [AM policy that grants access to
Systems Manager Session Manager and assign it to an IAM Identity Center role.

HE: D
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AWS Systens Manager Session Manager provides secure, auditable shell access to EC2 instances without opening inbound ports.
According to AWS Certified Security - Specialty guidance, Session Manager records all session activity to CloudWatch Logs or
Amazon S3 and integrates with IAM Identity Center for centralized authentication.

This solution meets all requirements: no exposed ports, full audit logging, and identity-based access control.

EC2 Instance Connect and serial console access do not integrate with Identity Center and may expose management paths.
Referenced AWS Specialty Documents:

AWS Certified Security - Specialty Official Study Guide

AWS Systens Manager Session Manager

AWS IAM Identity Center Integration

HE #78

A company is using AWS Organizations with nested OUs to manage AWS accounts. The company has a custom compliance
monitoring service for the accounts. The monitoring service runs as an AWS Lambda function and is mvoked by Amazon
EventBridge Scheduler.

The company needs to deploy the monitoring service in all existing and future accounts in the organization. The company must avoid
using the organization's management account when the management account is not required.

Which solution will meet these requirements?

¢ A. Configure a delegated administrator account for AWS CloudFormation. Create a CloudFormation StackSet in the
delegated administrator account targeting the organization root with automatic deployment enabled.

e B. Use Systems Manager delegated administration and Automation to deploy the Lambda fimction and schedule.

C. Create a CloudFormation stack set in the organization's management account and manually add new accounts.

D. Create a Systems Manager Automation runbook in the management account and share it to accounts.

e A

ME:

AWS Organizations and CloudFormation StackSets provide an organizational deployment mechanism for consistent infrastructure
across accounts. AWS Certified Security - Specialty guidance emphasizes minimizing use of the management account and using
delegated administrator capabilities where available for centralized governance while reducing blast radius.

By configuring a delegated administrator account for AWS CloudFormation, the company can create and manage StackSets without
performing day-to-day deployment operations from the management account. Targeting the organization root ensures the StackSet
deploys to all existing accounts. Enabling automatic deployment ensures that any future accounts that join the organization (or move
mto targeted OUs, depending on configuration) automatically receive the monitoring service without manual intervention. This directly
meets the requirement to deploy to all existing and future accounts with minimal effort. Option A requires ongoing manual updates
when accounts are added, increasing operational overhead. Options C and D rely on Systems Manager Automation, which can
work but introduces additional operational complexity and is not the standard AWS mechanism for organization-wide infrastructure
rollout compared to StackSets with auto-deployment. StackSets also provide consistent change control, drift detection, and
centralized update mechanisims, which align with governance expectations for compliance tooling,
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