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NEW QUESTION # 56
Which two techniques are used to perform lateral movement within a Windows domain?
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(Choose two)
Response:

A. Exploiting misconfigured file shares
B. DNS spoofing
C. Remote code execution via PsExec
D. DNS tunneling

Answer: A,C

NEW QUESTION # 57
Which phase of an attack involves creating and delivering a malicious payload to gain initial access to a target system?
Response:

A. Initial exploitation

B. Command and Control
C. Privilege escalation

D. Reconnaissance

Answer: A

NEW QUESTION # 58

‘Which two actions are common objectives during lateral moverment?
(Choose two)

Response:

A. Deleting log files

B. Establishing persistence
C. Discovering critical assets
D. Extracting sensitive data

Answer: B,C

NEW QUESTION # 59
‘Which one of the following is NOT a phase in the Cyber Kill Chain framework?
Response:

A. Virtualization
B. Installation

C. Reconnaissance
D. Weaponization

Answer: A

NEW QUESTION # 60
Which of the following is an essential component in building adversary infrastructure?
Response:

A. Generating DNS tunneling traffic

B. Setting up legitimate business email accounts
C. Disabling network logging

D. Purchasing and managing domains

Answer: D



NEW QUESTION # 61
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