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R #32

Your organization recently deployed Google Workspace. Your admin team has been very focused on configuring the core services
for your environment, which has left you little time to pay attention to other areas. Your security team has just informed you that
many users are leveraging unauthorized add-ons, and they are concerned about data exfiltration. The admin team wants you to cut
off all add-ons access to Workspace data immediately and block all future add-ons until further notice. However, they approve of
users leveraging their Workspace accounts to sign into third-party sites. What should you do?

A. Set all API services to "restricted access" and ensure that all connected apps have limited access.
B. Modify your Marketplace Settings to block users from installing any app from the Marketplace.
C. Remove all client IDs and scopes from the list of domain-wide delegation API clients.

D. Block each connected app's access.

Ef#: C
A -

httpsZ/support.google.conva/answer/1 62106 ?hi=er#zippy="02 Cview-edit-or-delete-clients-and-
scopes~text=View%02C%20edit%62C%20or,immediately’020stop%e20working,

HM #33
Your organization is using Password Sync to sync passwords from Active Directory to Google Workspace. A user changed their

network password and cannot log in to Google Workspace with the new password. What steps should you take to troubleshoot this
issue?

A. Reauthorize the Password Sync tool in the Google Workspace Admin Console.
B. Reset the user's password in Active Directory.

C. Confirm that the Password Sync service is running on all domain controllers.

D. Reinstall Password Sync on all domain controllers.

Ef#: C

fERL:
httpss//www.youtube.com/watch?v=P-r8bvivZuM

B #34

Employees at your organization frequently and mistakenly delete important emails that they receive from your payroll department The
employees have to file support tickets for the IT teamto find and restore these emails You must provide an automated solution that
minimizes 1T overhead and prevents these emails from being permanently deleted from their inboxes What should you do?

¢ A Create an activity rule by using Gmail log events with two conditions one for the event of an email deletion and another that
matches the header address to the payroll department's email Create an action that restores messages Set the rule to run
every hour

¢ B. Create an Apps Script project that uses the Gmail API to find any recently deleted emails and automatically restore them
to the inboxes Set the script trigger to be time-driven and run every hour

e C. Create a content conmpliance rule that targets internal messages Use an advanced content match for the sender header to
match the payroll department's email Quarantine the message so that administrators can review the email before they release it
to the user

e D. Create a content compliance rule that targets all internal messages that are sent fiom the payroll department Modify the
message by prepending a custom subject line to all payroll emails so that employees know not to delete them

IEf#: A

AR :

* Access Admin Console: Go to the Google Admin console and navigate to the 'Reports' section.
* Activity Rule Setup: Select '"Manage Rules' and create a new rule.

* Define Conditions:

* Condition 1: Event equals 'Email Deletion'.

* Condition 2: Header address matches the payroll department's email address.

* Set Action: Define the action to restore the messages to the inbox.

* Schedule the Rule: Set the rule to run every hour.



* Test and Monitor: Ensure the rule is working as expected by monitoring the results and making adjustments if necessary.
References

* Create and manage activity rules

* Gmail API

H #35

Several customers have reported receiving fake collection notices from your company. The emails were received from
accounts.receivable(@yourcompany.com, which is the valid address used by your accounting department for such matters, but the
email audit log does not show the emails in question. You need to stop these emails from being sent.

‘What two actions should you take? (Choose two.)

A. Configure a Sender Policy Framework (SPF) record for your domain.

B. Disable mail delegation for the accounts.receivable(@yourcompany.com account.

C. Change the password for suspected compromised account accounts.receivable(@yourcompany.com
D. Configure Domain Keys Identified Mail (DKIM) to authenticate email.

E. Disable "Allow users to automatically forward incoming email to another address."

IE%: A\ C

-

Change the password for the suspected compromised account:

Sign in to the Google Admin console.

From the Admin console Home page, go to "Users."

Find and select the account "accounts.receivable@yourcompany.com"”

Click on "Security" and then "Password."

Follow the instructions to change the password.

Configure a Sender Policy Framework (SPF) record for your domain:

Log in to your domain host (e.g., GoDaddy, Bluehost).

Locate the page for updating your domain's DN records.

Add a new TXT record for your domain with the SPF rule, typically something like:

v=spfl include: spf.google.com~all

Save the changes to update the DNS records.

Changing the password helps secure the compromised account, while configuring SPF helps prevent email spoofing, ensuring that
fake emails are less likely to be delivered as though they come from your legitimate email address.
Reference:

Google Workspace Admin Help - Change or reset a user's password

Google Workspace Admin Help - Set up SPF records

E R #36

A company wants to distribute i0S devices to only the employees in the Sales OU. They want to be able to do the following on
these devices:

Control password policies.

Make corporate apps available to the users.

Remotely wipe the device if it's lost or compromised

What two steps are required before configuring the device policies? (Choose two.)

A. Turn on Advanced Mobile Management for Sales OU
B. Set up an Apple Push Certificate.

C. Set up Device Approvals.

D. Turn on Advanced Mobile Management for the domain.
E. Deploy Apple Certificate to every device.

EME: AL B

A -

Admin Console: Log into the Google Admin console at admin.google.com
Enable Advanced Mobile Management for Sales OU:

Navigate to Devices > Mobile & endpoints > Settings.

Select the Sales OU and turn on Advanced Mobile Management.



Set Up an Apple Push Certificate:

Go to Devices > Mobile & endpoints > Apple certificates.

Follow the instructions to obtain and upload an Apple Push Certificate.

Device Policies:

After setting up the Apple Push Certificate, configure the desired device policies such as password policies, app distribution, and
remote wipe capabilities.

Reference

Google Workspace Admin: Set up advanced mobile management

Google Workspace Admin: Set up an Apple Push Certificate
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