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Prüfungsfragen mit Lösungen (Q15-Q20):
15. Frage 
Your organization has decided to deploy a high-availability (HA) cluster. One kye requirement of the deployment is to support
configuration synchronization.
Which three deployment types should be considered? (Choose three.)

A. Active-active HA using auto scaling
B. Active-passive HA using software-defined networking (SDN)
C. Active-passive HA using passthrough load balancers
D. Active-passive HA using FGSP

Antwort: B,C,D

Begründung:
These three deployment types support configuration synchronization between HA cluster members, which is critical for maintaining
consistent state and seamless failover.

16. Frage 
Your organization is deciding between deploying FortiGate active-passive high-availability (HA) in Google Cloud using either the
software-defined network (SDN) connector or load balancers.
What two reasons should your organization choose the SDN connector over the load balancer deployment?
(Choose two.)

A. There isess administrative overhead.
B. Cost is lower.
C. The SDN connector supports multizone failover.
D. Failovers are faster because of to API calls.

Antwort: A,B

Begründung:
Using the SDN connector avoids additional load balancer costs, making it more cost-effective.
The SDN connector enables multizone failover by directly managing network routing, which load balancers do not inherently
support.

17. Frage 
An administrator wants to use the FortiGate automation stitch feature to quarantine compromised hosts.
Which native Google Cloud service should the administrator integrate with FortiGate to achieve this?

A. Google Cloud IAM
B. Google Cloud Run functions
C. Google Cloud App_ Engine
D. Google Cloud Interconnect

Antwort: B

Begründung:
Google Cloud Run allows you to run serverless containerized functions that can be triggered by FortiGate automation stitches to
perform actions such as quarantining compromised hosts. It is the native service best suited for automating responses in cloud
environments.

18. Frage 
You need to deploy a new Windows server in Google Cloud to offload web traffic from an existing web server in a different zone.
As the customer, which two actions must you take to secure the new ComputeEngine instance? (Choose two.)

A. Configure Google Cloud IAM to limit Windows administrator access.
B. Change the proxy load balancer to an application load balancer.



C. Assign firewall rules to the compute engine instance.
D. Implement a web application firewall.

Antwort: A,C

Begründung:
Assigning firewall rules controls network traffic to the instance, protecting it from unauthorized access.
Configuring IAM to limit administrative access ensures only authorized users can manage the Windows server, enhancing security.

19. Frage 
Which Fortinet proprietary protocol do you use when deploying an active-passive high-availability (HA) cluster in Google Cloud?

A. Multicast FGSP
B. Unicast FGCP
C. Broadcast FGCP
D. Anycast FGSP

Antwort: B

Begründung:
Unicast FGCP (FortiGate Clustering Protocol) is the proprietary protocol used for active-passive HA clusters in Google Cloud,
enabling state synchronization and failover communication between cluster members.

20. Frage
......
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