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NEW QUESTION # 19 
Refer to the exhibit.
You notice that the custom event handler you configured to detect SMTP reconnaissance activities is creating a large number of
events. This is overwhelming your notification system.
How can you fix this?
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A. Increase the log field value so that it looks for more unique field values when it creates the event.
B. Decrease the time range that the custom event handler covers during the attack.
C. Increase the trigger count so that it identifies and reduces the count triggered by a particular group.
D. Disable the custom event handler because it is not working as expected.

Answer: C

Explanation:
* Understanding the Issue:
* The custom event handler for detecting SMTP reconnaissance activities is generating a large number of events.
* This high volume of events is overwhelming the notification system, leading to potential alert fatigue and inefficiency in incident
response.
* Event Handler Configuration:
* Event handlers are configured to trigger alerts based on specific criteria.
* The frequency and volume of these alerts can be controlled by adjusting the trigger conditions.
* Possible Solutions:
* A. Increase the trigger count so that it identifies and reduces the count triggered by a particular group:
* By increasing the trigger count, you ensure that the event handler only generates alerts after a higher threshold of activity is
detected.
* This reduces the number of events generated and helps prevent overwhelming the notification system.
* Selected as it effectively manages the volume of generated events.
* B. Disable the custom event handler because it is not working as expected:
* Disabling the event handler is not a practical solution as it would completely stop monitoring for SMTP reconnaissance activities.
* Not selected as it does not address the issue of fine-tuning the event generation.
* C. Decrease the time range that the custom event handler covers during the attack:
* Reducing the time range might help in some cases, but it could also lead to missing important activities if the attack spans a longer
period.
* Not selected as it could lead to underreporting of significant events.
* D. Increase the log field value so that it looks for more unique field values when it creates the event:
* Adjusting the log field value might refine the event criteria, but it does not directly control the volume of alerts.
* Not selected as it is not the most effective way to manage event volume.
* Implementation Steps:
* Step 1: Access the event handler configuration in FortiAnalyzer.
* Step 2: Locate the trigger count setting within the custom event handler for SMTP reconnaissance.
* Step 3: Increase the trigger count to a higher value that balances alert sensitivity and volume.
* Step 4: Save the configuration and monitor the event generation to ensure it aligns with expected levels.
* Conclusion:
* By increasing the trigger count, you can effectively reduce the number of events generated by the custom event handler, preventing
the notification system from being overwhelmed.
Fortinet Documentation on Event Handlers and Configuration FortiAnalyzer Administration Guide Best Practices for Event
Management Fortinet Knowledge Base By increasing the trigger count in the custom event handler, you can manage the volume of
generated events and prevent the notification system from being overwhelmed.

NEW QUESTION # 20 
Which FortiAnalyzer feature uses the SIEM database for advance log analytics and monitoring?

A. Event monitor
B. Outbreak alerts
C. Asset Identity Center
D. Threat hunting

Answer: D

Explanation:
* Understanding FortiAnalyzer Features:
* FortiAnalyzer includes several features for log analytics, monitoring, and incident response.
* The SIEM (Security Information and Event Management) database is used to store and analyze log data, providing advanced
analytics and insights.
* Evaluating the Options:
* Option A: Threat hunting



* Threat hunting involves proactively searching through log data to detect and isolate threats that may not be captured by automated
tools.
* This feature leverages the SIEM database to perform advanced log analytics, correlate events, and identify potential security
incidents.
* Option B: Asset Identity Center
* This feature focuses on asset and identity management rather than advanced log analytics.
* Option C: Event monitor
* While the event monitor provides real-time monitoring and alerting based on logs, it does not specifically utilize advanced log
analytics in the way the SIEM database does for threat hunting.
* Option D: Outbreak alerts
* Outbreak alerts provide notifications about widespread security incidents but are not directly related to advanced log analytics
using the SIEM database.
* Conclusion:
* The feature that uses the SIEM database for advanced log analytics and monitoring in FortiAnalyzer isThreat hunting.
References:
Fortinet Documentation on FortiAnalyzer Features and SIEM Capabilities.
Security Best Practices and Use Cases for Threat Hunting.

NEW QUESTION # 21 
Refer to the exhibit.
You are trying to find traffic flows to destinations that are in Europe or Asia, for hosts in the local LAN segment. However, the
query returns no results. Assume these logs exist on FortiSIEM.
Which three mistakes can you see in the query shown in the exhibit? (Choose three answers)

A. The Source IP row operator must be BETWEEN 10.0.0.0, 10.200.200.254.
B. The time range must be Absolute for queries that use configuration management database (CMDB) groups.
C. There are missing parentheses between the first row (Group: Europe) and the second row (Group: Asia).
D. The null value cannot be used with the IS NOT operator.
E. The logical operator for the first row (Group: Europe) must be OR.

Answer: A,C,E

Explanation:
Comprehensive and Detailed Explanation From FortiSOAR 7.6., FortiSIEM 7.3 Exact Extract study guide:
Analyzing theQuery Configurationexhibit in the context of FortiSIEM 7.3 search logic reveals several syntax and logical errors that
prevent the query from returning results:
* Logical Operator Error (E):The user intends to find traffic to EuropeORAsia. In the exhibit, the first row (Group: Europe) is
followed by a defaultANDoperator. This forces the query to look for a single flow where the destination is simultaneously in Europe
and Asia, which is logically impossible. It must be changed toOR.
* Missing Parentheses (C):When combiningORandANDlogic in FortiSIEM, parentheses are required to define the order of
operations. Without them, the query might evaluate "Asia AND Destination Country IS NOT null AND Source IP IN..." first. To
correctly find (Europe OR Asia) that also matches the LAN segment, parentheses must group the first two rows.
* Incorrect Operator for IP Range (D):The exhibit uses theINoperator for the value 10.0.0.0,
10.200.200.254. In FortiSIEM, theINoperator is used for a comma-separated list of specific values or CMDB groups. To specify a
continuous range of IP addresses (the "LAN segment"), theBETWEENoperator must be used.
Why other options are incorrect:
* IS NOT null (A):In FortiSIEM, "IS NOT null" is a valid operator/value combination used to ensure a specific attribute has been
successfully parsed and populated in the event record.
* Time Range (B):There is no requirement for a time range to be "Absolute" when using CMDB groups;
"Relative" time ranges (like the "Last 30 Days" shown) are commonly used and fully supported for such queries.
SOC Concepts and Frameworks

NEW QUESTION # 22 
Refer to the exhibits.
You configured a custom event handler and an associated rule to generate events whenever FortiMail detects spam emails.
However, you notice that the event handler is generating events for both spam emails and clean emails.
Which change must you make in the rule so that it detects only spam emails?



A. In the Trigger an event when field, select Within a group, the log field Spam Name (snane) has 2 or more unique values.
B. In the Log filter by Text field, type type==spam.
C. Disable the rule to use the filter in the data selector to create the event.
D. In the Log Type field, select Anti-Spam Log (spam)

Answer: D

Explanation:
* Understanding the Custom Event Handler Configuration:
* The event handler is set up to generate events based on specific log data.
* The goal is to generate events specifically for spam emails detected by FortiMail.
* Analyzing the Issue:
* The event handler is currently generating events for both spam emails and clean emails.
* This indicates that the rule's filtering criteria are not correctly distinguishing between spam and non-spam emails.
* Evaluating the Options:
* Option A:Selecting the "Anti-Spam Log (spam)" in the Log Type field will ensure that only logs related to spam emails are
considered. This is the most straightforward and accurate way to filter for spam emails.
* Option B:Typing type==spam in the Log filter by Text field might help filter the logs, but it is not as direct and reliable as selecting
the correct log type.
* Option C:Disabling the rule to use the filter in the data selector to create the event does not address the issue of filtering for spam
logs specifically.
* Option D:Selecting "Within a group, the log field Spam Name (snane) has 2 or more unique values" is not directly relevant to
filtering spam logs and could lead to incorrect filtering criteria.
* Conclusion:
* The correct change to make in the rule is to select "Anti-Spam Log (spam)" in the Log Type field. This ensures that the event
handler only generates events for spam emails.
References:
Fortinet Documentation on Event Handlers and Log Types.
Best Practices for Configuring FortiMail Anti-Spam Settings.

NEW QUESTION # 23 
Refer to the exhibit.
Which two options describe how the Update Asset and Identity Database playbook is configured? (Choose two.)

A. The playbook is using a local connector.
B. The playbook is using an on-demand trigger.
C. The playbook is using a FortiMail connector.
D. The playbook is using a FortiClient EMS connector.

Answer: A,D

Explanation:
* Understanding the Playbook Configuration:
* The playbook named "Update Asset and Identity Database" is designed to update the FortiAnalyzer Asset and Identity database
with endpoint and user information.
* The exhibit shows the playbook with three main components: ON_SCHEDULE STARTER, GET_ENDPOINTS, and
UPDATE_ASSET_AND_IDENTITY.
* Analyzing the Components:
* ON_SCHEDULE STARTER:This component indicates that the playbook is triggered on a schedule, not on-demand.
* GET_ENDPOINTS:This action retrieves information about endpoints, suggesting it interacts with an endpoint management
system.
* UPDATE_ASSET_AND_IDENTITY:This action updates the FortiAnalyzer Asset and Identity database with the retrieved
information.
* Evaluating the Options:
* Option A:The actions shown in the playbook are standard local actions that can be executed by the FortiAnalyzer, indicating the
use of a local connector.
* Option B:There is no indication that the playbook uses a FortiMail connector, as the tasks involve endpoint and identity
management, not email.
* Option C:The playbook is using an "ON_SCHEDULE" trigger, which contradicts the description of an on-demand trigger.
* Option D:The action "GET_ENDPOINTS" suggests integration with an endpoint management system, likely FortiClient EMS,



which manages endpoints and retrieves information from them.
* Conclusion:
* The playbook is configured to use a local connector for its actions.
* It interacts with FortiClient EMS to get endpoint information and update the FortiAnalyzer Asset and Identity database.
References:
Fortinet Documentation on Playbook Actions and Connectors.
FortiAnalyzer and FortiClient EMS Integration Guides.
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