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Fortinet FCP_FMG_AD-7.6 Exam Syllabus Topics:

Topic

Details

Topic 2

o This section of the exam measures the skills of System Administrators and focuses on resolving problemns at

different levels of FortiManager. Candidates must troubleshoot deployment scenarios, imports,
nstallations, and both device-level and ADOM-level issues, as well as identify and resolve system
problens effectively.

Topic 3

Administration: This section of the exam measures the skills of System Administrators and covers the
essential features of FortiManager. It includes the mnitial configuration process and the setup of
administrative domains (ADOMS), ensuring smooth system management.

Topic 5

Device Manager: This section of the exam measures the skills of Network Security Engineers and focuses
on registering devices within ADOMs and handling device configurations. Candidates also learn how to
nstall changes through scripts and diagnose issues using the revision history.

Topic 6

Advanced Configuration: This section of the exam measures the skills of Network Security Engineers and
mcludes knowledge of high availability (HA), FortiGuard service configuration, and global database
ADOM settings. These advanced functions help strengthen system refiability and streamline management at
a larger scale.

Topic 7

Policy and Objects: This section of the exam measures the skills of System Administrators and evaluates
their ability to manage policies and objects within FortiManager. It involves ADOM revisions, workspace
mode, and policy imports and installations, emphasizing consistent policy control across networks.

Fortinet FCP - FortiManager 7.6 Administrator Sample Questions (Q25-

Q30):

NEW QUESTION # 25
Refer to the exhibit. What are two results from the configuration shown in the exhibit? (Choose two.)

FortiManager # COHfigESi’E‘ﬁ%(IMIl
(global) # set workspage-mode normal
(global) # end
Forti1Manage <

Answer: A,D

Explanation:

A. Multiple administrators can lock and work on separate AOMs at the same time.
B. Concurrent read-write access to an ADOM is disabled.

C. All changes must be approved before they can be installed on a device.

D. The same administrator can lock more than one ADOM at the same time.

The CLI command set workspace-mode normal configures FortiManager to use normal workspace mode, which allows:
- A single admmistrator to lock multiple ADOMSs simultaneously, since there's no restriction on per-user ADOM access in this

mode.

- Multiple administrators to work concurrently on different ADOMs, each locking their own ADOM as needed.
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NEW QUESTION # 26
What allows FortiManager to run CLI scripts on FortiGate devices without prompting for SSH authentication each time?

A. The secure management tunnel between FortiManager and FortiGate devices.
B. The script on the FortiManager device database.

C. FortiGate devices using the legacy login method.

D. The script using the Remote FortiGate Directly (via CLI) option.

Answer: A

Explanation:

FortiManager uses a secure management tunnel (TCP port 541) to commumicate with managed FortiGate devices. This tunnel
allows FortiManager to run CLI scripts, push configuration changes, and retrieve information without prompting for SSH
authentication each time, as trust is already established through device authorization and certificate exchange.

NEW QUESTION # 27

An admmnistrator configures a new BGP peer in the FortiManager device-level database of FortiGate. They reinstall the policy
package to the managed FortiGate device without any errors.

However, when the administrator logs in to FortiGate, they do not see the BGP configuration changes. What is the most likely
reason why FortiManager did not push the BGP peer changes to FortiGate?

A. The administrator must use the Install Wizard and select Install device settings only to push BGP settings
B. Fortigate has a BGP template assigned on the FortiManager database.

C. The FortiGate firmware version is different from the FortiManager ADOM version.

D. The administrator must run a sanity check on FortiManager to make sure the database is not corrupted.

Answer: A

Explanation:
If'you change BGP in FortiManager and only reinstall the policy package, the change will NOT reach FortiGate because BGP is a
device setting, You must install device settings.

NEW QUESTION # 28
Refer to the exhibit. Which statement about the environment shown in the exhibit is correct?
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¢ A. No FortiGuard packages have been synchronized between the cluster members yet.
¢ B. You must restart the secondary unit if you promote it to become the primary.



¢ C. FortiAnalyzer features are not enabled on this FortiManager device.
¢ D. A failover will take place after five minutes without receiving heartbeat packets.

Answer: C

Explanation:
If FortiAnalyzer features are enabled, you cannot add FortiAnalyzer to FortiManager. You will also not be able to configure
FortiManager high availability (HA).

NEW QUESTION # 29
Refer to the exhibits. Which IP/netmask will be present in the LAN firewall address object on the Remote-Firewall?
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FortiManager address object
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A. 172.16.0.0/255.255.255.0
B. 10.0.0.0/255.255.255.0

C. 192.168.1.0/255.255.255.0
D. 172.16.10.0/255.255.255.0

Answer: B

Explanation:

In FortiManager, the "Per-Device Mapping” section allows for overriding the default object value for specific devices. The Remote-
Firewall is not listed in the Per-Device Mapping table.

Therefore, it will use the default value defined in the top portion of the address object, which is

10.0.0.0/255.255.255.0.

NEW QUESTION # 30
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