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B (Q490-Q495):

A #490

Calvin, a grey-hat hacker, targets a web application that has design flaws in its authentication mechanism. He enumerates usernames
from the login form of the web application, which requests users to feed data and specifies the incorrect field in case of invalid
credentials. Later, Calvin uses this information to perform social engineering.

Which of the following design flaws in the authentication mechanismis exploited by Calvin?

e A. Verbose failure messages

e B. Password reset mechanism

e C. Insecure transmission of credentials
e D. User impersonation

Ef: A


https://drive.google.com/open?id=14SZU6wKKXSKm2anuLLdnu47HLvt0xngM
https://www.mogiexam.com/312-50v13-exam.html
https://www.jptestking.com/312-50v13-exam.html
https://www.topexam.jp/312-50v13_shiken.html
https://www.passtest.jp/312-50v13-mondaishuu.html

E M #491

A red team operator wants to obtain credentials from a Windows machine without touching LSASS memory due to security
controls and Credential Guard. They use SSPI to generate NetNTLM responses in the logged- in user context and collect those
responses for offline cracking. Which attack technique is being used?

A. Hash injection approach using credential hashes for authentication purposes

B. Pass-the-ticket attack method involving forged tickets for network access

C. Replay attack attempt by reusing captured authentication traffic sequences

D. Internal Monologue attack technique executed through OS authentication protocol manipulations

IEf#: D

it

CEH v13 discusses various credential extraction and authentication abuse techniques, including approaches that avoid LSASS
memory due to modern protections like Credential Guard. The Internal Monologue technique is a specialized credential-harvesting
approach that leverages the Windows SSPI authentication stack to coerce the local system into generating NetNTLM challenge-
response hashes without requiring direct access to LSASS. This allows attackers to obtain legitimate NTLM responses entirely
within the user's security context. These captured responses can then be cracked offline using tools such as Hashcat. Unlike replay
attacks (Option B), Internal Monologue is not about reusing captured traffic. Hash injection (Option C) requires possession of NT
hashes and modifies authentication tokens, which does not occur here. Pass-the- ticket (Option D) targets Kerberos, not NTLM.
Therefore, the correct technique is the Internal Monologue attack.

A #492

A cyber attacker has itiated a series of activities agamnst a high-profile organization following the Cyber Kill Chain Methodology.
The attacker is presently in the "Delivery" stage. As an Ethical Hacker, you are trying to anticipate the adversary's next move. What
is the most probable subsequent action from the attacker based on the Cyber Kill Chain Methodology?

A. The attacker will attempt to escalate privileges to gain complete control of the compromised system.

B. The attacker will initiate an active connection to the target systemto gather more data.

C. The attacker will start reconnaissance to gather as much information as possible about the target.

D. The attacker will exploit the malicious payload delivered to the target organization and establish a foothold.

IEf#: D

it

The most probable subsequent action from the attacker based on the Cyber Kill Chain Methodology is to exploit the malicious
payload delivered to the target organization and establish a foothold. This option works as follows:

* The Cyber Kill Chain Methodology is a framework that describes the stages of a cyberattack from the perspective of the attacker.
It helps defenders to understand the attacker's objectives, tactics, and techniques, and to design effective countermeasures. The
Cyber Kill Chain Methodology consists of seven stages: reconnaissance, weaponization, delivery, exploitation, installation, command
and control, and actions on objectives12.

* The delivery stage is the third stage in the Cyber Kill Chain Methodology, and it involves sending or transmitting the weaponized
payload to the target system. The delivery stage can use various methods, such as email attachments, web links, removable media,
or network protocols. The delivery stage ains to reach the target system and bypass any security controls, such as firewalls,
antivirus, or email filters12.

* The exploitation stage is the fourth stage in the Cyber Kill Chain Methodology, and it involves executing the malicious payload on
the target system. The exploitation stage can use various techniques, such as buffer overflows, code mnjection, or privilege escalation.
The exploitation stage aims to exploit a vulnerability or a weakness in the target system and gain access to its resources, such as files,
processes, or memoryl2.

* The installation stage is the fifth stage in the Cyber Kill Chain Methodology, and it involves installing a backdoor or a malware on
the target system. The installation stage can use various tools, such as rootkits, trojans, or ransomware. The mnstallation stage aims to
establish a foothold on the target system and maintain persistence, which means to survive reboots, updates, or scans12.

Therefore, the most probable subsequent action from the attacker based on the Cyber Kill Chain Methodology is to exploit the
malicious payload delivered to the target organization and establish a foothold, because:

* This action follows the logical sequence of the Cyber Kill Chain Methodology, as it is the next stage after the delivery stage.

* This action is consistent with the attacker's goal, as it allows the attacker to gain access and control over the target system and
prepare for firther actions.

* This action is feasible, as the attacker has already delivered the malicious payload to the target system and may have bypassed
some security controls.



The other options are not as probable as option B for the following reasons:

* A. The attacker will attempt to escalate privileges to gain complete control of the compromised system:

This option is possible, but not the most probable, because it is not the next stage in the Cyber Kill Chain Methodology, but rather a
technique that can be used in the exploitation stage or the installation stage. Privilege escalation is a method of increasing the level of
access or permissions on a system, such as froma normal user to an administrator. Privilege escalation can help the attacker to gain
complete control of the compromised system, but it is not a mandatory step, as the attacker may already have sufficient privileges or
may use other techniques to achieve the same goall2.

* C. The attacker will initiate an active connection to the target systemto gather more data: This option is possible, but not the most
probable, because it is not the next stage in the Cyber Kill Chain Methodology, but rather a technique that can be used in the
command and control stage or the actions on objectives stage. An active connection is a communication channel that allows the
attacker to send commands or receive data from the target system, such as a remote shell or a botnet. An active connection can help
the attacker to gather more data from the target system, but it is not a necessary step, as the attacker may already have enough data
or may use other techniques to obtain more datal?2.

* D. The attacker will start reconnaissance to gather as much information as possible about the target:

This option is not probable, because it is not the next stage in the Cyber Kill Chain Methodology, but rather the first stage.
Reconnaissance is the process of collecting information about the target, such as its [P address, domain name, network structure,
services, vulnerabilities, or enployees. Reconnaissance is usually done before the delivery stage, as it helps the attacker to identify
the target and plan the attack. Reconnaissance can be done again after the delivery stage, but it is not the most likely action, as the
attacker may already have enough information or may focus on other actions12.

References:

* 1: The Cyber Kill Chain: The Seven Steps of a Cyberattack - EC-Council

* 2: Cyber Kill Chan | Lockheed Martin

M #493
You are attempting to crack LM Manager hashed from Windows 2000 SAM file. You will be using LM Brute force hacking tool
for decryption. What encryption algorithm will you be decrypting?

A. SHA
B. DES
C.SSL
D. MD4

IEf: B

H I #494

Jacob works as a system administrator in an organization. He wants to extract the source code of a mobile application and
disassemble the application to analyze its design flaws. Using this technique, he wants to fix any bugs in the application, discover
underlying vulnerabilities, and improve defense strategies against attacks.

What is the technique used by Jacob in the above scenario to improve the security of the mobile application?

A. Social engineering
B. App sandboxing

C. Jailbreaking

D. Reverse engineering

Ef#: D

R -

Reverse engineering is the process of analyzing compiled software to reconstruct its source code or understand its structure and
functionality. In the context of mobile applications:

* It mvolves decompiling the APK (for Android) or IPA (for i0S) files.

* Analysts can inspect the disassembled or decompiled code.

* The goal is to uncover logic flaws, identify hardcoded secrets, debug issues, or assess security weaknesses.

According to CEH v13:

* Reverse engineering is a common security assessment method to validate code quality and investigate vulnerabilities in mobile and
binary applications.

* Tools like JADX, Apktool, Hopper, and Ghidra are often used.

Incorrect Options:



* B. App sandboxing restricts app access to system resources; it's a protection mechanism, not an analysis method.
* C. Jaibreaking is the process of removing OS restrictions, not source code analysis.

* D. Social engneering manipulates human behavior, unrelated to code or binary analysis.

Reference - CEH v13 Official Courseware:

Module 17: Hacking Mobile Platforms

Section: "Mobile Application Security Testing"

Subsection: "Reverse Engneering Tools and Techniques"
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