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Fortinet FCP - Azure Cloud Security 7.4 Administrator Sample Questions
(Q27-Q32):

NEW QUESTION # 27
Your organization is planning to deploy FortiWeb in Azure to provide a web application security solution to its web servers. One of
the requirements is to have granular control of the number of vVCPUs and memory assigned to this resource.
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‘Which cloud model could meet this requirement?

¢ A Software-as-a-Service (SaaS)
¢ B. Function-as-a-Service (FaaS)
e C. Infrastructure-as-a-Service (IaaS)
¢ D. Platformras-a-Service (PaaS)

Answer: C
Explanation:
Infrastructure-as-a-Service (IaaS)allows you to deploy FortiWeb as a virtual machine in Azure, giving you granular control over

vCPU and memory allocation. This model provides fulll flexibility over the compute resources and network configuration, which is
essential for deploying and scaling security appliances like FortiWeb.

NEW QUESTION # 28
Refer to the exhibits.

FGT connector settings

Azure Connector

Server region Global

Use managed identity OB

DirectoryID © 60b93279-efda-45f5-9¢1d-e7f999¢. »
ApplicationiD @ e7ac2b2f-25b1-4e66-96b4-9dbc0e ~

Client secret @ [ @

This field is required

Resource path [ @]
Subscription ID 9a359c2e-e035-4d 1e-bai7-0b6(l0c_b2‘_:

Resource group @© SxLab 1

Al Il =
Z:RTINE
Application registration key L 1 1

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password

T New chent secret

Description

FortGateKey 12/31/2299 application secret

You are configuring an SDN connector for Azure on a FortiGate device You completed all the required steps on the Azure side.
While configuring the FortiGate side, you notice that you did not save the client secret used in the Azure App Registration.
What is the quickest way to obtain the value of the client secret?

e A Create a new appregistration

e B. Create a new client secret

e C. Create a new resource group

e D. Create a new external connector for Azure

Answer: B

Explanation:

Azrredoes not allow you to view an existing client secret's value after creationfor security reasons. If you did not save the client
secret when it was first generated, thequickest and only optionis tocreate a new client secretunder the existing app registration and
use the new value in your FortiGate configuration.



NEW QUESTION # 29
Refer to the exhibit.
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Your company runs front-end web servers in Azure. You need to deploy a Linux VM to be used as a web server.

To protect your web servers with a web application firewall (WAF), you deploy FortiWeb to secure applications from web-based
attacks.

Which FortiWeb operation mode can you implement for this scenario?

A. True transparent proxy
B. Reverse proxy

C. Transparent inspection
D. Passive monitoring

Answer: B

Explanation:

TheReverse Proxymode is the most appropriate FortiWeb operation mode for this scenario. In this mode, FortiWeb sits between
internet users and the Linux web servers, terminating client connections and then forwarding requests to the backend servers. This
enablesdeep inspection, protection from web attacks (like SQL injection and XSS), andfull WAF functionality, making it ideal for
securing front-end web servers exposed to the internet.

NEW QUESTION # 30
Refer to the exhibit.



FGTHA-FGT-A # diagnose sys ha status

HA information

Statistics
traffic.lccal = s:0 p:66317 b:58458201
traffic.tctal = s:0 p:66386 b:50443269
activity.ba_id_changes = 2
activity.fdb = c:0 q:0

Model=90010, Mode=8 Group=0 Debug=8
nvcluster=0, ses_pickup=0, delay=0

[Debug_Zone HA information)
HA group member irformation: is_manage_primarys=%,

[Kernel HA informstion|Silent vcluster Mww
-.-w ®

FGTHA-FGT-A # get system ha status/
HA Health Status: 0K

Model: FortiGate-WM64-AZURE
Mode: Standalone

Group Name :

Group ID: ©

Debug: ©

Cluster Uptime: © days 0:0:0
Cluster state charge time: N/A
ses_pickup: disable

override: disable

System Usage stats:

HBDEY stats:

nuaber of member: @

nuaber of veluster: @

A high availability, active-active FortiGate with Elastic Load Balancing (ELB) and Internal Load Balancing (ILB) was deployed in
your Azure environment.
Which tools can you use to configure synchronization? (Choose two.)

A. FortiGate Clustering Protocol (FGCP)

B. Heartbeat interfaces

C. Software-defined network (SDN) Fabric Connector
D. FortiManager

E. Autoscale

Answer: A,B

Explanation:

In aFortiGate active-active HA deployment in Azure, synchronization between instances is achieved using;

FortiGate Clustering Protocol (FGCP)- This is the primary protocol used to synchronize configuration and session information
between HA peers.



Heartbeat interfaces- These interfaces are specifically configured to exchange HA state and sync data between the FortiGate VM,
ensuring cluster consistency.

NEW QUESTION # 31
What is a key advantage of the branch-to-hub to hub-to-branch topology in an Azure virtual WAN?

A. Enhanced scalability enables communication between branch offices

B. Load balancing enabled by the simultaneous connection of each branch to multiple hubs
C. Increased security through isolated connections between branches and hubs

D. Improved branch-to-branch communication for faster data transfer

Answer: D

Explanation:

Thebranch-to-hub to hub-to-branchtopology in Azure Virtual WAN enablesefficient branch-to-branch commumicationby routing
traffic through connected hubs. This improvesdata transfer speed and reliability between branches without needing direct connections
between all sites, simplifying management while maintaining performance.

NEW QUESTION # 32

We regard the customer as king so we put a high emphasis on the trust of every users, therefore our security system can protect you
both in payment of FCP_ZCS-AD-7.4 guide braindumps and promise that your computer will not be infected during the process of



payment on our FCP_ZCS-AD-7.4 Study Materials. Moreover, if you end up the cooperation between us,we have the
responsibility to delete your personal information on FCP_ZCS-AD-7.4 exam prep. In a word, Wwe have data protection act for
you to avoid information leakage!
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