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NEW QUESTION # 55 
Which tool allows a threat hunter to populate and colorize all known adversary techniques in a single view?

A. MISP
B. OpenXDR
C. OWASP Threat Dragon
D. MITRE ATT&CK Navigator

Answer: D

Explanation:
MITRE ATT&CK Navigator is a tool that allows a threat hunter to populate and colorize all known adversary techniques in a single
view. It is based on the MITRE ATT&CK framework, which is a knowledge base of adversary behaviors and tactics. The tool
enables threat hunters to create custom matrices, layers, annotations, and filters to explore and model specific adversary techniques,
with links to intelligence and case studies.

NEW QUESTION # 56 
The Process Timeline Events Details table will populate the Parent Process ID and the Parent File columns when the cloudable
Event data contains which event field?

A. ContextProcessld_decimal
B. ParentProcessld_decimal
C. RawProcessld_decimal
D. RpcProcessld_decimal

Answer: B

Explanation:
The ParentProcessld_decimal event field is what the Process Timeline Events Details table will populate the Parent Process ID and
the Parent File columns with when the cloudable Event data contains it. The ParentProcessld_decimal event field is the decimal
representation of the process identifier for the parent process of the target process. It can be used to trace the process ancestry and
identify potential malicious activity. The ContextProcessld_decimal, RawProcessld_decimal, and RpcProcessld_decimal event fields
are not used to populate the Parent Process ID and the Parent File columns.

NEW QUESTION # 57 
What elements are required to properly execute a Process Timeline?

A. Hostname and Local Process ID
B. Target Process ID only
C. Agent ID (AID) only
D. Agent ID (AID) and Target Process ID

Answer: D

Explanation:
The Agent ID (AID) and the Target Process ID are the elements that are required to properly execute a Process Timeline. The
Agent ID (AID) is a unique identifier for each host that has a Falcon sensor installed. The Target Process ID is the decimal
representation of the process identifier for the process that you want to investigate. These two elements are used to query the cloud
for the events related to the process on the host. The Agent ID (AID) only, the Hostname and Local Process ID, and the Target
Process ID only are not sufficient to execute a Process Timeline.

NEW QUESTION # 58 
Which threat framework allows a threat hunter to explore and model specific adversary tactics and techniques, with links to
intelligence and case studies?

A. Director of National Intelligence Cyber Threat Framework
B. NIST 800-171 Cyber Threat Framework
C. Lockheed Martin Cyber Kill Chain



D. MITRE ATT&CK

Answer: D

Explanation:
MITRE ATT&CK is a threat framework that allows a threat hunter to explore and model specific adversary tactics and techniques,
with links to intelligence and case studies. It is a knowledge base of adversary behaviors and tactics that covers various platforms,
domains, and scenarios. It provides a common language and structure for threat hunters to understand and analyze threats, as well as
to share findings and recommendations.

NEW QUESTION # 59 
In which of the following stages of the Cyber Kill Chain does the actor not interact with the victim endpoint(s)?

A. Installation
B. Weaponization
C. Command & control
D. Exploitation

Answer: B

Explanation:
Weaponization is the stage of the Cyber Kill Chain where the actor does not interact with the victim endpoint(s). Weaponization is
where the actor prepares or packages the exploit or payload that will be used to compromise the target. This stage does not involve
any communication or interaction with the victim endpoint(s), as it is done by the actor before delivering the weaponized content.
Exploitation, Command & Control, and Installation are all stages where the actor interacts with the victim endpoint(s), either by
executing code, establishing communication, or installing malware.
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