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o Manage user identities and GitHub authentication: This section of the exam measures skills of DevOps
Engineers and focuses on managing authentication and identity across organizations using SAML SSO,

bEY 71 SCIM, and team synchronization. Candidates need to understand identity providers, user membership

implications, authorization models, and enforcing security measures such as two-factor authentication.

¢ Enable secure software development and ensure compliance: This section of the exam measures skills of

GitHub Enterprise Administrators and deals with applying GitHub’s security and compliance capabilities. It
FEwy 22 covers policies, auditing, scrubbing sensitive data, secret scamning, code scanning with CodeQL,
dependency management with Dependabot, and implementing security response plans. It also explores
authentication tokens, app security policies, and enterprise managed users.

¢ Manage GitHub Packages:This section of the exam measures skills of GitHub Enterprise Administrators
and focuses on managing GitHub Packages, their use in workflows, and how they differ from releases. It

bEY 73 involves accessing, writing, and sharing packages across teams while ensuring integration into CI
¢ CD pipelines.
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B #49
Which GitHub feature is responsible for tracking dependencies and known vulnerabilities in those dependencies from an advisory
database?

A. Repository Insights
B. Security Policy

C. Dependency Graph
D. CodeQL

EfE: C
AR :

The Dependency Graph continuously analyzes your repository's manifest and lock files to build an inventory of direct and transitive
dependencies and flags any that match entries in the GitHub Advisory Database, surfacing known vulnerabilities.

R #50
Which of the following accurately contrasts a GitHub App and a GitHub Action?

e A. GitHub Apps can only be used inside .github/workflows

e B. GitHub Actions can only be used to respond to events within a single repository while GitHub Apps can respond to events
from multiple repositories

e (. GitHub Apps run only on GitHub-provided virtual machines, while GitHub Actions run only on customer-hosted machines

e D. GitHub Actions are limited to reading repository content only

IEf#: B

A -
GitHub Actions workflows are defined and triggered within a single repository's context, whereas GitHub Apps are installed at the
organization or user level and can subscribe to events across multiple repositories.

HA #51
You have subscribed to GitHub Premium Support, and you need to submit a support ticket. GitHub Premium Support can help you
with:

A. installing GitHub Enterprise Server.

B. writing scripts.

C. integrating with third-party applications.
D. setting up hardware.

EfE: A

A -
GitHub Premium Support includes assistance with installing and using GitHub Enterprise Server, ensuring your deployment is
configured correctly and any installation issues are resolved.

H #52
Which practice helps avoid service disruption when consuming GitHub APIs at scale?

A. Using multiple tokens to bypass limits

B. Caching all API responses permanently

C. Ignoring secondary rate limits

D. Designing your application to work within GitHub's rate limits

Ef#: D



fEERA -

Designing your integration to stay within GitHub's documented rate limits-by batching requests, using conditional requests, handling
429 responses with back-off, and monitoring the X-RateLimit-* headers - ensures you won't be temporarily throttled or cut off
when you hit secondary limits.

R #53
You need GitHub to automatically notify a third-party service any time a new repository is created. You want to avoid writing
custom code. The vendor has told you that they have a tool in the GitHub Marketplace. Which type of tool do you need?

A. GitHub Action

B. GitHub Copilot Extension
C. GitHub Models

D. GitHub App

Ef#: D
R -

Youneed a GitHub App. Marketplace integrations that listen for events like repository.created and send notifications are delivered
as GitHub Apps, since they can subscribe to organization-level webhooks without you writing custom code.

B #54
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