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BHE#17

During the deployment of a Broker VM in a high availability (HA) environment, after configuring the Broker VM FQDN, an XDR
engineer must ensure agent installer availability and efficient content caching to maintain performance consistency across failovers.
‘Which additionalconfiguration steps should the engineer take?

A. Enable synchronized session persistence across Broker VMs and use a self-signed certificate and key
B. Upload the-signed SSL server certificate and key and deploy a load balancer

C. Deploy a load balancer and configure SSL termination at the load balancer

D. Use shared SSL certificates and keys for all Broker VMs and configure a single IP address for failover

Ef#: B

AR :

In a high availability (HA) environment, theBroker VMin Cortex XDR acts as a local proxy to facilitate agent commumications,
content caching, and installer distribution, reducing dependency on direct cloud connections. To ensureagent installer
availabilityandefficient content cachingacross failovers, the Broker VM must be configured to handle agent requests consistently,

even if one VM fails. This requires proper SSL certificate management and load balancing to distribute traffic across multiple Broker
VMs.



https://www.jpntest.com/shiken/XDR-Engineer-mondaishu
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* Correct Answer Analysis (B):The engineer shouldupload the signed SSL server certificate and key to each Broker VM to secure
communications and ensure trust between agents and the Broker VM.

Additionally, deploying aload balancerin front of the Broker VM allows traffic to be distributed across muiltiple VM, ensuring
availability and performance consistency during failovers. The load balancer uses the configured Broker VM FQDN to route agent
requests, and the signed SSL certificate ensures secure, uninterrupted communication. This setup supports content caching and
nstaller distribution by maintaining a stable connection point for agents.

* Why not the other options?

* A. Use shared SSL certificates and keys for all Broker VMs and configure a single IP address for failover: While shared SSL
certificates can be used, configuring a single IP address for failover (e.g., via VRRP or a floating IP) is less flexible than a load
balancer and may not efficiently handle content caching or installer distribution across multiple VMs. Load balancers are preferred
for HA setups in Cortex XDR.

* C. Deploy a load balancer and configure SSL termination at the load balancer: SSL termination at the load balancer means the
load balancer decrypts traffic before forwarding it to the Broker VM, requiring unencrypted communication between the load
balancer and VM. This is not recommended for Cortex XDR, as Broker VM require end-to-end SSL encryption for security, and
SSL termination conplicates certificate management.

* D. Enable synchronized session persistence across Broker VMs and use a self-signed certificate and key: Self-signed certificates
are not recommended for production HA environments, as they can cause trust issues with agents and require manual configuration.
Synchronized session persistence is not a standard feature for Broker VMs and is unnecessary for content caching or installer
availability.

Exact Extract or Reference:

TheCortex XDR Documentation Portaldescribes Broker VM HA configuration: "For high availability, deploy multiple Broker VMs
behind a load balancer and upload a signed SSL server certificate and key to each VM to secure agent communications”
(paraphrased from the Broker VM Deployment section). TheEDU-

260: Cortex XDR Prevention and Deploymentcourse covers Broker VM setup, stating that "a load balancer with signed SSL
certificates ensures agent installer availability and content caching in HA environments" (paraphrased from course materials). ThePalo
Alto Networks Certified XDR Engineer datasheetincludes

"planning and installation” as a key exam topic, encompassing Broker VM deployment for HA.

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex. paloaltonetworks.cony EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheethttps//www.paloaltonetworks.conyservices/education

/certification#xdr-engineer

HP#18
Log events froma previously deployed Windows XDR Collector agent are no longer being observed in the console after an OS
upgrade. Which aspect of the log events is the probable cause of this behavior?

A. They are in Filebeat format

B. They are less than IMB

C. They are greater than SMB

D. They are in Winlogbeat format

EfE: C

R #19
What are two possible actions that can be triggered by a dashboard drilldown? (Choose two.)

A. Send alerts to console users

B. Navigate to a different dashboard
C. Link to an XQL query

D. Initiate automated response actions

EME: B. C

R -

In Cortex XDR,dashboard drilldownsallow users to interact with widgets (e.g., charts or tables) by clicking on elements to access
additional details or perform actions. Drilldowns enhance the investigative capabilities of dashboards by linking to related data or
VIEWS.

* Correct Answer Analysis (A, C):



* A. Navigate to a different dashboard: A drilldown can be configured to navigate to another dashboard, providing a more detailed
view or related metrics. For exanple, clicking on an alert count in a widget might open a dashboard focused on alert details.

* C. Link to an XQL query: Drilldowns often link to anXQL querythat filters data based on the clicked element (e.g., an alert name
or source). This allows users to view raw events or detailed records in the Query Builder or Investigation view.

* Why not the other options?

* B. Initiate automated response actions: Drilldowns are primarily for navigation and data exploration, not for triggering automated
response actions. Response actions (e.g., isolating an endpoint) are typically initiated from the Incident or Alert views, not
dashboards.

* D. Send alerts to console users: Drilldowns do not send alerts to users. Alerts are generated by correlation rules or BIOCs, and
dashboards are used for visualization, not alert distribution.

Exact Extract or Reference:

TheCortex XDR Documentation Portaldescribes drilldown finctionality: "Dashboard drilldowns can navigate to another dashboard
or link to an XQL query to display detailed data based on the selected widget element" (paraphrased from the Dashboards and
Widgets section). TheEDU-262: Cortex XDR Investigation and Responsecourse covers dashboards, stating that "drilldowns enable
navigation to other dashboards or XQL queries for deeper analysis" (paraphrased from course materials). ThePalo Alto Networks
Certified XDR Engineer datasheetincludes "dashboards and reporting” as a key exam topic, encompassing drilldown configuration.
References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex.paloaltonetworks.comy EDU-262: Cortex XDR
Investigation and Response Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheethttps//www.paloaltonetworks.conyservices/education

[certification#xdr-engineer

R #20
A cloud admnistrator reports high network bandwidth costs attributed to Cortex XDR operations and asks for bandwidth usage to
be optimized without compromising agent functionality. Which two techniques should the engineer implement? (Choose two.)

A. Configure P2P download sources for agent upgrades and content updates
B. Deploy a Broker VM and activate the local agent settings applet

C. Enable minor content version updates

D. Enable agent content management bandwidth control

IE%: A\ D

fEE N -

Cortex XDR agents communicate with the cloud for tasks like receiving content updates, agent upgrades, and sending telemetry
data, which can consumme significant network bandwidth. To optimize bandwidth usage without compromising agent functionality, the
engineer should implement techniques that reduce network traffic while maintaining full detection, prevention, and response
capabilities.

* Correct Answer Analysis (A, C):

* A. Configure P2P download sources for agent upgrades and content updates: Peer-to-Peer (P2P) download sources allow
Cortex XDR agents to share content updates and agent upgrades with other agents on the same network, reducing the need for each
agent to download data directly from the cloud. This significantly lowers bandwidth usage, especially in environments with many
endpoints.

* C. Enable agent content management bandwidth control: Cortex XDR provides bandwidth control settings in theContent
Managementconfiguration, allowing administrators to limit the bandwidth used for content updates and agent communications. This
feature throttles data transfers to minimize network impact while ensuring updates are still delivered.

* Why not the other options?

* B. Enable minor content version updates: Enabling minor content version updates ensures agents receive incremental updates, but
this alone does not significantly optimize bandwidth, as it does not address the volume or frequency of data transfers. It is a standard
practice but not a primary bandwidth optimization technique.

* D. Deploy a Broker VM and activate the local agent settings applet: A Broker VM can act as a local proxy for agent
commumnications, potentially reducing cloud traffic, but thelocal agent settings appletis used for configuring agent settings locally, not
for bandwidth optimization.

Additionally, deploying a Broker VM requires significant setup and may not directly address bandwidth for content updates or
upgrades compared to P2P or bandwidth control.

Exact Extract or Reference:

TheCortex XDR Documentation Portaldescribes bandwidth optimization: "P2P download sources enable agents to share content
updates and upgrades locally, reducing cloud bandwidth usage" and "Content Management bandwidth control allows administrators
to Iimit the network impact of agent updates" (paraphrased from the Agent Management and Content Updates sections). TheEDU-
260: Cortex XDR Prevention and Deploymentcourse covers post-deployment optimization, stating that "P2P downloads and



bandwidth control settings are key techniques for minimizing network usage" (paraphrased from course materials). ThePalo Alto
Networks Certified XDR Engineer datasheetincludes "post-deployment management and configuration” as a key exam topic,
encompassing bandwidth optimization.

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex.paloaltonetworks.cony EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheet:httpsz//www.paloaltonetworks.conyservices/education

/certificatior#xdr-engineer

HRE #21
After deploying Cortex XDR agents to a large group of endpoints, some of the endpoints have a partially protected status. In which
two places can insights into what is contributing to this status be located? (Choose two.)

¢ A. XQL query of the endpoints dataset
¢ B. Asset Inventory

¢ C. Management Audit Logs

¢ D. All Endpoints page

iEﬁ: A\ D

R -

In Cortex XDR, apartially protected statusfor an endpoint indicates that some agent components or protection modules (e.g.,
malware protection, exploit prevention) are not fully operational, possibly due to compatibility issues, missing prerequisites, or
configuration errors. To troubleshoot this status, engineers need to identify the specific components or issues affecting the endpoint,
which can be done by examning detailed endpoint data and status nformation.

* Correct Answer Analysis (B, C):

* B. XQL query of the endpoints dataset: AnXQL (XDR Query Language)query against the endpoints dataset (e.g., dataset =
endpoints | filter endpoint_status =

"PARTIALLY PROTECTED"| fields endpoint_name, protection status details) provides detailed insights into the reasons for the
partially protected status. The endpoints dataset includes fields like protection status_details, which specify which modules are not
functioning and why.

* C. All Endpoints page: TheAll Endpoints pagein the Cortex XDR console displays a list of all endpoints with their statuses,
including those that are partially protected. Clicking into an endpoint's details reveals specific information about the protection status,
such as which modules are disabled or encountering issues, helping identify the cause of the status.

* Why not the other options?

* A. Management Audit Logs: Management Audit Logs track administrative actions (e.g,, policy changes, agent installations), but
they do not provide detailed insights into the endpoint's protection status or the reasons for partial protection.

* D. Asset Inventory: Asset Inventory provides an overview of assets (e.g,, hardware, software) but does not specifically detail the
protection status of Cortex XDR agents or the reasons for partial protection.

Exact Extract or Reference:

TheCortex XDR Documentation Portalexplains troubleshooting partially protected endpoints:"Use the All Endpoints page to view
detailed protection status, and run an XQL query against the endpoints dataset to identify specific issues contributing to a partially
protected status" (paraphrased from the Endpoint Management section). TheEDU-260: Cortex XDR Prevention and
Deploymentcourse covers endpoint troubleshooting, stating that "the All Endpoints page and XQL queries of the endpoints dataset
provide insights into partial protection issues" (paraphrased from course materials). ThePalo Alto Networks Certified XDR Engineer
datasheetincludes "maintenance and troubleshooting” as a key exam topic, encompassing endpoint status investigation.

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex. paloaltonetworks.cony EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheethttps//www.paloaltonetworks.conyservices/education

[certification#xdr-engineer
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