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H #34

Refer to the following applications:

* hr.company.com

* finance.company.com

* customer.order.company.com

‘Which action should be taken to allow these applications to share the same web session?

A. Use Rewrite Cookie Domain rule
B. Set Audience option

C. Set Cookie Domain option

D. Use Rewrite Cookie Path rule

Ef#: C

fERHL:
For multiple subdomains to share the same PingAccess session, theCookie Domainmust be configured so that the session cookie is
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valid across all listed applications.

Exact Extract:

"Set the Cookie Domain in the web session configuration to a parent domain (for example, .company.com) to enable applications in
different subdomains to share the same session."

* Option A (Set Audience option)applies to OAuth token validation, not cookie sharing.

* Option B (Set Cookie Domain option)is correct - e.g., setting.company.comallows session cookies to be shared.

* Option C (Rewrite Cookie Domain rule)modifies upstream cookies for back-end applications, not PingAccess session cookies.

* Option D (Rewrite Cookie Path rule)is unrelated; it modifies paths for cookies, not domains.

Reference:PingAccess Administration Guide - Web Session Configuration

HM #35

A financial application should be prompted for step-up authentication on a URL that allows money transfers.

A previous administrator configured rules to be applied on the required application URL. Users are not prompted for step-up
authentication when accessing the/sranafemmeneyURL endpoint.

Which two actions should the administrator take? (Choose 2 answers.)

e A Create a new identity mapping containing authentication context values and add the mapping to the existing rule

¢ B. Verify that a rejection handler rule exists and is applied to the application to see if a user has met the required
authentication context

C. Make sure that the existing rule's authentication requirements contain the appropriate minimum authentication requirements
D. Verify that an authentication requirement rule is applied to the application to see if a user has met the required
authentication context

¢ E. Make sure that the existing rule's token validation contains the appropriate mminum authentication requirements

iFfE: C. D

fEEL:

Step-up authentication in PingAccess is enforced throughAuthentication Requirement Rules. If users are not prompted, the likely
issues are:

* The rule is missing from the application/resource.

* The rule's minimum authentication context does not include MFA.

Exact Extract:

"Authentication requirement rules determine whether PingAccess will challenge a user with additional authentication (such as MFA).
Ensure that the rule is applied to the resource and that the authentication context is set correctly."”

* Option Ais incorrect - rejection handlers define error handling, not MF A enforcement.

* Option Bis correct - verify the authentication requirement rule is applied.

* Option Cis correct - ensure the rule contains the right MFA requirements.

* Option Dis incorrect - identity mappings do not enforce step-up authentication.

* Option Eis incorrect - token validation rules check validity, not MFA levels.

Reference:PingAccess Administration Guide - Authentication Requirements

E R #36
A department has a requirement to protect anything in its application that resides in a folder named
"escalated," no matter where that folder is in the path. Which path prefix should be used in this situation?

A. escalated/

B. */escalated/+
C. */escalated/
D. /*escalated/

Ef: C

AR :

PingAccess supports flexible path matching for resources using wildcards. If the requirement is to matchany path that contains a
folder named "escalated", the correct format is:

* */escalated/# matchesany locationof theescalateddirectory within the path.

Exact Extract:

"The asterisk (*) wildcard matches zero or more characters. Use it in resource paths to match folders at any depth."

* Option A (escalated/)only matches when the resource starts with "escalated/" at the root, not at arbitrary depth.



* Option B (*/escalated/)is correct - it matches theescalatedfolder no matter where it occurs.

* Option C (*/escalated/+ )is incorrect -+is not a valid PingAccess wildcard operator.

* *Option D (/escalated/)matches only when the path starts with "escalated" at the first level, not arbitrary positions.
Reference:PingAccess Administration Guide -Resource Path Matching

HE #37
An administrator configures PingAccess to use PingFederate as the token provider. Which benefit does this provide?

A. The ability to manage token issuance criteria from within PingAccess

B. The automatic population of the Client ID field for selection in creating or editing a Web Session
C. The ability to define new OAuth clients in PingFederate from within PingAccess

D. The ability to use Single Sign-On support for the administrative console and OAuth for Admin API

Ef#: B

R -

When PingAccess is integrated with PingFederate as aToken Provider, the OAuth clients already configured in PingFederate
become available in PingAccess. This enables administrators toautomatically select Client IDswhen creating Web Sessions.
Exact Extract:

"When PingAccess uses PingFederate as its token provider, PingFederate OAuth clients appear automatically in PingAccess for
selection during web session configuration.”

* Option Ais incorrect - this refers to Admin Console authentication, which is separate.

* Option Bis incorrect - OAuth clients nmust be created in PingFederate, not from within PingAccess.

* Option Cis incorrect - token issuance policies are managed in PingFederate, not PingAccess.

* Option Dis correct - the Client ID dropdown is populated automatically from PingFederate.

Reference:PingAccess Admmistration Guide - Token Provider Configuration

EH #38
An administrator needs to configure an application that uses a backend web server that has its own authentication mechanism. Which
type of object must be configured for PingAccess to provide access to the target server?

A. Web Session

B. Access Control Rule
C. Token Provider

D. Site Authenticator

IEf#: D

fiR .-

When a backend application requires its own authentication (e.g., Basic Auth or mutual TLS), PingAccess uses aSite
Authenticatorto inject the necessary credentials.

Exact Extract:

"Site Authenticators provide the credentials PingAccess uses when authenticating to target applications that require their own
authentication mechanisirs."

* Option A (Token Provider)is incorrect - this is used for OIDC/OAuth tokens, not site-level authentication.

* Option B (Web Session)manages end-user sessions, not backend site authentication.

* Option C (Site Authenticator)is correct - it handles authentication between PingAccess and the backend.

* Option D (Access Control Rule)enforces authorization, not backend authentication.

Reference:PingAccess Administration Guide -Site Authenticators
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