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R #42
‘What are essential components of a Kerberos-based authentication system in Active Directory?
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Response:

A. Access Control List (ACL)

B. Ticket Granting Ticket (TGT)

C. Key Distribution Center (KDC)

D. Security Account Manager (SAM)

Eﬁ: B\ C

HM #43

Which of'the following is NOT a common attack vector in compromising Kerberos authentication within an Active Directory
domain?

Response:

A. Pass-the-Ticket
B. Silver Ticket

C. Golden Ticket
D. DNS Spoofing

Ef#E: D

H #44
What is a characteristic of a drive-by download attack used for payload delivery?
Response:

A. Tt exploits vulnerabilities in a web browser to install malware without user consent.
B. It encrypts user data for ransom.

C. It requires user interaction to download the malicious software.

D. It is only active during a DDoS attack.

Ef: A

HR #45
What is the main objective of threat hunting in cybersecurity?
Response:

A. To deploy antivirus solutions

B. To respond to data breaches

C. To monitor network traffic passively

D. To proactively search for and mitigate potential threats

IEf#: D

H #46

Your organization is conducting a threat-hunting exercise. During the process, your team identifies an unfamiliar service running on
several servers, all communicating with an external IP address that has no known business fimction. Upon deeper investigation, the
team suspects the presence of a command and control (C2) channel.

What immediate steps should your team take to mitigate the threat and secure the network?

Response:

A. Reboot the affected servers and restore them from backup

B. Isolate the affected servers and block commumication to the suspicious external IP address
C. Increase system logging on the servers and wait for more activity to gather evidence

D. Notify all employees to change their passwords and update their access controls

IEf: B
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