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Google Cloud Certified - Professional Cloud Security Engineer Exam Sample
Questions (Q42-Q47):
NEW QUESTION # 42 
A customer's company has multiple business units. Each business unit operates independently, and each has their own engineering
group. Your team wants visibility into all projects created within the company and wants to organize their Google Cloud Platform
(GCP) projects based on different business units. Each business unit also requires separate sets of IAM permissions.
Which strategy should you use to meet these needs?

A. Assign GCP resources in a VPC for each business unit to separate network access.
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B. Create an organization node, and assign folders for each business unit.
C. Establish standalone projects for each business unit, using gmail.com accounts.
D. Assign GCP resources in a project, with a label identifying which business unit owns the resource.

Answer: B

Explanation:
To organize GCP projects based on different business units and manage IAM permissions, you should create an organization node
and assign folders for each business unit. This approach allows you to logically separate projects under folders and apply IAM
policies at the folder level.
Step-by-Step:
* Create Organization Node: Ensure that your GCP account is linked to an organization.
* Create Folders for Business Units:
* Navigate to the GCP Console > IAM & Admin > Resource Manager.
* Create a folder for each business unit under the organization node.
* Move Projects to Folders:
* Move existing projects into the respective folders according to the business unit.
* Set IAM Policies:
* Assign IAM roles and permissions at the folder level to manage access for each business unit independently.
* Monitor and Manage: Use Cloud Audit Logs and other GCP tools to monitor the activities and ensure compliance with the
organization's policies.
References:
* Creating and Managing Folders
* Managing IAM Policies

NEW QUESTION # 43 
Your Security team believes that a former employee of your company gained unauthorized access to Google Cloud resources some
time in the past 2 months by using a service account key. You need to confirm the unauthorized access and determine the user
activity. What should you do?

A. Use the Cloud Data Loss Prevention API to query logs in Cloud Storage.
B. Use Security Health Analytics to determine user activity.
C. Use the Logs Explorer to search for user activity.
D. Use the Cloud Monitoring console to filter audit logs by user.

Answer: C

Explanation:
* Objective: Ensure that a Cloud Storage bucket in Project A can only be readable from Project B and prevent data access or
copying to Cloud Storage buckets outside the network, even with correct credentials.
* Solution: Use VPC Service Controls to create a security perimeter.
* Steps:
* Step 1: Open the Google Cloud Console.
* Step 2: Navigate to the VPC Service Controls page.
* Step 3: Create a new service perimeter.
* Step 4: Add Project A and Project B to the service perimeter.
* Step 5: Include Cloud Storage service in the perimeter configuration.
* Step 6: Define access levels to ensure that only resources within the perimeter can access the Cloud Storage bucket.
By setting up a VPC Service Controls perimeter, you can enforce security boundaries that restrict data access and movement to
within defined projects, providing an extra layer of protection beyond IAM permissions.
References:
* VPC Service Controls Overview
* Configuring VPC Service Controls

NEW QUESTION # 44 
Your customer has an on-premises Public Key Infrastructure (PKI) with a certificate authority (CA). You need to issue certificates
for many HTTP load balancer frontends. The on-premises PKI should be minimally affected due to many manual processes, and the
solution needs to scale.
What should you do?



A. Use the web applications with PKCS12 certificates issued from subordinate CA based on OpenSSL on- premises Use
the gcloud tool for importing. Use the External TCP/UDP Network load balancer instead of an external HTTP Load
Balancer.
B. Use Certificate Manager to import certificates issued from on-premises PKI and for the frontends.
Leverage the gcloud tool for importing
C. Use Certificate Manager to issue Google managed public certificates and configure it at HTTP the load balancers in your
infrastructure as code (laC).
D. Use a subordinate CA in the Google Certificate Authority Service from the on-premises PKI system to issue certificates
for the load balancers.

Answer: D

Explanation:
This approach allows you to leverage your existing on-premises PKI infrastructure while minimizing its impact and manual processes.
By creating a subordinate CA in Google's Certificate Authority Service, you can automate the process of issuing certificates for your
HTTP load balancer frontends. This solution scales well as the number of load balancers increases.

NEW QUESTION # 45 
As adoption of the Cloud Data Loss Prevention (DLP) API grows within the company, you need to optimize usage to reduce cost.
DLP target data is stored in Cloud Storage and BigQuery. The location and region are identified as a suffix in the resource name.
Which cost reduction options should you recommend?

A. Use FindingLimits and TimespanContfig to sample data and minimize transformation units.
B. Set appropriate rowsLimit value on BigQuery data hosted outside the US, and minimize transformation units on
multiregional Cloud Storage buckets.
C. Set appropriate rowsLimit value on BigQuery data hosted outside the US and set appropriate bytesLimitPerFile value on
multiregional Cloud Storage buckets.
D. Use rowsLimit and bytesLimitPerFile to sample data and use CloudStorageRegexFileSet to limit scans.

Answer: D

Explanation:
https://cloud.google.com/dlp/docs/inspecting-storage#sampling https://cloud.google.com/dlp/docs/best-practices-
costs#limit_scans_of_files_in_to_only_relevant_files

NEW QUESTION # 46 
Your organization is transitioning to Google Cloud You want to ensure that only trusted container images are deployed on Google
Kubernetes Engine (GKE) clusters in a project. The containers must be deployed from a centrally managed. Container Registry and
signed by a trusted authority.
What should you do?
Choose 2 answers

A. Enable Container Threat Detection in the Security Command Center (SCC) for the project.
B. Create a custom organization policy constraint to enforce Binary Authorization for Google Kubernetes Engine (GKE).
C. Configure the Binary Authorization policy with respective attestations for the project.
D. Enable Pod Security standards and set them to Restricted.
E. Configure the trusted image organization policy constraint for the project.

Answer: B,C

Explanation:
* Configure Binary Authorization:
* Binary Authorization is a deploy-time security control that ensures only trusted container images are deployed on GKE. It uses
attestations to verify the authenticity and integrity of the images.
* Enable Binary Authorization in your project through the Google Cloud Console or using the gcloud command-line tool.
* Define attestation policies that specify which attestors (trusted entities) must sign off on container images before deployment.
* Set Up Attestors:
* Create and configure attestors that will sign the container images. This involves generating cryptographic keys and setting up



trusted authorities.
* Attestors can be configured to sign images based on criteria such as vulnerability scanning results, compliance checks, and other
security policies.
* Create a Custom Organization Policy Constraint:
* Define an organization policy constraint that enforces Binary Authorization across your GKE clusters.
* This custom constraint ensures that all clusters in the organization must adhere to the Binary Authorization policy, preventing the
deployment of unsigned or unauthorized container images.
* Implement and Enforce the Policies:
* Apply the Binary Authorization policy and the organization policy constraint to your GKE clusters.
* Regularly review and update the policies and attestation rules to align with your security and compliance requirements.
References:
* Binary Authorization Documentation
* Creating Attestors
* Organization Policy Constraints

NEW QUESTION # 47
......
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