CISSPEIZ O, CISSPAIEIS AR 2

© e

E 3 Ttcertkroll M Google Drive2 & 5t £ & 2026 ISC CISSP Al EA & 0] U&LCH:
https/drive.google.com/open?id=1xPzbp4Jf{GVgX c95CSbtHug-Sp4GblO

Ttcertkr@] ISC CISSPRZ 21SC CISSPAIHIZHIE 5% AETAL ZHEFSH olahe7 2| "Z LT ISC CISSP
Bz 2ZISC CISSPAIEIS| 71 E BRI 822 Eloiy|ol HB 80| F&LICH AN Holx|® HzH|g &
o grEsi=alylol 20| HELE FESME HLiT

CISSP 915 AlElE 872l M b0 foi@ ChEE ZUS o AlBQILICh O3S THiQlols Hot ¥ 9E &2,
RHAH O 2ot AX|LI0IZ, B4 O LESIT Hot A U ANA BB, HOH Il WEHAE Bt 2P WAL
Elof g 2eto| ZeHEILICH O] AIFR 250 THol HE A BRoR 2AEIH 2 Yolol M EH Aol X4, 7l
U S5HS HASST S MAEUALICH CISSP 215 AlBIol BZish2 B & Hot 2okolM 1000 Z2IE 5 700
3 oly, 24 5ol ME el ZEo| WRELIL

>> CISSPRIZ| R AH T <<

CISSPAIEIIHA Jl5E QISEHEXIE - CISSPEHZEX Z

ISCR!E CISSPAIRIHAE ITYAHISAIAEO| T £2 HESHY &2 0|5 § EE HolM d7HE 7ISHERM &
&LICHITYA £ ISC2IE CISSPAIRE MAS MEJIE HRE 81 U&LICH Ttcertkr@|ISCRIE CISSPEZZ Al
He MAStD AHAEE FSS{ HSH 2 FUZE TEHEM.

CISSP XtAF AlEE SAlS7| /IiME FEXES HE Eot 2okolM 2|4 5HS| HE AYE A Fo{ok gLt
B EHo 3 Y 2E|, K Hob Hot o F[HAM X 3, SN A HESF 2o A3 A M2 #al, 2o yot
LEHAE Hot 2P U LZEQ o] JHY Hot & 871l HE 2ot = mQlof chet Z2fEt ol ZF ok gL
=3

Z| £l ISC Certification CISSP F 2 M EZ2EA (Q1321-Q1326):

AE #1321
An employee ensures all cables are shielded, builds concrete walls that extend from the true floor to the true ceiling and installs a
white noise generator. What attack is the enployee trying to protect against?
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A. Social Engineering
B. Object reuse

C. Emanation Attacks
D. Wiretaping
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Explanation : Emanation attacks are the act of intercepting electrical signals that radiate from computing equipment. There are several
countermeasures including shielding cabling, white noise, control zones, and TEMPEST equipment (this is a Faraday cage around
the equipment)

The following answers were incorrect:

Social Engineering; Social Engineering does not involve hardware. A person make use of his/her social skills in order to trick
someone into revealing information they should not disclose. Object Reuse: It is related to the reuse of storage medias. One must
ensure that the storage media has been sanitized properly before it would be reuse for other usage. This is very important when
computer equipment is discarded or given to a local charity organization. Ensure there is no sensitive data left by degaussing the
device or overwriting it multiple times. Wiretapping: It consist of legally or illegally taping into someone else phone line to eavesdrop
on their commumication.

The following reference(s) were/was used to create this question: Shon Harris AIO 4th Edition

HE #1322
What can be defined as a formal security model for the integrity of subjects and objects in a system?

A. Bell LaPadulaLattice
B. Info Flow

C. Biba

D. Lattice
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The Handbook of Information System Management, 1999 Edition, ISBN: 0849399742 presents the following definition: In studying
the two properties of the Bell-LaPadula model, Biba discovered a plausible notion of integrity, which he defined as prevention of
unauthorized modification. The resulting Biba integrity model states that maintenance of integrity requires that data not flow froma
receptacle of given integrity to a receptacle of higher integrity. For example, if a process can write above its security level,
trustworthy data could be contaminated by the addition of less trustworthy data. SANS glossary at
http//www.sans.org/newlook/resources/glossary.htm define it as: Formal security model for the integrity of subjects and objects in a
system

AAE #1323

There is no way to completely abolish or avoid risks, you can only manage them. A risk free environment does not exist. If you have
risks that have been identified, understood and evaluated to be acceptable in order to conduct business operations. What is this this
approach to risk management called?

A. Risk Acceptance
B. Risk Transference
C. Risk Mitigation
D. Risk Avoidance

HE. A
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Risk management provides a mechanismto the organization to ensure that executive management knows current risks, and informed
decisions can be made to use one of the risk management principles: risk avoidance, risk transfer, risk mitigation, or risk acceptance,
Risk Acceptance is when the risk has been identified, understood and evaluated to be acceptable in order to conduct business
operations. Acceptance goes hand-in-hand with mitigation but they're slightly different.

At the end of the day, there is always a particle of risk we must undertake to perform business in a complex computing world.
Whether it is operating a website, hosting a VPN connection or connections for employees to the open internet, there is risk.
Managers can either accept, avoid or transfer risk to another party. Either way, risk must be dealt with to conduct business



operations.

The following answers are incorrect:

Risk Avoidance: Avoiding risk is when we avoid it altogether to deal with the risk. Whether it is by not hosting a website, not
operating your own web proxy or any other computing task. Choosing not to perform the process is risk avoidance. This isn't
correct because accepting risk is clearly not avoiding the risk.

Risk Transference: When we transfer risk, we pay someone else to undertake the risk on our behalf so that we may conduct
operations, benefit from the risk but don't undertake the risky operation ourselves. Accepting the risk is different from transferring
the risk to another organization apart from your own in that you're not accepting it at all. Someone else does for you.

Risk Mitigation: Mitigating risk means you accept it AND work around the risk to benefit fromit. A good example could be a
locked down web server or firewall. You benefit from the service they provide but mitigate risks nvolved by technical measures.
Miitigation is incotrect because it goes beyond merely accepting the risk by mitigating the risk to make it more acceptable.

The following reference(s) was used to create this question:

Gregg, Michael, Haines, Billy (2012-02-16). CASP: CompTIA Advanced Security

Practitioner Study Guide Authorized Courseware: Exam CAS-001 (p. 218). Wiley. Kindle

Edition.

and

Hernandez CISSP, Steven (2012-12-21). Official ISC)2 Guide to the CISSP CBK, Third

Edition ((ISC)2 Press) (Kindle Locations 8884-8886). Auerbach Publications. Kindle

Edition.

EE #1324
Which of the following is a document that identifies each item seized in an investigation, including date and time seized, full name and
signature or mitials of the person who seized the item, and a detailed description of the item?

A. Evidence tag

B. Chain of custody form
C. Search warrant return
D. Property book
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AR #1325
According to best practice, which of the following groups is the MOST effective in performing an information security compliance
audit?

A. External consultants

B. In-house security administrators
C. Disaster Recovery (DR) Team
D. In-house Network Team
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