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Oracle Cloud Infrastructure 2025 Developer Professional Sample Questions
(Q38-Q43):
NEW QUESTION # 38 
What is the difference between continuous delivery and continuous deployment in the DevOps methodology? (Choose the best
answer.)

A. Continuous delivery is a process that Initiates deployment manually, whereas continuous deployment is based on
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automating the deployment process.
B. Continuous delivery involves automation of developer tasks, whereas continuous deployment involves manual operational
tasks.
C. Continuous delivery requires automatic linting, whereas continuous deployment testing must be run manually.
D. Continuous delivery utilizes automatic deployment to a development environment, whereas continuous deployment involves
automatic deployment to a production environment.

Answer: D

Explanation:
The two correct differences between continuous delivery and continuous deployment in the DevOps lifecycle are: Continuous
delivery is a process that initiates deployment manually, while continuous deployment is based on automating the deployment
process. In continuous delivery, the software is ready for deployment, but the decision to deploy is made manually by a human. On
the other hand, continuous deployment automates the deployment process, and once the software passes all the necessary tests and
quality checks, it is automatically deployed without human intervention. Continuous delivery utilizes automatic deployment to a
development environment, while continuous deployment involves automatic deployment to a production environment. In continuous
delivery, the software is automatically deployed to a development or staging environment for further testing and validation. However,
the actual deployment to the production environment is performed manually. In continuous deployment, the software is automatically
deployed to the production environment, eliminating the need for manual intervention in the deployment process. These differences
highlight the level of automation and human involvement in the deployment process between continuous delivery and continuous
deployment approaches in the DevOps lifecycle.

NEW QUESTION # 39 
You have two microservices, A and B, running in production. Service A relies on APIs from service B. You want to test changes to
service A without deploying all of its dependencies, which include service B. Which approach should you take to test service A?

A. Test using API mocks.
B. There is no need to explicitly test APIs.
C. Test the APIs in private environments.
D. Test against production APIs.

Answer: A

Explanation:
API mocking is a technique that simulates the behavior of real APIs without requiring the actual implementation or deployment of the
dependent services1. API mocking allows you to test changes to service A without deploying all of its dependencies, such as service
B, by creating mock responses for the APIs that service A relies on1. API mocking has several benefits, such as1:
Faster testing: You can test your service A without waiting for service B to be ready or available, which reduces the testing time and
feedback loop.
Isolated testing: You can test your service A in isolation from service B, which eliminates the possibility of external factors affecting
the test results or causing errors.
Controlled testing: You can test your service A with different scenarios and edge cases by creating mock responses that mimic
various situations, such as success, failure, timeout, etc.

NEW QUESTION # 40 
Which testing strategy achieves high velocity of deployments and releases of cloud native applications? (Choose the best answer.)

A. Integration testing
B. A/B testing
C. Automated testing
D. Penetration testing

Answer: C

Explanation:
The testing strategy that achieves high velocity of deployments and releases of cloud native applications is "Automated testing."
Automated testing involves the use of automated tools and frameworks to execute tests, validate functionality, and detect issues or
bugs in an application. By automating the testing process, developers and DevOps teams can rapidly test and validate code changes,
ensuring that new features and updates are functioning correctly before being deployed to production. This approach helps increase



the speed and efficiency of the testing process, allowing for faster and more frequent deployments of cloud native applications.

NEW QUESTION # 41 
You developed a microservices-based application that runs in an Oracle Cloud Infrastructure (OCI) Container Engine for
Kubernetes (OKE) cluster. Your security team wants to use SSL termination for this application. What should you do to create a
secure SSL termination for this application using the fewest steps possible?

A. Create a self-signed certificate and its corresponding key. Create a Kubernetes secret using the certificate and the key.
Then add these annotations to the Kubernetes service: annotations: service.beta.kubernetes.io/oci-load-balancer-ssl-ports:
"443" service.beta.kubernetes.io/oci-load-balancer-tls-secret: ssl certificate-secret
B. Add these annotations to the kubernetes service: annotations: service.beta.kubernetes.io/oci-load-balancer-ssl-ports: "443"
service.beta.kubernetes.io/oci-load-balancer-ssl-secret-key: ssl secret-key
C. Generate a self-signed certificate using Let's Encrypt. Use that certificate on OCI Load Balancer. Create the Kubernetes
service using this load balancer.
D. Create a self-signed certificate and its corresponding key. Create a Kubernetes secret using the certificate and the key.
Then add these annotations to the Kubernetes service: annotations: service.beta.kubernetes.io/oci-load-balancer-ssl-ports:
"443" service.beta.kubernetes.io/oci-load-balancer-security-list management-mode: "Frontend"

Answer: A

Explanation:
The correct answer is: "Create a self-signed certificate and its corresponding key. Create a Kubernetes secret using the certificate
and the key. Then add these annotations to the Kubernetes service: annotations: service.beta.kubernetes.io/oci-load-balancer-ssl-
ports: '443' service.beta.kubernetes.io/oci-load-balancer-tls-secret: ssl certificate-secret." To create a secure SSL termination for
your microservices-based application running in an OCI Container Engine for Kubernetes (OKE) cluster, you can follow these
steps: Create a self-signed certificate and its corresponding key: Generate a self-signed SSL certificate and its private key using a
tool like OpenSSL. Create a Kubernetes secret: Create a Kubernetes secret using the certificate and key obtained in the previous
step. This secret will securely store the certificate and key within the Kubernetes cluster. Add annotations to the Kubernetes service:
Modify the Kubernetes service that exposes your application and add the following annotations to enable SSL termination:
annotations: service.beta.kubernetes.io/oci-load-balancer-ssl-ports: '443' (specify the SSL port as 443) annotations:
service.beta.kubernetes.io/oci-load-balancer-tls-secret: ssl certificate-secret (specify the name of the Kubernetes secret containing
the certificate and key) By following these steps, you can create a secure SSL termination for your application using a self-signed
certificate and Kubernetes secret. The annotations added to the Kubernetes service ensure that the SSL port is configured correctly
and the TLS secret is utilized for SSL termination when traffic reaches the load balancer. The other options provided are not the
most suitable approaches for achieving secure SSL termination in an OCI Container Engine for Kubernetes (OKE) cluster: Adding
annotations related to the OCI load balancer SSL secret key is not the correct approach for SSL termination in this scenario. Using
Let's Encrypt to generate a self-signed certificate and configuring it on the OCI Load Balancer is not necessary when you can create
and manage the SSL certificate within the Kubernetes cluster using a Kubernetes secret.

NEW QUESTION # 42 
Which TWO are part of the Cloud Native Computing Foundation (CNCF) container runtime? (Choose two.)

A. containerd
B. runc
C. getcd
D. rkt-o

Answer: A,B

Explanation:
The two components that are part of the Cloud Native Computing Foundation (CNCF) container runtime are: containerd:
containerd is an open-source container runtime that provides a runtime environment for containers, including managing container
images, executing containers, and handling container lifecycle events. It is designed to be lightweight and extensible, providing the
necessary functionality to run containers efficiently. runc: runc is a lightweight container runtime that serves as a reference
implementation of the Open Container Initiative (OCI) runtime specification. It is responsible for launching and managing containers
based on OCI specifications, including handling container isolation, namespaces, cgroups, and other low-level container operations.
These two components, containerd and runc, are widely used in the container ecosystem and are part of the CNCF's efforts to
promote and develop open-source technologies for cloud-native computing.
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