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HP#18

You are an incident responder at your organization using Google Security Operations (SecOps) for monitonng and mnvestigation.
You discover that a critical production server, which handles financial transactions, shows signs of unauthorized file changes and
network scanning from a suspicious IP address. You suspect that persistence mechanisms may have been installed. Youneed to use
Google SecOps to immediately contain the threat while ensuring that forensic data remains available for mvestigation. What should
you do first?

A. Use the EDR mtegration to quarantine the compromised asset.

B. Deploy emergency patches, and reboot the server to remove malicious persistence.

C. Use the firewall integration to submit the IP address to a network block list to mhibit internet access from that machine.
D. Use VirusTotal to enrich the IP address and retrieve the domain. Add the domain to the proxy block list.

IEf#: A

AR :

The most effective first step in containment while preserving forensic data is to use the EDR integration to quarantine the
compromised asset. Quarantine isolates the server from the network, preventing further malicious activity, but it does not wipe or
reboot the system, ensuring that evidence such as persistence mechanisms, unauthorized file changes, and indicators of compromise
remain intact for forensic nvestigation.

R #19
After resolving a confirmed security incident in Google Cloud, what action provides the GREATEST long-term security
improvement?

e A Increasing log retention
¢ B. Updating detections, playbooks, and IAM controls based on lessons learned
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¢ C. Closing all related alerts
¢ D. Adding more analysts

IEf#: B

R -
Improving detections and controls ensures the organization is better protected against similar future attacks.

HM #20

You need to augment your organization's existing Security Command Center (SCC) implementation with additional detectors. You
have a list of known IoCs and would like to include external signals for this capability to ensure broad detection coverage. What
should you do?

¢ A Create a custom log sink with internal and external I[P addresses from threat intelligence. Use the SCC API to generate a
finding for each event.

¢ B. Create an Event Threat Detection custom module using the "Configurable Bad IP" template.

e C. Create a Security Health Analytics (SHA) custom module using the compute address resource.

e D. Create a custom posture for your organization that combines the prebuilt Event Threat Detection and Security Health
Analytics (SHA) detectors.

Ef#: B

A -

Comprehensive and Detailed 150 to 250 words of Explanation From Exact Extract Google Security Operations Engineer
docurments:

The correct solution is to create an Event Threat Detection (ETD) custom module. ETD is the Security Command Center (SCC)
service designed to analyze logs for active threats, anomalies, and malicious behavior. The user's requirement is to use a list of
known Indicators of Compromise (IoCs) and external signals, which directly aligns with the purpose of ETD.

In contrast, Security Health Analytics (SHA), mentioned in options A and B, is a posture management service. SHA custom
modules are used to detect misconfigurations and vulnerabilities in resource settings, not to analyze log streams for threat activity
based on IoCs.

Event Threat Detection provides pre-built templates for creating custom modules to simplify the detection engineering process. The
"Configurable Bad IP" template is specifically designed for this exact use case. It allows an organization to upload and maintain a list
of known malicious IP addresses (a common form of external IoC). ETD will then continuously scan relevant log sources, such as
VPC Flow Logs, Cloud DNS logs, and Cloud NAT logs. If any activity to or from an IP address on this custom [ist is detected,
ETD automatically generates a CONFIGURABLE BAD IP finding in Security Command Center for review and response. This
approach is the native, efficient, and supported method for integrating IP-based IoCs into SCC, unlike option D which requires
building a complex, manual pipeline.

(Reference: Google Cloud documentation, "Overview of Event Threat Detection custom modules"; "Using Event Threat Detection
custom module templates')

HE#21

Your organization's Google Security Operations (SecOps) tenant is ingesting a vendor's firewall logs in its default JSON format using
the Google-provided parser for that log. The vendor recently released a patch that introduces a new field and renames an existing
field in the logs. The parser does not recognize these two fields and they remain available only in the raw logs, while the rest of the
log is parsed normally. You need to resolve this logging issue as soon as possible while mmimizing the overall change management
impact. What should you do?

e A Use the Extract Additional Fields tool in Google SecOps to convert the raw log entries to additional fields.

e B. Use the web interface-based custom parser feature in Google SecOps to copy the parser, and modify it to map both fields
to UDM.

e C. Write a code snippet, and deploy it in a parser extension to map both fields to UDM.

¢ D. Deploy a third-party data pipeline management tool to ingest the logs, and transform the updated fields into fields
supported by the default parser.

EfE: A

A -
The quickest and lowest-impact solution is to use the Extract Additional Fields tool in Google SecOps. This allows you to map the



new and renamed fields from the raw logs into UDM fields without modifying the default parser or deploying custom code, ensuring
the logs are fully parsed and available for downstream detections.

HP #22

You need to augment your organization's existing Security Command Center (SCC) implementation with additional detectors. You
have a list of known IoCs and would like to include external signals for this capability to ensure broad detection coverage. What
should you do?

¢ A Create a custom log sink with internal and external [P addresses from threat intelligence. Use the SCC API to generate a
finding for each event.

¢ B. Create an Event Threat Detection custom module using the "Configurable Bad IP" template.

e C. Create a Security Health Analytics (SHA) custom module using the compute address resource.

¢ D. Create a custom posture for your organization that combines the prebuilt Event Threat Detection and Security Health
Analytics (SHA) detectors.

Ef#: B

fERHL -

The correct solution is to create an Event Threat Detection (ETD) custom module. ETD is the Security Command Center (SCC)
service designed to analyze logs for active threats, anomalies, and malicious behavior. The user's requirement is to use a list of
known Indicators of Compromise (IoCs) and external signals, which directly aligns with the purpose of ETD.

In contrast, Security Health Analytics (SHA), mentioned in options A and B, is a posture management service. SHA custom
modules are used to detect misconfigurations and vulnerabilities in resource settings, not to analyze log streamns for threat activity
based on IoCs.

Event Threat Detection provides pre-built templates for creating custom modules to simplify the detection engineering process. The
"Configurable Bad IP" template is specifically designed for this exact use case. It allows an organization to upload and maintain a list
of known malicious IP addresses (a common form of external IoC). ETD will then continuously scan relevant log sources, such as
VPC Flow Logs, Cloud DNS logs, and Cloud NAT logs. If any activity to or from an IP address on this custom list is detected,
ETD automatically generates a CONFIGURABLE BAD I[P finding in Security Command Center for review and response. This
approach is the native, efficient, and supported method for integrating IP-based IoCs into SCC, unlike option D which requires
building a complex, manual pipeline.

(Reference: Google Cloud documentation, "Overview of Event Threat Detection custom modules"; "Using Event Threat Detection
custom module templates")
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