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Juniper Security, Specialist (JNCIS-SEC) Sample Questions (Q57-Q62):
NEW QUESTION # 57 
You are asked to block malicious applications regardless of the port number being used.
In this scenario, which two application security features should be used? (Choose two.)

A. AppFW
B. AppQoE
C. AppTrack
D. APPID

Answer: A,D
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NEW QUESTION # 58 
Exhibit

Referring to the exhibit, what do you determine about the status of the cluster.

A. Node 1 is down
B. Node 2 is down.
C. There are no issues with the cluster.
D. Both nodes determine that they are in a primary state.

Answer: A

NEW QUESTION # 59 
Which two statements about SRX Series device chassis clusters are correct? (Choose two.)

A. The chassis cluster can contain a maximum of two devices.
B. The chassis cluster data plane is connected with revenue ports.
C. The chassis cluster can contain a maximum of three devices.
D. The chassis cluster data plane is connected with SPC ports.

Answer: A,B

Explanation:
Two statements that are correct about SRX Series device chassis clusters are:
The chassis cluster data plane is connected with revenue ports: A chassis cluster is a high-availability feature that groups two identical
SRX Series devices into a cluster that acts as a single device. The cluster has two types of links: control links and fabric links. The
control links are used for exchanging heartbeat messages and configuration synchronization between the nodes. The fabric links are
used for forwarding data traffic between the nodes. The fabric links are connected with revenue ports, which are regular Ethernet
interfaces that can also be used for normal traffic when not in cluster mode.
The chassis cluster can contain a maximum of two devices: A chassis cluster can only consist of two nodes: node 0 and node 1. The
nodes must be the same model, have the same hardware configuration, run the same software version, and have the same license
keys. The nodes share a common configuration and act as backup for each other in case of failure.
Reference: = Configuring Chassis Clustering on SRX Series Devices, SRX Series Chassis Cluster Configuration Overview,
Connecting SRX Series Firewalls to Create a Chassis Cluster



NEW QUESTION # 60 
You want to manually failover the primary Routing Engine in an SRX Series high availability cluster pair.
Which step is necessary to accomplish this task?

A. Manually request the failover and identify the secondary node
B. Implement the control link recover/ solution before adjusting the priorities.
C. Adjust the priority in the configuration on the secondary node.
D. Issue the set chassis cluster disable reboot command on the primary node.

Answer: A

Explanation:
This step involves issuing a command to manually initiate a failover from the primary Routing Engine to the secondary. This can
typically be done using a command like request chassis cluster failover redundancy-group <group-number> node <node-id>, where
<group-number> is the redundancy group you are failing over, and <node-id> specifies the node to which you want to failover
(usually the secondary node). This command forces the designated node to take over as primary for the specified redundancy group.

NEW QUESTION # 61 
Click the Exhibit button.

Referring to the exhibit, what will the SRX Series device do in this configuration?

A. Packets from the infected hosts with a threat level of 8 will be dropped and a log message will be generated.



B. Packets from the infected hosts with a threat level of 8 or above will be dropped and no log message will be generated.
C. Packets from the infected hosts with a threat level of 8 or above will be dropped and a log message will be generated.
D. Packets from the infected hosts with a threat level of 8 will be dropped and no log message will be generated.

Answer: B

Explanation:
The exhibit shows a configuration snippet for security intelligence on an SRX Series device. Security intelligence is a feature that
allows you to block or monitor traffic from malicious sources based on threat intelligence feeds from Juniper ATP Cloud or other
providers. The configuration defines a profile for ATP Infected-Hosts, which is a feed that contains IP addresses of hosts that are
infected with malware and communicate with command-and-control servers. The configuration also defines a rule for threat level 8,
which is a parameter that indicates the severity of the threat.
Based on this configuration, the SRX Series device will do the following:
Packets from the infected hosts with a threat level of 8 or above will be dropped: The action block-and- drop under the rule means
that the device will block any traffic from the infected hosts that have a threat level equal to or higher than 8. This will prevent the
hosts from sending or receiving malicious commands or data.
No log message will be generated: The absence of any log option under the rule means that the device will not generate any log
message for the blocked traffic. This may reduce the load on the device and the logging server, but it may also limit the visibility and
analysis of the security events. Reference: = Security Intelligence Theory, Firewall Filter Support on Loopback Interface
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