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Fortinet FCSS - Network Security 7.4 Support Engineer Sample Questions
(Q73-Q78):
NEW QUESTION # 73 
Refer to the exhibit, which shows a partial web filter profile configuration.

The URL www.dropbox.com is categorized as File Sharing and Storage. Which action does FortiGate take if a user attempts to
access www.dropbox.com?

A. Based on the URL Filter configuration, FortiGate allows the connection.
B. FortiGate blocks the connection as an invalid URL.
C. Based on the Web Content filter configuration, access to www.dropbox.com would be exempted.
D. FortiGate blocks the connection, based on the FortiGuard category-based filter configuration.

Answer: A

Explanation:
FortiGate will allow the user's request, because static URL filter entries take priority over the FortiGuard category block. The
*dropbox.comwildcard allow rule in the URL Filter overrides the "File Sharing and Storage" block.

NEW QUESTION # 74 
Refer to the exhibit, which contains the output of diagnose vpn tunnel list.



Which command will capture ESP traffic for the VPN named DialUp_0?

A. diagnose sniffer packet any 'esp and host 10.200.3.2'
B. diagnose sniffer packet any 'ip proto 50'
C. diagnose sniffer packet any 'host 10.0.10.10'
D. diagnose sniffer packet any 'port 4500'

Answer: D

NEW QUESTION # 75 
Refer to the exhibit, which contains partial output from an IKE real-time debug.



The administrator does not have access to the remote gateway. Based on the debug output, which configuration change the
administrator make to the local gateway to resolve the phase 1 negotiation error?

A. In the phase 1 proposal configuration, add AES256-SHA256 to the list of encryption algorithms.
B. In the phase 1 network configuration, set the IKE version to 2.
C. In the phase 1 proposal configuration, add AESCBC-SHA2 to the list of encryption algorithms.
D. In the phase 1 proposal configuration, add AES128-SHA128 to the list of encryption algorithms.

Answer: A

Explanation:
Add an AES256 SHA256 proposal to your local Phase 1 settings so that the FortiGate can match the peer's AES CBC/256 with
SHA 256 proposal.

NEW QUESTION # 76 
Refer to the exhibit. Which three pieces of information does the diagnose sys top command provide? (Choose three.)



A. If the neweli daemon continues to be in the R state, it will need to be manually restarted.
B. The cmdbsvr process is occupying 2.4% of the total user memory space.
C. The diagnose sys top command has been running for 18 minutes.
D. The miglogd daemon is running on CPU core ID 0.
E. The miglogd daemon would be on top of the list, if the administrator pressed m on the keyboard.

Answer: B,C,D

Explanation:
The last column shows the CPU core ID, so you can see miglogd is running on core 0.
The "Run Time" line tells you how long the system (and thus the top command) has been up -
18 minutes in this case.
The MEM% column shows cmdbsvr is using 2.4 % of memory.

NEW QUESTION # 77 
Refer to the exhibit, which contains the output of diagnose vpn tunnel list.

Which command will capture ESP traffic for the VPN named DialUp_0?

A. diagnose sniffer packet any 'esp and host 10.200.3.2'
B. diagnose sniffer packet any 'ip proto 50'
C. diagnose sniffer packet any 'host 10.0.10.10'
D. diagnose sniffer packet any 'port 4500'

Answer: D

NEW QUESTION # 78
......
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