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NEW QUESTION # 68
A systerms administrator wants to review the logs from an Apache 2 error.logfile in real time and save the information to another file
for later review. Which of the following commands should the admmnistrator use?

A. tail -f /var/log/apache2/error.log > logfile. txt
B. tail -f/var/log/apache2/error.log | logfile.txt

C. tail -f/var/log/apache2/error.log >> logfile. txt
D. tail -f /var/log/apache2/error.log | tee logfile.txt

Answer: D

Explanation:
Using tee allows output to be viewed in real time on the terminal while simultaneously writing it to logfile.txt. This meets both
requirements: monitoring live updates and saving them for later review.

NEW QUESTION # 69

A user ona Linux VM is running /work/test.shBash script and receives the following error:
bash: /work/test.sh: Permission denied

After further investigation, the user receives the following outputs:

# 1s -1 /work/test.sh
=TWXL==C==. 1 testuser test 512 Jul 12 2023 /work/test.sh

# mount N
/dev/mapper/work on /work type)xfs (rq,goﬁuid,nodev,noexec,relatime,seclabel,attrZ,noquota)

Which of the following commands should a systems administrator run to fix the issue?

A. chmod o+x /work/test.sh
B. mount -o remount,suid /work
C. mount -0 remount,exec /work
D. chmod gtx /work/test.sh

Answer: C

Explanation:
The script /work/test.sh already has execute permissions (-rwxr--1--), but the filesystem is mounted with the noexec option, which
prevents execution of binaries and scripts. Remounting the filesystem with the exec option allows execution of the script.

NEW QUESTION # 70
While hardening a system, an administrator runs a port scan with Nmap, which returned the following output:

# nmap 104.21.75.76

Starting Nmap 7.80 ( https://nmap.org ) at 2024-07-09 18:09 UTC
Nmap scan report for 104.21.75.76

Host is up (0.00087s latency).

Not shown: 996 closed ports

PORT STATE SERVICE

23/tcp open telnet

80/tcp open http

443/tcp open https

8080/tcp open http-proxy

Nmap done: 1 IP address (1 host up) scanned in 4.93 seconds

Which of'the following is the best way to address this security issue?

e A. Configuring a firewall to block traffic on port 23 on the server



¢ B. Disabling and removing the Telnet service on the server
¢ (. Changing the systens administrator's password to prevent unauthorized access
¢ D. Closing port 80 on the network switch to block traffic

Answer: B

Explanation:

Port 23/tcp indicates Telnet, which is insecure because it transmits data in plaintext. The best hardening approach is to disable and
remove the Telnet service entirely, eliminating the vulnerability rather than just blocking it at the firewall. Secure alternatives like SSH
should be used instead.

NEW QUESTION # 71

An admmnistrator receives the following output while attempting to unmount a filesystem:

umount /datal: target is busy.

Which of the following commands should the administrator run next to determine why the filesystem is busy?

A. ps -f/datal

B. du-sh/datal

C. top -d /datal

D. Isof | grep /datal

Answer: D

Explanation:
The Isof command lists open files and the processes using them. Running Isof | grep /datal will show which processes are keeping
the /datal filesystem busy, preventing it from being unmounted.

NEW QUESTION # 72
Which of the following best describes JSON?

A. A file format for exchanging information or data between systems

B. An open-source platform that facilitates the creation and admmistration of isolated environments

C. A software-based technique that allows a computer to simulate one or more machines so they appear to be real
D. A programming language that developers use to build dynamic websites

Answer: A

Explanation:

JSON (JavaScript Object Notation) is a lightweight data-interchange format that is easy for humans to read and write, and easy for
machines to parse and generate. JSON is commonly used to transmit data between a server and a client, as it is language-
independent and can be used in many environments.
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