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‘When analyzing threat modeling data to determine risk profiles of nfrastructure and applications, which of the following aspects
should be assessed?

(Select all that apply)

Response:

A. Current market trends

B. Security controls in place

C. Vulnerabilities in the system

D. Potential attackers and their motivations

Eﬁ: C\ D

HME#78
During a security incident, what should be the primary goal of the security response team?
Response:

A. Identifying potential vulnerabilities

B. Assigning blame to individuals

C. Minimizing the impact and restoring normal operations
D. Determining the cost of the incident

Ef#: C

B #79

Which of the following are common sources of threat intelligence?
(Select all that apply)

Response:

A. Vendor advisories
B. Threat feeds

C. Security conferences
D. Antivirus software

Ef#: B. C

E Y #80

‘When proposing a new security control for a company, what should be included in the justification?
(Select all that apply)

Response:

A. Business inpact analysis

B. Expected cost savings

C. Enployee training schedules

D. Detailed technical specifications

EfE: A. B

I #81

Scenario: After a security breach, it was found that critical logs were not being collected or analyzed, making it difficult to understand
the breach's full impact.

What immediate steps should be taken to improve future incident response?

Response:

e A Implement centralized logging to ensure all critical logs are collected.
e B. Conduct a full security audit of all systems.
e (. Ignore the issue and focus on current operations.



D. Hire additional staff to monitor security events.

EfE: A

B #82
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