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E R #403

You have an Azure subscription that uses Microsoft Sentinel.

Youneed to minimize the administrative effort required to respond to the incidents and remediate the security threats detected by
Microsoft Sentinel

Which two features should you use? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

e A. Azure Functions apps
e B. Microsoft Sentinel bookmarks
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o (. Microsoft Sentinel automation rules
e D. Azure Automation runbooks
¢ E. Microsoft Sentinel playbooks

Eﬁ: C\ E
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Microsoft Sentinel's Automation rules can be used to automatically trigger actions or playbooks in response to detected security
mcidents. This reduces the need for manual intervention and minimizes administrative effort.

Playbooks in Microsoft Sentinel can be used to automate incident response tasks and remediation steps, such as quarantining an
affected machine or disabling a compromised account. This allows you to quickly and consistently take action on security incidents,
further reducing admnistrative effort.

A #404

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the
Teview screen.

You are configuring Microsoft Defender for Identity integration with Active Directory.

From the Microsoft Defender for identity portal, you need to configure several accounts for attackers to exploit.

Solution: You add the accounts to an Active Directory group and add the group as a Sensitive group.

Does this meet the goal?

e A No
e B. Yes

EM: A
W

Reference:
httpsz/docs.microsoft.conven-us/defender- for-identity/manage-sensitive-honeytoken-accounts

E R #405
You need to ensure that the Group1 members can meet the Microsoft Sentinel requirements.
Which role should you assign to Group1?

A. Automation Operator

B. Microsoft Sentinel Playbook Operator

C. Logic App Contributor

D. Microsoft Sentinel Automation Contributor

IEf#: B

R # 406

You have a Microsoft 365 E5 subscription.

You have the following KQL query.

Youneed to use the query to create a Microsoft Defender XDR custom detection rule that can isolate an onboarded device.
How should you modify the query?

A. Add the Deviceld and Timestamp columns to the project operator.

B. Add a distinct operator.

C. Add a summarize operator.

D. Add the AccountUpn and Timestamp columns to the project operator.

EfE: A



The DeviceProcessEvents table in the advanced hunting schema contains information about process creation and related events.
We would need the DevicelD and the Timestamp.

Reference:

httpsy/leam.microsoft.conven-us/defender-xdr/advanced- hunting-deviceprocessevents-table
httpsy//www.thirdtier.net/2023/03/02/how-to-isolate-a-device-using-defender

H #407

You have a Microsoft 365 ES subscription that uses Microsoft Teams.

You need to performa content search of Teams chats for a user by using the Microsoft Purview compliance portal. The solution
must minimize the scope of the search.

How should you configure the content search? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

R -
Explanation:

B #408
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