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Fortinet FCP_FMG_AD-7.4 Exam Syllabus Topics:

Topic Details
¢ Troubleshooting: This section covers how to fimiliarize with FortiManager deployment scenarios and
Topic 1 troubleshoot issues related to imports, installations, device-level, ADOM-level, and systemlevel concerns.

¢ Device Manager: In this domain, the focus is on how to register devices within ADOMs, implement
Topic 2 configuration changes using scripts, and troubleshoot using the revision history.

¢ Admunistration: This section covers how to understand FortiManager capabilities, perform initial
configurations, and set up administrative domains (ADOMs).

Topic 3

¢ Policy and Objects: This section deals with how to manage policies and objects, oversee ADOM
Topic 4 revisions, configure workspace mode, and conduct policy imports and installations.

¢ Advanced Configuration: This domain explains FortiManager's high availability (HA), configures
Topic 5 FortiGuard services and works with the global database ADOM.
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Q20):

NEW QUESTION # 15
Exhibit.

Admin B has sccess to IT ADOM which
includes some VDOMs from FortiGated

An admmnistrator would like to create three ADOMs on FortiManager with different access levels based on departments. What two
conclusions can you draw from the design shown in the exhibit? (Choose two.)

A. Policies and objects databases can be shared between the Financial and HR ADOMs.
B. An administrator with the super user profile can access all theVDOMs.

C. The FortiManager administrator must set the ADOM device mode to Advanced

D. The admmnistrator must configure FortiManager in workspace normal mode.

Answer: B,C

NEW QUESTION # 16
Refer to the exhibit.



Category

Name LOCAL_SUBNET

Color & | change |

Type Subnet -
IP/Netmask @ 192.168,1.0/255.255.255.0 Q, Resolve from name
Interface O any O -

Static Route Configuration (@ |
Comments

Add To Groups

Clickito select

Advanced Options >
Per-Device Mapping

+Cfo_'.il':?~.---h'. £ Edit | | B Delete
O Mapped Device = Details = E:EHT[”EE

O & Local-FortiGate [root] IP/Netmask: 192.168.1.0,255.255.255.240

An administrator has created a firewall address object that is used in multiple policy packages for multiple FortiGate devices in an
ADOM.

After the mstallation operation is performed, which IP/netmask is shown on FortiManager for this firewall address object for devices
without a Per-Device Mapping set?

A. FortiManager generates an error for each FortiGate without a per-device mapping defined for that object.
B. FortiManager replaces the address object to none.

C. 192.168.1.024

D. 192.168.1.0/28

Answer: D

NEW QUESTION # 17
Refer to the exhibit.

FortiManager # diagnose ﬁaaéne.FHr-\‘eEJ.F fds

Fortiquard Server Comm : Enabled

Server Override Mode s Strict

FDS server list

Index Address Port TimeZone Distance Source
*0 10.0.1.50 g8E90 -5 0 CLI

1 96.45.33.89 443 -5 0 FDNI

2 96.45.32.81 443 -5 0 FDNI

) fdsl.fortinet.com 443 -5 0 DEFAULT

How will FortiManager try to get updates tor antivirus and IPS?



A. Fromthe default server fds1.fortinet.com

B. From the configured override server IP address 10.0.1.50 only

C. From the list of configured override servers or public FDN servers

D. From public FDNI server IP address with the fourth highest octet only

Answer: B

Explanation:

The exhibit shows thatServer Override Modeis set toStrict, which means FortiManager will use only the override server specified at
index O (in this case, the server with [P address 10.0.1.50 on port 8890) for updates. It will not attempt to use any other servers
unless this server is unreachable.

NEW QUESTION # 18
Refer to the exhibit. You are using the Quick Install option to install configuration changes on the managed FortiGate. Which two
statements correctly describe the result? (Choose two.)

FortiManager managed devices

= MmMAddDevice «~ JBDeviceGroup » & Install Wizard

IF Search... Q Connectivity Device Config Sta...
£ Managed FortiGate (3) B ComectionUp © B Auto-Updated
+ ISFW B Modified

2]
o
# Local-FortiGate 'rl n E 'r
4 Remote-FortiGate
@ Managed FortiAnalyzer (1)

4+ FAZVMb64-KVM

= l-'—an iﬁ ?)«:t -E]_Irn::nu Configuration ‘ & Install~ i[E Table View v i More~ |
(m] Device Name 2 Config Status & Install Wizard IP Address & | Policy Package Status ¢ Platform <
+| 4 Remote-FortiGate A Modified (recent| 6 Quick Install (Device DB) e 1020031 v Remote-FortiGate  FortiGate-V
O v 55 Training &
a + ISFW ~ Auto-update ISFW 10.200.1.1 A Never Installed FortiGate-V
[} + Local-FortiGate® + Auto-update Local-FortiGate 10.200.1.1 + Local-FortiGate_root  FortiGate-V

e A It installs device-level changes on the FortiGate device without launching the Install Wizard

¢ B. It installs all the changes in the device database first and the administrator must reinstall the changes on the FortiGate
device.

¢ C. It nstalls provisioning template changes on the FortiGate device.

¢ D. It provides the option to preview only the policy package changes before installing them.

Answer: A,C

NEW QUESTION # 19
What is a characteristic of the FortiManager high availability (HA) feature?

A. Each cluster member must be upgraded manually, starting with the primary unit.

B. All secondary units must be in the same network as the primary unit.

C. The primary unit synchronizes all configuration revision with the seconday units.

D. When a secondary unit is removed, FortiManager updates the managed devices using TCP port 5199.

Answer: C

Explanation:

The characteristic of the FortiManager high availability (HA) feature is that the primary unit synchronizes all configuration revisions
with the secondary units. This ensures that all devices in the HA cluster are up-to-date with the same configurations, providing
redundancy and failover capabilities.

Options A, C, and D are incorrect because:

* Arefers to a specific port number (5199), but FortiManager does not specifically use TCP port 5199 to update managed devices
when a secondary unit is removed.

* Cis incorrect as secondary units do not necessarily have to be in the same network as the primary unit; they just need to be able to



communicate with each other.

* Dis incorrect because HA upgrades can be automated and do not require manual upgrading, starting with the primary unit.
FortiManager References:

* Refer to FortiManager 7.4 High Availability (HA) Guide: HA Synchronization and Configuration.

NEW QUESTION # 20
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