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HH #314

A SysOps administrator is unable to launch Amazon EC2 instances into a VPC because there are no available private [Pv4
addresses in the VPC.

‘Which combination of actions must the SysOps administrator take to launch the instances?

(Choose two.)

e A Modify the CIDR block of the subnet that is associated with the instances


https://drive.google.com/open?id=1la6Rav6EKCAUxYsaLgwMmNqZdS8ND4vt
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B. Create a new subnet for the VPC

C. Associate a secondary [Pv4 CIDR block with the VPC
D. Modify the CIDR block of the VPC

E. Associate a primary [Pv6 CIDR block with the VPC

Eﬁ: B\ C

R -

Every time you run out of TP's in your subnet, create a SECONDARY CIDR in your VPC. That will create a second local route in
your RT's. Now you have more [P's available where you can create subnets.

Remember: you CANNOT modify the CIDR ofa VPC or subnet.
https:/docs.aws.amazon.comyvpc/latest/userguide/configure- your-vpc. html#vpe-resize

HM #315

A company is running an application on premises and wants to use AWS for data backup.

All of the data must be available locally.

The backup application can write only to block-based storage that is compatible with the Portable Operating System Interface
(POSIX).

‘Which backup solution will meet these requirements?

e A. Configure the backup software to use Amazon S3 Glacier as the target for the data backups.
¢ B. Use AWS Storage Gateway, and configure it to use gateway-cached volumes.

e (. Use AWS Storage Gateway, and configure it to use gateway-stored volumes.

¢ D. Configure the backup software to use Amazon S3 as the target for the data backups.

Ef#: C

R -
Stored volumes make your entire data available locally on the gateway, while maintaining an asynchronous copy in the S3 bucket.
Cached volurmes store the full volume in the S3 bucket, while only keeping the recently used data i local cache.

R #316

A company deploys a new application to Amazon EC2 instances. The application code is stored in an AWS CodeCommit
repository. The company uses an AWS CodePipeline pipeline to deploy the code to the EC2 instances through a continuous
integration and continuous delivery (CI/CD) process.

A SysOps admnistrator needs to ensure that sensitive database information is configured properly on the EC2 instances to prevent
accidental leakage of credentials.

Which solutions will store and retrieve the sensitive information in the MOST secure manner?

(Choose two.)

¢ A. Store the configuration information in a file on the EC2 instances. Ensure that the underlying drives are encrypted by AWS
Key Management Service (AWS KMS). Update the application to read the file when the application starts. Store the values
as environmental variables.

¢ B. Store the values inan AWS Lambda function. Update the code to invoke the Lambda function when the application starts.
Configure the Lambda fimction to nject the values as environmental variables that the application can use.

e (. Store the values in AWS Secrets Manager. Update the code to retrieve these values when the application starts. Store the
values as environmental variables that the application can use.

e D. Store the values in a text file in an Amazon S3 bucket. In the CI/CD pipeline, copy the file to the EC2 instance in an
appropriate location on a disk that the application can read.

e E. Store the values in AWS Systems Manager Parameter Store as secret strings. Update the code to retrieve these values
when the application starts. Store the values as environmental variables that the application can use.

IFf#: C. E

HA #317
A company is running production workloads that use a Multi-AZ deployment of an Amazon RDS for MySQL db.mbg xlarge
(general purpose) standard DB instance. Users report that they are frequently encountering a



"too many connections" error. A SysOps administrator observes that the number of connections on the database is high.
The SysOps administrator needs to resolve this issue while keeping code changes to a minimum.
‘Which solution will meet these requirements MOST cost-effectively?

A. Migrate the RDS for MySQL DB instance to Amazon DynamoDB.

B. Modify the RDS for MySQL DB instance to a larger instance size.

C. Modify the RDS for MySQL DB instance to a memory optimized DB instance.

D. Configure RDS Proxy. Modify the application configuration file to use the RDS Proxy endpoint.

Ef#: D

TR

For the issue of "too many connections" on a MySQL database, using RDS Proxy offers a streamlined solution:

* RDS Proxy Setup: RDS Proxy sits between your application and the database. It pools and efficiently manages database
comnections, which reduces the number of direct connections to the database.

* Connection Management: By handling connection pooling, RDS Proxy can help mitigate issues related to connection overhead and
limits, such as the "too many connections" error, by allowing the database to serve more requests froma smaller and more stable
number of connections.

* Minimal Code Changes: Integrating RDS Proxy requires changes only to the database connection settings in the application's
configuration files to point to the RDS Proxy endpoint instead of directly to the database. This mnimizes the amount of code change
needed and leverages RDS Proxy to handle connection scaling and management more efficiently.

This approach enhances database performance and scalability by efficiently managing connections without the need for significant
application changes or database resizing,

E #318

A company has an on-premises DNS solution and wants to resolve DNS records in an Amazon Route 53 private hosted zone for
example.com. The company has set up an AWS Direct Connect connection for network connectivity between the on-premises
network and the VPC. A SysOps administrator must ensure that an on-premises server can query records in the example.com
domain.

What should the SysOps administrator do to meet these requirements?

¢ A Create a Route 53 Resolver outbound endpoint. Attach a security group to the endpoint to allow outbound traffic on
TCP/UDP port 53 to the on- premises DNS servers.

¢ B. Create a Route 53 Resolver inbound endpomt. Attach a security group to the endpoint to allow outbound traffic on
TCP/UDP port 53 to the on- premises DNS servers.

e C. Create a Route 53 Resolver outbound endpoint. Attach a security group to the endpomnt to allow mbound traffic on
TCP/UDP port 53 from the on- premises DNS servers.

e D. Create a Route 53 Resolver inbound endpoint. Attach a security group to the endpoint to allow inbound traffic on
TCP/UDP port 53 fromthe on- premises DNS servers.

EfE: D

R -

Since the on-premises DNS servers need to query records in an Amazon Route 53 private hosted zone, a Route 53 Resolver
inbound endpoint is required. This inbound endpoint allows the on- premises DNS servers to forward queries to Route 53 for
resolution.
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