>

CISAGHHNE . CISAXSR¥%E

guocuaﬁuﬁQQGCQGcﬁaﬁﬁﬁﬁﬂﬂﬁ
s
0 . . x ;:
C CISA S i C
o A PRRCA Corblicaton :‘
0 ESACA heretry cerifies that
C e
.
O L
O haS-SJJ".l:t"SSI'_'i:;'ffV‘.I.EI:' requreiments and s quaiied 33 & Cartified Information Systems Auhitor, | ¥ _‘
i witness whereol, we have subscribed our Sgraly 10this cenificase. .C"-'-
c Reguiaments f’.-Jfr:‘?rﬂ"ﬁibflleG:C-‘i’isf.f-aii‘lﬂf‘.‘!’.l.‘. Bohene o the ISACA Code of Professional l‘;’
o Exiécs and the CISA cOnini 'lglﬂl'ﬁ.‘ﬁﬂi Ol educathon M::y and DEEEEgn of tne CEEA exam ."\_,_j
) O
C CiSA  m 16 Nisfuisery 2020 31 Januliy 2024 ‘;."':
b <
(o) v
4

anG 5
S 43 ISACA. C
IS Crvel Exentwe DHoe -
N O
CONCONCONCONCONCODCLELLIT

& 512+ TopexamCISAK > 7' D —EH A BAEEA TREE S W T & §: httpsy/drive. google.com/open?id=1FUPUOE-
1IAhYMsSMGZ7tnD76dFEEt7SmN

Topexam® ISACAD CISAFREED b L —=>7 % v b TopexamD ITEMEMIRz B & > THESAIZDOTT.
ZO7FHA VI HEORJECBNT ZITHH L FELBEFELH Y £ . Topexam® kL —=>7id &% iz 2B
THHRMCRBL TOIRMERAL T, MEL*MBRT 2B N2ED 2 LARKRCAFCODLCTOMEE %2R L
S¥BIENTEET. TopexamDISACADCISADFBFEL fz AN—FiE 1 0 0 8—€ > MZEL DT

5. BMHOMBELBEFAT MY, dulBNE o LRBECHBRCAKT B L #HRALL £

Rtz b EBRE. BHFOBML OHRACHEATHES, CISAREFWMBT24E. V7 VAT —5KET 3 LN
EBRBEHY $8A. CISALL Y M BRBICERL. BEELHAT L CHSE CRIE N3 L8 TE
¥7. CISARBIC KL TREEHEBBL -0IHAE . CISAH A FOERAD 5 - 0BBRZIEBIRTH 3
CLEMRTEET. B CISARBRECHE Y 2EMF—4. BREDOY—L R, Y—XF 7V & fitk%
BEEL 5.

>> CISAA KB <<

— B CISAEHBAL & B A A—XCISAM K% | & E % CISA
BH i H A< 55 hi [ 2 &

ZLOANRE DE2NBHTCOMBEBETEIENTE., WMz HIEETCOEBOMAFCISHT 2D ICHHL
feBfen ANc D fcnwEBoTwEd., Lol o> TEHBHEAIETE RS, BESERT DL
ZLOBHADBETT. 7AMCISAREBE AT 2. BOAEZDEIRZANLEENET. Dhl-HBHELD]
AThhiE. CISARBEMEBAT 2T DPEVWHATAL—RALZTAMCAKTE 7. CISAREOD
BRI MEA D). BHTT. YHORRPE2EAT L. BEOY—CAXRMBL UHET I L8 TE &

T,

ISACA Certified Information Systems Auditor 325 CISA A BX[HRE (Q1143-
Q1148):

HR #1143
A company laptop has been stolen and all photos on the laptop have been published on social media. Which of the following is the
IS auditor's BEST course of action?

e A Verify the organization's incident reporting policy was followed
e B. Ensure that the appropriate authorities have been notified
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¢ C. Determine if the laptop had the appropriate level of encryption
¢ D. Review the photos to determine whether they were for business or personal purposes

EfE: A

HP #1144
Which of'the following will MOST likely compromise the control provided by a digital signature created using RSA encryption?

A. Obtaining the sender's private key

B. Reversing the hash finction using the digest
C. Altering the plaintext message

D. Deciphering the receiver's public key
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HH #1145
A disk management system's PRIMARY function is to:

A. Provide data on efficient disk usage.

B. Provide the method of control for disk usage
C. Deny access to disk resident data files.

D. Monitor disk accesses for analytical review

Ef#: B

P #1146
Management considered two projections for its business continuity plan; plan A with two months to recover and plan B with eight
months to recover. The recovery objectives are the same in both plans. It is reasonable to expect that plan B projected higher:

A. resumption costs.
B. recovery costs.

C. downtime costs.
D. walkthrough costs.

EfE: C

fiR .-

Explanation/Reference:

Explanation:

Since the recovery time is longer in plan B, resumption and recovery costs can be expected to be lower.

Walkthrough costs are not a part of disaster recovery. Since the management considered a higher window for recovery in plan B,
downtime costs included in the plan are likely to be higher.

#1147
Controls related to authorized modifications to production prograns are BEST tested by:

A. reviewing only the actual lines of source code changed in the program

B. tracing modifications fiom the executable program back to the original request for change.

C. testing only the authorizations to implement the new program

D. tracing modifications from the original request for change forward to the executable program.

IEf#: D

A -

Controls related to authorized modifications to production programs are best tested by tracing modifications from the original request
for change forward to the executable program, as this ensures that the change management process was followed and that the
modifications were approved, documented, tested, and implemented correctly. Tracing modifications from the executable program



back to the original request for change may not reveal any unauthorized or undocumented changes that occurred during the process.
Testing only the authorizations to implement the new program or reviewing only the actual lines of source code changed in the
program are not sufficient to test the controls related to authorized modifications, as they do not cover the entire change management
process. References: CISA Review Manual (Digital Version), Chapter 4: Information Systems Operations, Maintenance and
Service Management, Section 4.2: Change Management
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