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Fortinet NSE5_FWB_AD-8.0 Exam Syllabus Topics:

Section Objectives

Web Application and API Security
- Web application security configuration
- Botnet mitigation and protection features
- API discovery and protection

Compliance and Troubleshooting
- System and configuration troubleshooting
- Web vulnerability scanning implementation
- Troubleshoot deployment issues

Application Delivery and Additional Configuration

- Application delivery optimization
- Denial of service (DoS) mitigation
- Logging and reporting configuration
- FortiAI integration
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Deployment and Configuration
- Server objects and policy configuration
- SSL inspection, offloading, and high availability (HA)
- FortiWeb deployment and basic administration
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The best investment for the future is improving your professional ability and obtaining NSE5_FWB_AD-8.0 certification exam will
bring you great benefits for you. For most IT candidates, passing NSE5_FWB_AD-8.0 actual test will make you stand out from the
other people in the interview and offer you more opportunity. The matter now is how to prepare the NSE5_FWB_AD-8.0
Questions and answers in a short time, our NSE5_FWB_AD-8.0 study guide is the best effective way to get through the exam and
obtain the certification.

Fortinet NSE 5 - FortiWeb 8.0 Administrator Sample Questions (Q10-Q15):
NEW QUESTION # 10 
Which two actions can FortiWeb take when an attack signature is matched, depending on the configured action? (Choose two.)

A. Alert only
B. Modify DNS records
C. Deny (block) the request
D. Automatically patch the back-end server code

Answer: A,C

Explanation:
When a signature match occurs, FortiWeb can be configured to simply log/alert on the event or actively deny the request. It has no
capability to patch server code or alter DNS records directly.

NEW QUESTION # 11 
You are setting up a FortiWeb policy to protect a customer login portal. Users connect to https://login.training.
lab, and you want FortiWeb to forward those requests to a load-balanced pool of back-end servers.
Which three components must you configure to complete the server policy?

A. Virtual server, server pool, and port settings (service).
B. DNS resolver, URL rewrite rule, and HTTP health check.
C. Web application firewall (WAF) profile, DoS policy, and server name indication (SNI)-based certificate.
D. Real server, IPsec tunnel, and static route.

Answer: A

Explanation:
A FortiWeb server policy binds the listener, destination pool, and service handling required for traffic flow.
The virtual server defines the public-facing listener where client traffic arrives. The server pool defines the real back-end servers or
load-balanced pool where FortiWeb forwards accepted traffic. The service or port settings define whether FortiWeb handles
HTTP, HTTPS, or another configured service. A WAF profile is important for security inspection, but the question asks for the
three components needed to complete the forwarding policy. DNS resolver, URL rewrite, health checks, IPsec tunnels, and static
routes may be useful in some deployments, but they are not the required core components of the server policy.

NEW QUESTION # 12 
A FortiWeb administrator is deciding between using SAML SSO or HTML authentication. They want to minimize the number of
credential prompts users receive across multiple Fortinet services.
Which statement accurately describes which option is best, and why?

A. HTML form, because it provides token-based access to remote services.
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B. SAML, because it blocks users from accessing anything not approved in FortiWeb policy.
C. SAML SSO, because it supports identity authentication on Fortinet devices.
D. HTML form authentication, because it's faster and doesn't need external systems.

Answer: C

NEW QUESTION # 13 
Which of the following best explains the benefit of enabling "Cookie Security" (cookie encryption/signing) on FortiWeb?

A. It automatically renews expired SSL certificates.
B. It converts HTTP cookies into DNS records.
C. It prevents session cookies from being tampered with or replayed by encrypting or signing them.
D. It compresses cookies to reduce bandwidth usage.

Answer: C

Explanation:
Cookie security features encrypt or sign cookies issued by the back-end server, protecting them from tampering, poisoning, or
replay attacks by ensuring FortiWeb can detect any unauthorized modification.

NEW QUESTION # 14 
A FortiWeb administrator is hardening a customer checkout website.
The site contains sensitive links such as Login, Payment, and Admin, which are embedded in the HTML content of several pages.
A vulnerability scan shows that automated bots can crawl the web pages and easily enumerate these links by parsing the HTML
source, even though users access them normally, through the site navigation.
Which FortiWeb feature should the administrator enable to prevent automated scanners from discovering these links?

A. URL encryption
B. URL rewriting
C. Deep packet inspection
D. Link cloaking

Answer: D

Explanation:
Link cloaking is the FortiWeb feature designed to hide sensitive URLs or links from automated scanners and crawlers that parse
HTML source code. In this scenario, the problem is not routing, encryption, or packet inspection; the problem is that bots can read
embedded links directly from page content and enumerate sensitive paths such as Login, Payment, and Admin. Link cloaking helps
obscure those links so that automated tools cannot easily discover them while normal users can still navigate the site as intended.
URL rewriting changes URLs for routing or presentation, but it is not the most precise feature for hiding embedded links from
scanners. Deep packet inspection is too broad and does not specifically solve HTML link enumeration.
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