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B #26
Refer to the exhibit.

trator is trying to identify an issue an eression bated on the Expression Builder settings shown in the exhibit
however, the error message shown in the exhibit indicates that the expression is invalid.
Which is the correct expression?

A. Matched Events COUNTY()
B. (COUNT) Matched Events
C. COUNT(Matched Events)
D. Matched Events(COUNT)

EfE: C

fi#EL:

Expression Builder in FortiSIEM: The Expression Builder is used to create expressions for analyzing event data.

Correct Syntax: The correct syntax for counting matched events isCOUNT(Matched Events).

* Function'COUNTis a function that takes a parameter, in this case, "Matched Events," to count the number of occurrences.
Common Errors: Incorrect syntax, such as reversing the order or using parentheses improperly, can lead to ivalid expressions.
References: FortiSIEM 6.3 User Guide, Expression Builder section, which explains the correct syntax and usage for creating valid
expressions for event analysis.

HMA #27
‘What is a prerequisite for FortiSTEM Linux agent installation?

A. Both the web server and the audit service must be installed on the Linux server being monitored
B. The auditd service must be installed on the Linux server being monitored

C. The Linux agent manager server must be installed.

D. The web server must be installed on the Linux server being monitored

IEf#: B

fiE L.

FortiSIEM Linux Agent: The FortiSIEM Linux agent is used to collect logs and performance metrics from Linux servers and send
themto the FortiSIEM system

Prerequisite for Installation: Theauditdservice, which is the Linux Audit Daemon, must be installed and running on the Linux server to
capture and log security-related events.

* auditd Service: This service collects and logs security events on Linux systems, which are essential for monitoring and analysis by
FortiSIEM.

Importance of auditd: Without the auditd service, the FortiSIEM Linux agent will not be able to collect the necessary event data
from the Linux server.

References: FortiSIEM 6.3 User Guide, Linux Agent Installation section, which lists the prerequisites and steps for installing the
FortiSIEM Linux agent.

P #28
Device discovery information is stored in which database?


https://www.japancert.com/NSE5_FSM-6.3.html

A. Profile DB
B. SVN DB
C. Event DB
D. CMDB

Ef#: D

it

Device Discovery Information: Information about discovered devices, including their configurations and statuses, is stored in a
specific database.

CMDB: The Configuration Management Database (CMDB) is used to store detailed information about the devices discovered by
FortiSIEM.

* Function: It maintains comprehensive details about device configurations, relationships, and other metadata essential for managing
the IT infrastructure.

Significance: Storing discovery information in the CMDB ensures that the FortiSIEM system has a centralized repository of device
information, facilitating efficient management and monitoring.

References: FortiSIEM 6.3 User Guide, Configuration Management Database (CMDB) section, which details the storage and usage
of device discovery information.

B #29
Refer to the exhibit.

— H BN § _ & =m N .S
L

Edit SubPattern
Hame Domamac ctl ockout

Filters: Param Attribute Qperatar Valus Paren

(4] Event Type 1] Event Types: Domain Acciuint | oghs 4]

[+ Reporting 1P 1N * Apphcations: Dom@iin Eontroller [+

Aggregate: Paren Attribute Operator Valus
© COUNT{ Matched Events ) - . 1
Group By Attribute
Reporting Device

Reporting IP

User

Which section contains the sortings that determine how many incidents are created?

A. Aggregate
B. Filters
C. Actions

D. Group By
EMfE: A

fE L

* Incident Creation in FortiSIEM: Incidents in FortiSIEM are created based on specific patterns and conditions defined within the
system

* Group By Function: The "Group By" section in the "Edit SubPattern” window specifies how the data should be grouped for
analysis and ncident creation.

* Impact of Grouping; The way data is grouped affects the number of incidents generated. Each unique combination of the grouped
attributes results in a separate incident.

* Exhibit Analysis: In the provided exhibit, the "Group By" section lists "Reporting Device," "Reporting IP," and "User." This means
incidents will be created for each unique combination of these attributes.

* Reference: FortiSIEM 6.3 User Guide, Rule and Pattern Creation section, which details how grouping impacts incident generation.



H #30
What are two tasks that you must do to make a secondary FortiSIEM device ready for disaster recovery? (Choose two.)

A. Configure the replication of CMDB database.

B. Configure the replication of license and license entitlements.
C. Configure the replication of FortiSIEM certificates.

D. Configure the replication of profile data.

IE%: A\ D

B #31
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