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NEW QUESTION # 99
‘What vulnerability is particularly concerning for IoT devices due to their widespread and often unattended deployment?
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A. Cross-site scripting

B. Buffer overflow attacks

C. Insecure default configurations
D. Social engineering

Answer: C

NEW QUESTION # 100
Which of'the following is a core principle of the CIA triad?

A. Authentication
B. Scalability

C. Non-repudiation
D. Confidentiality

Answer: D

NEW QUESTION # 101
What is an effective countermeasure against pretexting?

A. Regularly updating software
B. Using strong passwords

C. Enployee awareness training
D. Installing antivirus software

Answer: C

NEW QUESTION # 102
Which of'the following is an effective countermeasure against password cracking?

A. Storing passwords in plaintext

B. Disabling account lockout policies

C. Using long, conplex passwords

D. Using the same password across systems

Answer: C

NEW QUESTION # 103
What primarily distinguishes a grey hat hacker froma black hat hacker?

A. Their employment status

B. The tools they use

C. Their technical skill level

D. The legality and intent of their actions

Answer: D

NEW QUESTION # 104
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