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Z| &l Fortinet Network Security Expert NSE8 812 SR MEE A (Q56-
Q61):

EHE #56

Refer to the exhibits.

The exhibit shows a FortiGate model device that will be used for zero touch provisioning and a CLI Template.

To facilitate a more efficient roll out of FortiGate devices, you are tasked with using meta fields with the CLI Template to configure
the DHCP server on the "office1" FortiGate.

Given this scenario, what would be the output of the config ip-range section on the CLI Template?

oOnw>

0
w
>

A2 #57

Refer to the exhibit, which shows the high availability configuration for the FortiAuthenticator (FACT).

Based on this information, which statement is true about the next FortiAuthenticator (FAC2) member that will join an HA cluster
with this FortiAuthenticator (FAC1)?

A. FAC2 can have its HA interface on a different network than FAC1.
B. FAC2 can only process requests when FAC1 fails.

C. The FortiToken license will need to be installed on the FAC2.

D. FSSO sessions from FAC1 will be synchronized to FAC2.

.|

ot
m

: A

Y.
httpsz/docs.fortinet.convdocument/fortiauthenticator/6.5.3/administration-guide/122076/high-availability
httpsz/docs.fortinet.convdocument/fortiauthenticator/6.5.3/administration-guide/122076/high- availability#Standalo

EAE #58

You are deploying a FortiExtender (FEX) on a FortiGate-60F. The FEX will be managed by the FortiGate. You anticipate high
utilization. The requirement is to minimize the overhead on the device for WAN traffic.

‘Which action achieves the requirement in this scenario?

A. Change connectivity between the FortiGate and the FortiExtender to use VLAN Mode
B. Enable CAPWAP connectivity between the FortiGate and the FortiExtender.

C. Add a VLAN under the FEX-WAN mterface on the FortiGate.

D. Add a switch between the FortiGate and FEX.

]

o
il

: B

MY

The FortiExtender (FEX) is a device that provides wireless WAN connectivity for FortiGate devices by using 3G/4G/LTE cellular
networks. The FEX can be managed by the FortiGate device that it connects to, or by a FortiManager device in a centralized
management scenario. The FEX can use either Ethernet or CAPWAP connectivity to commumnicate with the FortiGate device.
Ethernet connectivity means that the FEX uses a standard Ethernet connection to send and receive data packets from the FortiGate
device. CAPWAP comnectivity means that the FEX uses a Control And Provisioning of Wireless Access Points (CAPWAP) tunnel
to encapsulate data packets and send them over an IP network to the FortiGate device. If the requirement is to minimize the
overhead on the device for WAN traffic, one option is to enable CAPWAP connectivity between the FortiGate and the FEX. This
option can reduce the overhead on the device by offloading some of the processing tasks from the CPU to the NP6 processor,
which can handle CAPWARP traffic more efficiently than Ethernet traffic. This option can also provide more flexibility and scalability
for WAN traffic by allowing multiple FEX devices to connect to a single FortiGate device over an IP network. Reference:
https’/docs. fortinet.con/document/fortigate/7.0.0/cookbook/19662/configuring- fortigate- with- fortiextender
https://docs.fortinet.convdocument/fortigate/7.0.0/cookbook/19662/capwap-connectivity



EE #59

Refer to the exhibits, which show a network topology and VPN configuration.

A network administrator has been tasked with modifying the existing dial-up [Psec VPN infrastructure to detect the path quality to
the remote endpoints.

After applying the configuration shown in the configuration exhibit, the VPN clients can still connect and access the protected
172.16.205.0/24 network, but no SLA information shows up for the client tunnels when issuing the diagnose sys link-monitor tunnel
all command on the FortiGate CLL

What is wrong with the configuration?

A. The admin needs to disable the mode-cfg setting,

B. IPsec Phasel Interface has to be configured in [Psec main mode.
C. SLA link monitoring does not work with the net-device setting,
D. It is necessary to use the IKEv2 protocol in this situation.

HE: C

EE #60
Refer to the exhibit of a FortiNAC configuration.
In this scenario, which two statements are correct? (Choose two.)

A. A device that is modeled in FortiNAC is connected on VLAN 4093.
B. The IP address of the FortiSwitch is 10.12.240.2.

C. An unknown host is connected to port3.

D. Port8 is connected to a FortiGate in FortiLink mode.

HE. BD

HE:

* C. The IP address of the FortiSwitch is 10.12.240.2:This statement is correct based on the exhibit and your clarification. The
exhibit lists the "TP Address" as 10.12.240.2 across muiltiple entries, including ports and VLLANSs associated with the device "sup-fgt-
hw" (FortiSwitch). Your reasoning indicates that this IP is the management address of the FortiSwitch, as it is consistently shown as
the IP for the device containing the ports. In Fortinet's architecture, as described in the NSE 8 study guide, the management IP ofa
FortiSwitch is typically configured and visible in such configurations, especially when integrated with FortiGate and FortiNAC. The
"Device" column labeling "sup-fgt-hw" further supports that this is the FortiSwitch, and the TP 10.12.240.2 is its management
address. This aligns with FortiSwitch management and integration details in the NSE 8 study guide.

* D. An unknown host is connected to port3:This statement is correct as the exhibit highlights port3 under the "Name" column for
the device "sup-fgt-hw" with a "Rogue Host" status in the "Connection” colunm, an IP address 0f 10.12.240.2, a Default VLAN of
100, and an Operational Status of "Link Up." In FortiNAC, a "Rogue Host" indicates an unknown or unauthorized device connected
to the network, which FortiNAC identifies for further action or isolation. This is consistent with FortiNAC's capabilities for detecting
and classifying unknown devices, as detailed in the NSE 8 study guide under network access control and rogue device detection.

* Why A and B are incorrect:

* A. A device that is modeled in FortiNAC is connected on VLAN_4093: This is incorrect based on your clarification that there is
no device connected on that port-it is simply the default VLAN (4093) for that entry. The exhibit shows VLAN 4093 with a "Not
Connected" status and

"Link Up" operational status, but no active device connection is indicated. The NSE 8 study guide emphasizes that FortiNAC
requires an active connection and device profiling for a device to be considered "connected," which is not evident here for

VLAN 4093.

* B. Port8 is connected to a FortiGate in FortiLink mode: This is incorrect because the exhibit shows port8 with a "Learned Uplink"
status, which, as you noted, refers to any kind of uplink and does not specifically ndicate FortiLink mode. FortiLink mode is a
specific configuration between FortiGate and FortiSwitch requiring explicit settings, which are not mentioned or implied in the exhibit.
The NSE 8 study guide clarifies that FortiLink mode involves distinct configuration details (e.g., FortiLink interfaces), which are
absent here.

Fortinet Network Security Expert 8 Study Guide References:

* FortiNAC 7.2 Admin Guide (NSE 8): Sections on Device Visibility, VLAN Management, and Rogue Device Detection.

* FortiSwitch 7.2 Admin Guide (NSE 8): Sections on FortiLink Configuration, Network Segmentation, and Management IP
Configuration.

* FortiGate 7.2 Admin Guide (NSE 8): Sections on Integration with FortiNAC and FortiSwitch for Network Security.
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