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Microsoft MS-102 Exam Syllabus Topics:

Topic Details

¢ Manage compliance by using Microsoft Purview: Implementation of Microsoft Purview information
protection and data lifecycle management is discussed in this topic. Moreover, questions about

Topic 1
o implementing Microsoft Purview data loss prevention (DLP) also appear.

¢ Deploy and manage a Microsoft 365 tenant: Management of roles in Microsoft 365 and management of
users and groups are discussion points of this topic. It also focuses on implementing and managing a

Topic 2
opie Microsoft 365 tenant.

¢ Inplement and manage Microsoft Entra identity and access: In this topic, questions about Microsoft Entra
tenant appear. Moreover, it delves into implementation and management of authentication and secure
access.

Topic 3
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¢ Manage security and threats by using Microsoft Defender XDR: This topic discusses how to use Microsoft
Defender portal to manage security reports and alerts. It also focuses on usage of Microsoft Defender for

Topic 4 Office 365 to implement and manage email and collaboration protection. Lastly, it discusses the usage of

Microsoft Defender for Endpoint for the implementation and management of endpoint protection.

Microsoft 365 Administrator Sample Questions (Q380-Q385):

NEW QUESTION # 380
You have a Microsoft 365 tenant that contains devices enrolled in Microsoft Intune. The devices are configured as shown in the
following table.

Name Platform
Device1 Windows 10
Device2 Android
Device3 i0S

-

You plan to perform the following device management tasks in Microsoft Endpoint Manager:
* Deploy a VPN connection by usinga VPN device configuration profile.

* Configure security settings by using an Endpoint Protection device configuration profile.
You support the management tasks.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

VPN device configuration profile: v

Device1 only

Device1 and Device2 only
Device1-and Device3 only
Device1, Device2 and Device3

Endpoint Protection device tonfiguration profile: v

Device1 only

Device1 and Device2 only

» 4¢Devite1 and Device3 only
Device1, Device2 and Device3

Answer:

Explanation:

VPN devic ehéd.rjllflg'u'rhtlon "‘prbﬂi'ié:

Device1 only
Device1 and Device2 only

Endpoint Protection device configurationprofile:

Device1 and Device2 only
Device1 and Device3 only
Device1, Device2 and Device3




Explanation:

Graphical user interface, application Description automatically generated

VPN device configuration profile:

Endpoint Protection device configuratien profile:

Device1 only

Device1 and Device2 only
Device1 and Device3 only
Device1, Device2 and Device3

Device1 only
Device1 and Device2 only

: Vi nd Device3 only
M IC r(ﬁxéﬁ. evice2 and Device3

Reference:

https:/docs.microsoft.com/en-us/menvintune/configuration/vpn-settings-configure
https:/docs.microsoft.com/en-us/menvintune/protect/endpoint-protection-macos

NEW QUESTION # 381
You have a Microsoft 365 ES subscription that contains the security groups shown in the following table.
Name Membership type Membership rule
GTOI.RH I C .mmf ' B ot applicable
Group2 Dynamic ({user.department -eq "Finance")
Group3 Dynamic (user.department -eq "R&D")

The subscription contains the users shown in the following table.

wame | Departroll |NARLRSR fermborsin
S

User1 Finance Group 1

User2 Technical Wone

User3 R&D Group1
You have a Conditional Access policy that has the following settings:
* Assignments
o Users
# Include: Group1

# Exclude: Group2. Group3

o Target resources
# Cloud apps

# Appl

# Access controls
# Grant

# Block access

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.




il BE\jicrosoft
. Statements Yes No

User1 can sigriin to App1. O O
User2 can sign in to App1. Q O
User3 can sign in to App1. O @)

Answer:

Explanation:

Answer Area

Statements Yes No

User1 can si Om ;"T | o
ams0L Gﬂf s
ex Wi . 3
User3 car.n in tM'_c rO SO 0 '-I:':-!

Explanation:

Microsoft

Statements Yes No

fsrbna»g&mc i

ams -USI‘:‘rE’ can sign in to App1.
eX

User3 can sign in to App1.

NEW QUESTION # 382
You have a hybrid deployment of Azre AD that contains the users shown in the following table.

Name Description (%

User1 | Azure AD Connect account

User2 | Contributor for Afare AD Connect

Health -©
User3 | Appli d@"n administrator in Azure
Microsoft

You need to identify which users can perform the following tasks:

* View sync errors in Azure AD Connect Health.

* Configure Azure AD Connect Health settings.

‘Which user should you identify for each task? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

- =Iﬂ M iﬁsc'gs QZfrIAD Connect Health: |

Configure Azure AD Connect Health settings:




Answer:

Explanation:
Answer Area
Explanation
Answer Area
HW M&ds’oft
View sync err Az nect Health:  User2 ¥
Configure ,@QConnect Health settings:  User1 B

NEW QUESTION # 383
You have a Microsoft 365 subscription.

From Microsoft Entra Privileged Identity Management (PIM), you configure Role settings for the Global Administrator role as
shown in the following exhibit.

@ Global Admmlstrator| Role settlng=

sged identity Management | b

g Edit

Activation

S#tting Stare

Activation masmum duration (hours) 8 h.ﬂs]Mlc rosoft

AlDW permanent altne arzgr

Azure MEA
Assignment
Setting State
Alicw permanent ehgible assgnment MNo
Expire eligible assignments after 15 dayls)
Allow permanent actre assignment Yes

Expire active assignments after
Require Azure Multi-Factor Authenticate..  Yes

Require justification on actve assignment  No

You make a user named adminl (@contoso.com eligible for the Global Administrator role.

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the
Answer Area

To use the Global Administrator role, admin1@contoso.com
must provide [answer choice]. | Azure Multi-Factor Authentication (MFA) and requitesiddiin approval
justification and Azure Multi-Factor Authentication (MFA)
ticket information and justification
ticket information and réguiresiadmin approval

To make a new user eligible for the Global Administratéffole, I_ M|
a PIM administrator must configugeffanswer cholte]. | an assignmen|
| Azure Mutti-F. These are he sfor the statement To make a new user eligible for the Global Administrator ¢

poshezir Bt admwura or swepghgice].
| ur Pl 5o o e b
Justification and t-cke! mfom. M] c r O S o ft




Answer:

Explanation:
Answer Area

To use the Global Administrator role, admin1@<ontoso.com
must provide [answer choice]

In{kel informatiomyandfequires admin approval

o make a new user eligible for the Global Adminsstrator ro ?_l - |
a PIM administrator must configure [answer choice]| | ag mgﬂnm' g . -
T
mAZUTeMult -F

W —

vt To make a new user ekigible for the Global Administrator

Explanation:

To use the Global Administrator role, adminl (@contoso.com must provide: Azure Multi-Factor Authentication (MFA) The role
settings indicate that "Require Azure Multi-Factor Authentication' is set to "Yes" for active assignments. Therefore,

adminl @contoso.com must provide Azure MFA to use the Global Administrator role.

To make a new user eligible for the Global Admmistrator role, a PIM administrator must configure: an assignment that expires after
15 day(s) The settings show that eligible assignments expire after 15 days. Therefore, to make a new user eligible, a PIM
administrator must configure an assignment with this expiration period.

NEW QUESTION # 384
You have a Microsoft 365 ES subscription that contains the devices shown in the following table.
You need to onboard the devices to Microsoft Defender for Endpoint. The solution must minimize administrative effort.
‘What should you use to onboard each type of device? To answer, drag the appropriate onboarding methods to the correct device
types. Each onboarding method may be used once, more than once, or not at all. You may need to drag the split bar between panes
or scroll to view content.
NOTE: Each correct selection is worth one point.
Onboarding method | Device Type
A local script I "Cd?pi’jfafe:“‘f W
Grbup Policy
BYOD:
Integration with Microsoft Defender for Cloud

Microsoft Intune .

Virtual Desktop Infrastructure (_Vf’l) scripts i ;

Answer:

Explanation:
Onboarding method Device Type



Onboarding method Device Type

A local script Cagporate | Microsoft Intune

Group Policy ~
BYOD: | Integration with Microsoft Defender for Cloud
Integration with Microsoft Defender for Cloud

Microsoft Intune

Virtual Desktop Infrastructure (VDI) scnipts

NEW QUESTION # 385
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