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R #220

You are the team lead of a group of 10 developers. You provided each developer with an individual Google Cloud Project that they
can use as their personal sandbox to experiment with different Google Cloud solutions. You want to be notified if any of the
developers are spending above $500 per month on their sandbox environment. What should you do?

¢ A Create a separate billing account per sandbox project and enable BigQuery billing exports.
Create a Data Studio dashboard to plot the spending per billing account.

e B. Create a budget per project and configure budget alerts on all of these budgets.

¢ C. Create a single billing account for all sandbox projects and enable BigQuery billing exports.
Create a Data Studio dashboard to plot the spending per project.

e D. Create a single budget for all projects and configure budget alerts on this budget.

EfE: B
e

Key is anyone goes above $500 means it requires project level.
https//cloud.google.com/billing/docs/how-to/budgets

HA #221
You've deployed a microservice called myapp1 to a Google Kubernetes Engine cluster using the YAML file specified below:

You need to refactor this configuration so that the database password is not stored in plain text. You want to follow Google-
recommended practices. What should you do?

e A Store the database password in a file inside a Kubernetes persistent volume, and use a persistent volume claim to mount
the volume to the container.

e B. Store the database password inside the Docker image of the container, not in the YAML file.

e (. Store the database password inside a ConfigMap object. Modify the YAML file to populate the DB PASSWORD
environment variable firom the ConfigMap.

¢ D. Store the database password inside a Secret object. Modify the YAML file to populate the DB PASSWORD
environment variable from the Secret.

IEf#: D

A -
https/cloud.google.com/config-connector/docs/how-to/secrets#gcloud

HH #222
Your team is building a website that handles votes from a large user population. The incoming votes will arrive at various rates. You

want to optimize the storage and processing of the votes. What should you do?

¢ A Save the incoming votes to Firestore. Use Cloud Scheduler to trigger a Cloud Functions instance to periodically process
the votes.

¢ B. Save the incoming votes to Pub/Sub. Use the Pub/Sub topic to trigger a Cloud Functions instance to process the votes.

e C. Save the incoming votes to a JSON file on Cloud Storage. Process the votes in a batch at the end of the day.

e D. Use a dedicated instance to process the incoming votes. Send the votes directly to this instance.

Ef#: B

R :

Pub/Sub is a fully managed, real-time messaging service that allows you to send and receive messages between independent
applications. Pub/Sub can handle fluctuating and high-volume data streams, such as votes froma large user population. You can use
Pub/Sub to save the incoming votes to a topic, which is a named resource that represents the stream of messages. You can also use
Pub/Sub to trigger a Cloud Functions instance to process the votes. Cloud Functions is a serverless platform that runs single-
purpose functions in response to events. Cloud Functions can scale automatically based on the demand, and you only pay for the
resources you use. You can use Cloud Functions to perform any logic or computation on the votes, such as counting, filtering,



aggregating, or storing them.
This option is the best choice for optimizing the storage and processing of the votes, as it provides high scalability, low latency, and

low cost. It also requires mnimal operational and infrastructure management, as both Pub/Sub and Cloud Functions are fully
managed services.

The other options are not correct because they either do not provide the required scalability, performance, or functionality. Option A
is not correct because using a dedicated instance to process the incoming votes, and sending the votes directly to this instance, is not
scalable, as the instance may not be able to handle the variable and high load of the votes. It is also not efficient, as the instance may
be underutilized or overutilized at different times. Saving the incoming votes to a JSON file on Cloud Storage, and processing the
votes in a batch at the end of the day, is not optimal, as it introduces latency and complexity in the processing. Option B is not
correct because saving the incoming votes to Firestore, and using Cloud Scheduler to trigger a Cloud Functions instance to
periodically process the votes, is not suitable for high-volume and real-time data streams, such as votes. Firestore is a serverless,
NoSQL database that is designed for structured and hierarchical data, not for unstructured and flat data, such as votes. Cloud
Scheduler is a fully managed cron job service that allows you to schedule tasks at fixed intervals, not in response to events. Using
Cloud Scheduler to trigger Cloud Functions may introduce unnecessary delays and overhead in the processing.

Reference:

Pub/Sub documentation

Cloud Functions documentation

Choosing a storage option

Choosing an event-driven compute platform

HM #223

After a recent security incident, your startup company wants better insight into what is happening in the Google Cloud environment.
Youneed to monitor unexpected firewall changes and instance creation. Your company prefers simple solutions. What should you
do?

¢ A. Use Cloud Logging filters to create log-based metrics for firewall and instance actions. Monitor the changes and set up
reasonable alerts.

¢ B. Install Kibana on a compute Instance. Create a log sink to forward Cloud Audit Logs filtered for firewalls and compute
instances to Pub/Sub. Target the Pub/Sub topic to push messages to the Kibana instance. Analyze the logs on Kibana in real
time.

¢ C. Create a log sink to forward Cloud Audit Logs filtered for firewalls and compute instances to Cloud Storage.Use
BigQuery to periodically analyze log events in the storage bucket.

¢ D. Turn on Google Cloud firewall rules logging, and set up alerts for any insert, update, or delete events.

EfE: A

it

This answer is the simplest and most effective way to monitor unexpected firewall changes and instance creation in Google Cloud.
Cloud Logging filters allow you to specify the criteria for the log entries that you want to view or export. You can use the Logging
query language to write filters based on the LogEntry fields, such as resource.type, severity, or protoPayload.methodName. For
example, you can filter for firewall-related events by using the following query:

resource.type="gce_subnetwork" logName="projects/PROJECT ID/logs/compute.googleapis.com’2Ffirewall" You can filter for
nstance-related events by using the following query:

resource.type="gce_instance" logName="projects/PROJECT ID/logs/compute.googleapis.com?e2Factivity log" You can create
log-based metrics from these filters to measure the rate or count of log entries that match the filter. Log-based metrics can be used to
create charts and dashboards in Cloud Monitoring, or to set up alerts based on the metric values. For exanple, you can create an
alert policy that triggers when the log-based metric for firewall changes exceeds a certain threshold in a given time interval. This way,
you can get notified of any unexpected or malicious changes to your firewall rules.

Option B is incorrect because it is unnecessarily complex and costly. Installing Kibana on a compute instance requires additional
configuration and maintenance. Creating a log sink to forward Cloud Audit Logs to Pub/Sub also incurs additional charges for the
Pub/Sub service. Analyzing the logs on Kibana in real time may not be feasible or efficient, as it requires constant monitoring and
manual intervention.

Option C is incorrect because Google Cloud firewall rules logging is a different feature from Cloud Audit Logs. Firewall rules logging
allows you to audit, verify, and analyze the effects of your firewall rules by creating connection records for each rule that applies to
traffic. However, firewall rules logging does not log the insert, update, or delete events for the firewall rules themselves. Those events
are logged by Cloud Audit Logs, which record the administrative activities in your Google Cloud project.

Option D is incorrect because it is not a real-time solution. Creating a log sink to forward Cloud Audit Logs to Cloud Storage
requires additional storage space and charges. Using BigQuery to periodically analyze log events in the storage bucket also incurs
additional costs for the BigQuery service. Moreover, this option does not provide any alerting mechanism to notify you of any
unexpected or malicious changes to your firewall rules or instances.



R #224
You need to create an autoscaling managed instance group for an HTTPS web application. You want to make sure that unhealthy
VM are recreated. What should you do?

Ef#:

A. In the Instance Template, add the label 'health-check'.

B. In the Instance Template, add a startup script that sends a heartbeat to the metadata server.
C. Select Multi-Zone instead of Single-Zone when creating the Managed Instance Group.

D. Create a health check on port 443 and use that when creating the Managed Instance Group.

A

B #225
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