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Cyber AB CMMC-CCP Exam Syllabus Topics:

Topic Details

¢ Scoping: This section of the exam measures the analytical skills of cybersecurity practitioners, highlighting
their ability to properly define assessment scope. Candidates must demonstrate knowledge of identifying
and classifying Controlled Unclassified Information (CUI) assets, recognizing the difference between in-

Topic 1
ope scope, out-of-scope, and specialized assets, and applying logical and physical separation techniques to
determine accurate scoping for assessments
e CMMC Ecosystem: This section of the exam measures the skills of consultants and compliance
professionals and focuses on the different roles and responsibilities across the CMMC ecosystem
Topic 2 Candidates must understand the finctions of entities such as the Department of Defense, CMMC-AB,

Organizations Seeking Certification, Registered Practitioners, and Certificd CMMC Professionals, as well
as how the ecosystem supports cybersecurity standards and certification.

¢ CMMC Model Construct and Implementation Evaluation: This section of the exam measures the evaluative

skills of cybersecurity assessors, focusing on the application and assessment of the CMMC model. It
Topic 3 includes understanding its levels, domains, practices, and implementation criteria, and how to assess
whether organizations meet the required cybersecurity practices using evidence-based evaluation.

e CMMC Assessiment Process (CAP): This section of the exam measures the planning and execution skills

of audit and assessment professionals, covering the end-to-end CMMC Assessment Process. This
Topic 4 includes planning, executing, documenting, reporting assessments, and managing Plans of Action and
Milestones (POA&M) in alignment with DoD and CMMC-AB methodology.

e CMMC Governance and Source Documents: This section of the exam measures the capabilities of legal or
compliance advisors, covering key regulatory frameworks that govern cybersecurity compliance. Topics
include Federal Contract Information, Controlled Unclassified Information, the role of NIST SP 800-171,
DFARS, FAR, and the structure and requirements of CMMC V2.0, including self-assessments and
certification levels.

Topic 5

Cyber AB Certified CMMC Professional (CCP) Exam Sample Questions
(Q74-Q79):

NEW QUESTION # 74

The Assessment Team has completed Phase 2 of the Assessment Process. In conducting Phase 3 of the Assessment Process, the
Assessment Team is reviewing evidence to address Limited Practice Deficiency Corrections. How should the team score practices
n which the evidence shows the deficiencies have been corrected?

A.NOTMET

B. MET

C. POA&M

D. NOT APPLICABLE

Answer: B

NEW QUESTION # 75
When are data and documents with legacy markings from or for the DoD required to be re-marked or redacted?

e A. When the document is considered secret
¢ B. When a derivative document's original information is not CUI
e C. When a document is being shared outside of the organization
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e D. When under the control of the DoD

Answer: C

NEW QUESTION # 76
A defense contractor needs to share FCI with a subcontractor and sends this data in an email. The email system involved in this
process is being used to:

A. generate FCI
B. manage FCIL.
C. process FCIL.
D. transmit FCI.

Answer: D

NEW QUESTION # 77
Which NIST SP defines the Assessment Procedure leveraged by the CMMC?

A. NIST SP 800-53
B. NISTSP800-53a
C. NISTSP800-171a
D. NIST SP 800-171

Answer: C

Explanation:

Which NIST SP Defines the Assessment Procedures for CMMC?CMMC Level 2 isdirectly based on NIST SP

800-171, and the assessment procedures used in CMMC assessments are derived fromNIST SP 800-171A.

Step-by-Step Breakdown#1. NIST SP 800-171A Defines Assessment Procedures NIST SP 800-171Ais titled"Assessing
Security Requirements for Controlled Unclassified Information (CUI)".

It providesdetailed assessment objectives and test proceduresfor evaluating compliance withNIST SP 800-171 security
requirenments, whichCMMC Level 2 is fully aligned with.

CMMC Assessors use 800-171Aas abaseline for assessing the effectiveness of security controls.

#2. Why the Other Answer Choices Are Incorrect:

(A) NIST SP 800-53#

800-53 defines security controlsfor federal information systenrs, but it doesnot provide assessment procedures specific to CMMC.
(B) NIST SP 800-53A#

800-53 A provides assessment procedures for 800-53 controls, butCMMC is based on NIST SP 800-171, not

800-53.

(C)NIST SP 800-171#

800-171 defines security requirements, butit does not provide assessment procedures. Theassessment proceduresare in800-171A.
TheCMMC Assessment Guide (Level 2)explicitly states that assessment procedures are derived fromNIST SP

800-171A.

Final Validation from CMMC Documentation:Thus, the correct answer is:

NEW QUESTION # 78
What type of criteria is used to answer the question "Does the Assessment Team have the right evidence?"

A. Adequacy criteria
B. Sufficiency criteria
C. Subjectivity criteria
D. Objectivity criteria

Answer: A

Explanation:
In the context of CMMC 2.0 assessments, thesufficiency criteriaare used to determine whether the assessment team has gathered
enough evidence to support their conclusions about compliance with a given requirerment.



Definition of Sufficiency Criteria:

Sufficiency refers to thequantityandcompletenessof the evidence collected during an assessiment.

This ensures that the evidence collected isenough to support an objective and valid determinationof compliance.

Why Sufficiency Matters in CMMC 2.0:

Assessors must ensure that the amount of evidence collected isadequate to substantiate findingswithout doubt or gaps.

This prevents situations where an organization might claim compliance but lacks thenecessary documentation, technical evidence, or
procedural validationto prove it.

Official CMMC 2.0 References:

TheCMMC Assessiment Process (CAP) Guidedefines sufficiency as a key factor in validating assessment findings.

According toCMMC 2.0 Level 2 Scoping Guidance, assessors must apply sufficiency criteria when reviewingartifacts,
documentation, interviews, and system configurations.

TheDoD CMMC Assessment Guide(aligned with NIST SP 800-171A) emphasizes that compliance decisions must besupported by
a sufficient amount of verifiable evidence.

Comparison with Other Criteria:

Adequacy Criteria# Focuses onqualityof the evidence, not the quantity.

Objectivity Criteria# Ensures evidence isunbiased and impartial, not necessarily complete.

Subjectivity Criteria# Not applicable in CMMC since assessments must beobjective and based on factual evidence.

Step-by-Step Breakdown:Conclusion:To verify compliance in CMMC 2.0 assessiments, the assessment team must
ensuresufficientevidence is available to support a determination. This makes"Sufficiency Criteria" (Option C)the correct answer.

NEW QUESTION # 79
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