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Oracle Cloud Infrastructure 2025 Networking Professional Sample Questions

(Q69-Q74):

NEW QUESTION # 69

Youare setting up a FastConnect connection between your on-premises data center and OCIL. Youneed to configure BGP to
exchange routing information. You require OCI to always prefer the FastConnect path for traffic destined to your on-premises
network, even if OCI learns about the same prefixes via the public internet. Which BGP attribute should you configure on the OCI
side of the FastConnect connection to achieve this?

A. Configure MED to a lower value for routes advertised via FastConnect.
B. Decrease the AS Path length for routes learned via FastConnect.

C. Advertise a more specific (longer prefix length) route via FastConnect.
D. Increase the Local Preference for routes learned via FastConnect.


https://drive.google.com/open?id=1JO-EhQPrhONYg_i4gG8wuLg7F7B6gWzE
https://www.prepawayexam.com/Oracle/braindumps.1z0-1124-25.ete.file.html
https://www.prepawayete.com/Oracle/1z0-1124-25-latest-exam-dumps.html
https://www.actual4labs.com/Oracle/1z0-1124-25-actual-exam-dumps.html
https://www.pdfdumps.com/1z0-1124-25-valid-exam.html

Answer: D

Explanation:

* Goal:Prefer FastConnect routes over public internet in OCIL.

* BGP Attributes:

* Local Preference:Higher value prefers a path within an AS.

* AS Path:Shorter path preferred, but manipulated on sender side.

* Prefix Length:More specific wins, but not controllable here.

* MED:Influences inbound traffic, not OCI preference.

* Evaluate Options:

* A:Higher Local Preference ensures FastConnect priority; correct.

* B:AS Path is set by on-premises, not OCI; incorrect.

* C:Prefix specificity is on-premises controlled; incorrect.

* DIMED affects on-premises, not OCI; incorrect.

* ConclusionLocal Preference is the right attribute.

Local Preference controls route preference in BGP. The Oracle Networking Professional study guide states,

"To prioritize FastConnect routes in OCI, increase the Local Preference for routes learned via the FastConnect virtual circuit over
other paths" (OCI Networking Documentation, Section: BGP Configuration). This ensures OCI prefers the private path.

NEW QUESTION # 70
In a hybrid cloud migration, which OCI component is essential for dynamically routing traffic between on- premiises networks and
OCI Virtual Cloud Networks (VCNs), facilitating seamless communication?

A. Local Peering Gateway (LPG)

B. Internet Gateway

C. Service Gateway

D. Dynamic Routing Gateway (DRG)

Answer: D

Explanation:

* Objective: Identify the OCI component for dynamic routing in a hybrid setup.

* Option A: Internet Gateway enables public internet access, not private hybrid routing-incorrect.

* Option B: DRG is a virtual router that dynamically routes traffic between on-premises networks and VCNs via FastConnect or
VPN, using protocols like BGP-correct.

* Option C: Service Gateway provides private access to OCI services, not on-premises connectivity- incorrect.

* Option D: LPG peers VCNs within the same region, not with on-premises-incorrect.

* Conclusion: DRG is essential for hybrid dynamic routing,

Oracle documentation confirs:

* "The Dynamic Routing Gateway (DRG) enables dynamic routing between your on-premises network and VCNs, supporting
hybrid cloud connectivity via FastConnect or VPN."This validates Option B.

Reference:Dynamic Routing Gateway Overview - Oracle Help Center(docs.oracle.com/en-us/iaas
/Content/Network/Tasks/managingDRGs.htm).

NEW QUESTION # 71
Which OCI component facilitates transitive routing between VCNs in different regions via a dedicated, private network backbone,
while also enabling connectivity to on-premises networks?

A. Local Peering Gateway (LPG)

B. Internet Gateway

C. Service Gateway

D. Dynamic Routing Gateway (DRG)

Answer: D

Explanation:

* Requirement:Transitive routing across regions and to on-premises, privately.
* Components:

* LPGiIntra-region VCN peering; limited scope.



* DRG:Cross-region and on-premises routing via private backbone.

* Service Gateway:OCI service access; not transitive.

* Internet Gateway:Public internet; not private.

* Evaluate Options:

* ARegion-specific; incorrect.

* B:Supports multi-region and on-premises; correct.

* C:Service-focused; incorrect.

* D:Public; incorrect.

* Conclusion:DRG is the key component.

DRG enables complex routing scenarios. The Oracle Networking Professional study guide notes, '"The Dynamic Routing Gateway
(DRG) facilitates transitive routing between VCNSs in different regions and on- premises networks over OCI's private backbone"
(OCI Networking Documentation, Section: Dynamic Routing Gateway). This meets both requirements efficiently.

NEW QUESTION # 72

You are a cloud architect designing a multi-tiered application on OCI. One tier consists of publicly accessible web servers that must
be protected from common web exploits. You plan to use OCI Network Firewall to achieve this. You need to configure the
Network Firewall to detect and prevent SQL injection attacks against the web servers. Which Network Firewall feature is most
suitable for this purpose?

A. Stateful Inspection, configured with default IPS policies.

B. Geo-location filtering to block traffic from countries known for SQL mjection attacks.

C. URL Filtering with predefined categories blocking SQL injection attenpts.

D. Intrusion Detection and Prevention System (IDPS) signatures with customrule sets for SQL injection.

Answer: D

Explanation:

* Goal:Protect web servers from SQL injection using Network Firewall

* Firewall Features:

* Stateful InspectionBasic traffic tracking, limited exploit detection.

* IDPS:Detects and prevents exploits via signatures.

* URL Filtering:Blocks URLs, not payload-based attacks.

* Geo-location:Blocks regions, not specific threats.

* Evaluate Options:

* ADefault IPS lacks SQL injection specificity; mnsufficient.

* BIDPS with custom signatures targets SQL injection; most suitable.

* C:URL Filtering doesn't address SQL injection payloads; incorrect.

* D:Geo-location is broad, not precise; meffective.

* ConclusionIDPS with custom rules is the best feature.

IDPS in OCI Network Firewall is designed for exploit prevention. The Oracle Networking Professional study guide explains, '"The
Intrusion Detection and Prevention System (IDPS) uses signatures to detect and block specific threats like SQL injection, with
customrule sets for tailored protection” (OCI Networking Documentation, Section: Network Firewall IDPS). This ensures precise
defense against web exploits.

NEW QUESTION # 73

A conpany has deployed a VCN in OCI with multiple subnets. Security requirements dictate that instances in different subnets
within the same VCN should not be able to directly communicate with each other unless explicitly permitted. You are tasked with
implementing this policy. What is the most appropriate approach to meet this requirement?

e A, Configure network security groups (NSGs) for each subnet, defining strict ingress and egress rules that only allow the
necessary traffic.

e B. Create separate VCNs for each subnet.

e C. Configure a stateful firewall in front of the VCN and configure the rules to deny inter-subnet traffic.

e D. Remove the default route rule in the VCN's route table that allows traffic between subnets.

Answer: A

Explanation:
* Requirement:Restrict inter-subnet communication unless permitted.



* Options Analysis:

* A'Removing default route breaks all routing, overly restrictive; incorrect.

* B:Separate VCNs are excessive, complex; less practical.

* C:NSGs provide granular, explicit control; optimal approach.

* DiExternal firewall adds complexity, not VCN-native; ineficient.

* NSG Advantage:Instance-level rules enforce policy within VCN.

* ConclusionNSGs are the most appropriate solution.

NSGs enable precise security within a VCN. The Oracle Networking Professional study guide states,

"Network Security Groups (NSGs) allow you to define strict ingress and egress rules for instances, ensuring inter-subnet
commumnication is explicitly permitted as per security policies” (OCI Networking Documentation, Section: Network Security
Groups). This is more eficient than VCN separation or external firewalls.

NEW QUESTION # 74
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