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1. The security team ecently enabled pablic access o o web application hasted oa a server
sk the corporate network. The developers of the application repart that the server has
received several structured query language (SOL) inpection attacks in the past several days. The
team noeds o deploy o solution that will block the SOL injection sttacks: Which solution falfills
these requirements?

Wb application firewall (WAF)

2. An IT securnty feam hos been potified that external contractons are wsang their peraonal laplogs
Ly frain scces b0 the corporate network, The: feam need< 10 recommend o solution that wall
prevent tnappiroved devices from accessing the network. Which solution fulfills thes
requirements? knplementing porl secanty

X, The chiel techrology aflicer for  small publishing company has been taked with improving
the compuny’s security posture. Ax paet of a network spgrads, the company has decided 1o
implement kntrusion detection, spam filtering, content filteringe. and antivins coatrols, The
project needs 10 be completed using the least amount of infrastroctune while meeting all
requirements, Which solution fullifls these requiremests™

Deploying a unified ihreat managensent (UTA) appliance

4, The secuity leam plass 1o deploy an minision detection system (IDS) solation tw akert
engineers about inbound threats, The team already has o database of signatures that ey want the
105 solution 10 validare, Whach detection tchnigue meets the requinements?

Sigrature-baved defectiom

5. An IT organtzation had o 2ecurity breach after deploying an update to its productson web
servers. The application currently goes throuph o manial update process & few (imes per year.
The secarity team neécds W recommend a failback opthon for fature depboyments. Which solution
fulfils these requirements?

Implementing verimning

B, A spliwaee development deam is working on 3 new mobile applicaiion thal will be used by
customers. The security team must ensiene that budlds of the spplication will be tnusted by a
variety of mobile devices, Which solution fulfills these requirensents?

Code signing
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M #88

A government agency is required to comply with the Federal Information Security Modemization Act (FISMA), which establishes
security requirements for federal information systens. The agency needs to secure its external network, which connects to the
internet and is used by employees, contractors, and other authorized personnel.

Which security control will secure the external network and protect against unauthorized access?

e A Firewall

e B. Access controls

¢ C. Intrusion detection and prevention
¢ D. Network segmentation

Ef#: A
L2

The correct answer is B - Firewall.

According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), firewalls are critical for securing external network
perimeters by filtering incoming and outgoing traffic based on predefined security rules. This control is a foundational requirement
under FISMA to prevent unauthorized access.

IDS/IPS (A) monitor and detect attacks but are secondary to establishing the mitial network boundary. Access controls (C) manage
user permissions inside a system Network segmentation (D) divides nternal networks but does not protect the external boundary.
Reference Extract from Study Guide:

"Firewalls are the first line of defense for securing external networks, providing traffic filtering to prevent unauthorized access, aligning
with FISMA conpliance requirements."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Network Security Fundamentals

E R #89
Which characteristic applies to machine-level languages?

A. They use cables to connect circuits

B. They use language translators known as compilers
C. They use collection of short scripts

D. They use language translators known as assemblers

IEf@E: D

AR :

Machine-level languages, also known as assembly languages, are low-level programming languages that are closely related to
machine code.

* Definition: Machine-level languages consist of instructions that are directly executed by a computer's CPU.

* Assemblers: An assembler is a tool that translates assembly language code into machine code.

* Characteristics: Assenbly languages are specific to a computer architecture and provide a way to write prograns that can be
executed by the hardware directly.

References
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* "Structured Computer Organization” by Andrew S. Tanenbaum
* "Computer Systens: A Programmer’s Perspective" by Randal E. Bryant and David R. O'Hallaron
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Which data type should be used to calculate 90% of the retail price of an item?

A. String

B. Auto-number
C. Boolean

D. Floating-point

Ef#: D

TR

A floating-point data type is used for numerical calculations that require a decimal point, such as percentages.

In this case, to calculate 90% of the retail price of an item, a floating-point data type is necessary because it can represent both the
whole number and the fractional part of the number, allowing for precise calculations.

HM #91
A company has recently failed a security audit. Many of the end users have passwords older than 365 days.
‘Which password policy type will prevent this issue?

A. Length

B. Complexity
C. Expiration
D. Recovery

EM: C
R

The correct answer is A - Expiration.

According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), password expiration policies require users to
change their passwords after a certain period, ensuring that long-term credential exposure risk is mnimized.

Length (B) defines minimum password size. Recovery (C) relates to resetting forgotten passwords.

Complexity (D) enforces character requirements, not age.

Reference Extract from Study Guide:

"Password expiration policies require users to update passwords regularly, minimizing the risk of long-term credential exposure."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Password Security Best Practices

E R #92

A retail company wants to establish the frequency at which it needs to backup its critical data to ensure it can be restored in case of
a disruption with the least amount of acceptable loss in recovery.

What is the termused to describe this metric?

A. Business inmpact analysis (BIA)

B. Disaster recovery (DR)

C. Recovery point objective (RPO)
D. Continuous data protection (CDP)

Ef: C

AR :

The correct answer is D - Recovery point objective (RPO).

According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), the RPO defines the maximum amount of data
loss that is tolerable in terms of time. It sets the backup frequency to ensure that in the event of a disruption, no more than the
specified amount of data is lost.

Continuous data protection (A) is a method but not the term for the metric. BIA (B) identifies impacts but does not define backup
timing. DR (C) refers to the overall recovery process, not backup frequency.



Reference Extract fiom Study Guide:

"Recovery point objective (RPO) defines the maximum age of files that must be recovered from backup storage for normal
operations to resume after a failure."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Disaster Recovery and Recovery Objectives
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