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Palo Alto Networks Certified Network Security Engineer Exam Sample
Questions (Q174-Q179):

NEW QUESTION # 174
What are two characteristic types that can be defined for a variable? (Choose two)

A. FQDN
B. zone
C. IP netmask

D. path group

Answer: A,C

Explanation:
https://docs.paloaltonetworks.comypan-os/10-2/pan-os-web-mterface- help/panorama-web- interface/panorama-
templates/panorama-templates-template-variable

NEW QUESTION # 175
Which CLI command enables an administrator to check the CPU utilization of the dataplane?

A. debug data-plane dp-cpu

B. debug running resources

C. show running resource-monitor
D. show system resources

Answer: C

Explanation:

'show running resource-monitor' shows Dataplane CPU statistics

'show system resources [follow]' shows Management CPU statistics

httpss/knowledgebase. paloaltonetworks.com/K CS ArticleDetail?id=k A102000000CluDCAS

NEW QUESTION # 176

Your company occupies one floor in a single building, You have two Active Directory domain controllers on a single network. The
firewall's management-plane resources are lightly utilized.

Given the size of this environment, which User-ID collection method is sufficient?

A. a syslog listener

B. PAN-OS integrated agent deployed on the firewall

C. Citrix terminal server agent deployed on the network

D. Windows-based agent deployed on each domain controller

Answer: B

Explanation:
https’/docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/user-id/map-ip-addresses-to- users/configure-user-mapping-using-
the-pan-os-integrated-user-id-agent
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NEW QUESTION # 177
An engineer needs to collect User-1D mappings from the company's existing proxies. What two methods can be used to pull this
data from third-party proxies? (Choose two)

A. Syslog

B. XFF Headers

C. Server Monitoring
D. Client Probing

Answer: A.B

Explanation:

Palo Alto firewalls can gather User-1D mappings from proxies via Syslog (Option B), parsing log messages with user-1P data, and
XFF Headers (Option D), extracting user info from HTTP headers (X-Forwarded-For) if the proxy supports it.

Option A (Client Probing) queries clients, not proxies. Option C (Server Monitoring) targets servers like AD, not proxies.
Documentation lists these methods for proxy integration.

Reference: PAN-OS 11.2 Administrator's Guide, "User-1D" section - Mapping Users from Proxies.

NEW QUESTION # 178
Refer to the diagram. Users at an internal system want to ssh to the SSH server. The server is configured to respond only to the ssh

requests coming from IP 172.16.16.1.
In order to reach the SSH server only from the Trust zone, which Security rule and NAT rule must be configured on the firewall?

e A. NAT Rule:
Source Zone: Trust -
Source IP: Any -
Destination Zone: Server -
Destination IP: 172.16.15.10 -
Source Translation: dynamic-ip-and-port / ethernet1/4
Security Rule:
Source Zone: Trust -
Source IP: Any -
Destination Zone: Server -
Destination IP: 172.16.15.10 -
Application: ssh

e B. NAT Rule:
Source Zone: Trust -
Source IP: Any -
Destination Zone: Server -
Destination IP: 172.16.15.10 -
Source Translation: Static IP / 172.16.15.1
Security Rule:
Source Zone: Trust -
Source IP: Any -
Destination Zone: Trust -
Destination IP: 172.16.15.10 -
Application: ssh

e C.NAT Rule:
Source Zone: Trust -
Source IP: Any -
Destination Zone: Trust -
Destination IP: 192.168.15.1 -
Destination Translation: Static IP /172.16.15.10
Security Rule:
Source Zone: Trust -
Source IP: Any -
Destination Zone: Server -



Destmnation IP: 172.16.15.10 -
Application: ssh

D. NAT Rule:

Source Zone: Trust -

Source IP: 192.168.15.0/24 -
Destnation Zone: Trust -
Destnation IP: 192.168.15.1 -
Destination Translation: Static IP / 172.16.15.10
Security Rule:

Source Zone: Trust -

Source IP: 192.168.15.0/24 -
Destination Zone: Server -
Destnation IP: 172.16.15.10 -
Application: ssh

Answer: A

Explanation:
https:/knowledgebase. paloaltonetworks.com/K CS ArticleDetail?id=k A10g000000CIhwCAC
https:/docs.paloaltonetworks.comypan-o0s/10- 1/pan-os-networking-admin/nat/source-nat-and-destination-nat/sou

NEW QUESTION # 179
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